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QUESTION 1
You have a Microsoft 365 E5 subscription that contains a data loss prevention (DLP) policy named DLP1.
DLP1 has a rule that triggers numerous alerts.

You need to reduce the number of alert notifications that are generated. The solution must maintain the sensitivity of
DLP1.

What should you do?

A. Change the mode of DLP1 to Test without notifications.
B. Modify the rule and increase the instance count.

C. Modify the rule and configure an alert threshold.

D. Modify the rule and set the priority to the highest value.
Correct Answer: C

Reference: https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies?view=0365-worldwide

QUESTION 2

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role Role group
Adminl Glcbal Administrator None
Admin2 None Compliance Administrator
Admin3 None Records management

You create the retention label shown in the following exhibit.
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Create retention label

Review and finish
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| MName
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@ File plan descriptors R
| Eciit
ﬂ Labed Settings
| File plan descriptors
© FPeriod Retention settings
| Retention period Retention action
S 7 yoars Preservr, reverw and dekele
@ Finish Edit Edit
Based on Dizposition stages and reviewers
Eated on wheen if wat created Stage 1 name: Slagel
Edi Stane 1 reviEseis
Admin 1 @LDDSe2 TOE26. onmicrosolfl.oom,
Admin2 @1 00D5e? TOE26 onmicrosoft.com,

Admin3@LODSe2 T0626.onmicrosoft.com
Edit

Use label to classify content as a

Record

it

Which users can perform a disposition review of content that has Retentionl applied?
A. Admin2 only

B. Admin3 only

C. Adminl and Admin2 only

D. Adminl and Admin3 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Correct Answer: E

Permissions for disposition

*

Admin3: To successfully access the Disposition tab in the Microsoft Purview compliance portal, users must have the
Disposition Management role. From December 2020, this role is now included in the Records Management default role

group.

Note:
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By default, a global admin isn\\'t granted the Disposition Management role.
*
Admin2

Compliance Administrator - Members can manage settings for device management, data loss prevention, reports, and
preservation.

The RecordManagement role is included in default roles assigned to the Compliance Administrator role. Incorrect:
*
Not Adminl

The disposition reviewers explicitly need the Disposition Management role. This is included in the Records Management
rule group — but a Global Administrator for the tenant will not have this role by default!

Reference: https://learn.microsoft.com/en-us/microsoft-365/compliance/disposition
https://alberthoitingh.com/2021/05/20/multi-stage-disposition-microsoft-365/

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-
center

QUESTION 3
HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Userl, a Microsoft SharePoint
Online site named Sitel, and a retention label named Retention1.

The role assignments for Sitel are shown in the following table.

Name Role
Admin1 | Owner
User1 Member

Sitel includes a file named Filel. Rententionl has the following settings:
1.

Retain items for a specific period: Retention period: 7 years

2.

During the retention period: Mark items as a record

3.

At the end of the retention period: Delete items automatically

Rententionl is published to Sitel.
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Userl applies Retentionl to Filel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area
Statements Yes No

User1 can rename File1. O O
Admin1 can modify the contents of File1. @) O

User1 can remove Retention1 from File1. Q Q

Correct Answer:

Answer Area

Statements Yes No

User1 can rename File1. Q O

Admin1 can modify the contents of File1. @) O

User1 can remove Retention1 from File1. Q QO
QUESTION 4

You have a Microsoft 365 subscription that contains a user named User1.

You need to assign Userl permissions to search Microsoft Office 365 audit logs.
What should you use?

A. the Azure Active Directory admin center

B. the Microsoft Purview compliance portal

C. the Exchange admin center
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D. the Microsoft 365 Defender portal

Correct Answer: C

QUESTION 5

You have a Microsoft 365 subscription.

You create and run a content search from the Microsoft Purview compliance portal.
You need to download the results of the content search.

What should you obtain first?

A. a certificate

B. a password

C. an export key

D.apin

Correct Answer: C

Reference: https://docs.microsoft.com/en-us/office365/securitycompliance/export-search-results

QUESTION 6
You have a Microsoft 365 E5 subscription.
You create a role group named Rolel.

You need to add a role to Rolel that will enable group members to view the metadata of records that were tagged for
deletion automatically at the end of the records’ retention period. The solution must use the principle of least privilege.

Which role should you add?

A. Review

B. View-Only Retention Management
C. Retention Management

D. Disposition Management

E. Record Management

Correct Answer: B

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/scc-permissions?view=0365-worldwide
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QUESTION 7

You have a Microsoft 365 tenant that uses the following sensitivity labels:
1.

Confidential

2.

Internal

3.

External

The labels are published by using a label policy named Policyl.

Users report that Microsoft Office for the wen apps do not display the Sensitivity button. The Sensitivity button appears
in Microsoft 365 Apps that are installed locally.

You need to ensure that the users can apply sensitivity labels to content when they use Office for the web apps.
Solution: You modify the scope of the Confidential label.

Does this meet the goal?

A. Yes

B. No

Correct Answer: B

QUESTION 8

At the end of a project, you upload project documents to a Microsoft SharePoint Online library that contains many files.
The following is a sample of the project document file names:

1.
aei_AA989.docx
2.
bci_WS098.docx
3.
cei_DF112.docx
4.
ebc_QQ454.docx

5.
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ecc_BB565.docx

All documents that use this naming format must be labeled as Project Documents:
You need to create an auto-apply retention label policy.

What should you use to identify the files?

A. A sensitive info type

B. A retention label

C. Atrainable classifier

Correct Answer: A

QUESTION 9
You have a Microsoft 365 tenant that uses records management.

You use a retention label to mark legal files stored in a Microsoft SharePoint Online document library as regulatory
records.

What can you do to the legal files?

A. Rename the files.

B. Edit the properties of the files.

C. Change the retention label of the files.
D. Copy the content of the files.

Correct Answer: D

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/records-management?view=0365-worldwide

QUESTION 10
HOTSPOT
You plan to create a custom trainable classifier based on an organizational from template.

You need to identify which role-based access control (RBAC) role is required to create the trainable classifier and where
to store the seed content for the trainable classifier. The solution must use the principle of least privilege.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

RBAC role: v
Compliance administrator

Global administrator

Security administrator

Security operator

Where to store the seed content: | v

An Azure Blob storage container

A folder in Microsoft OneDrive
A Microsoft Exchange Online public folder

A Microsoft SharePoint Online folder

Correct Answer:

Answer Area
RBAC role: v
Compliance administrator
Global administrator
Security administrator
Security operator
Where to store the seed content: | v

An Azure Blob storage container

A folder in Microsoft OneDrive
A Microsoft Exchange Online public folder

A Microsoft SharePoint Online folder

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-
with?view=0365-worldwide#prepare-for-a-custom-trainable-classifier
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QUESTION 11
You have a Microsoft SharePoint Online site that contains employee contracts in a document library named Contracts.
The contracts must be treated as records in accordance with your company\\'s records management policy.

You need to implement a solution to automatically mark all the contracts as records when they are uploaded to
Contracts.

Which two actions should you perform? Each correct answer presents part of the solution. (Choose two.)
NOTE: Each correct selection is worth one point.

A. Create a sensitivity label.

B. Create a retention label.

C. Configure a default label on the Contracts document library.

D. Create a retention policy.

E. Create a SharePoint Records Center.

F. Create a retention lock.

Correct Answer: BC

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-
labels?view=0365-worldwide

QUESTION 12

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers are joined to Azure
Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers.
Solution: You deploy the unified labeling client to the computers.

Does this meet the goal?

A.Yes

B. No

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-
started?view=0365-worldwide
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QUESTION 13

HOTSPOT You have a Microsoft 365 E5 subscription. You have the alerts shown in the following exhibit

Data loss prevention

74 Remove from navigation

Overview  Policies  Alerts  Endpoint DLP settings  Activity explorer

L Export () Refresh 2items [M@ Customize columns

Filter 5 Reset %S¢ Filters

Time range: 2/9/2022-2/9/2022 - User: Any Alert status: Any Alert severity: Any

Alert name Severity (1) Status
DLP policy match for document ‘File2.docx’ in SharePoint mes .. Fesclved
DLP policy match for document ‘Filel.docx’ in SharePoint mmm Low Active

Hot Area:
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Answer Area

The alert status for File!.docx can be changed to [answer choice].

-
Dismissed only
‘ Investigating only
lﬁemlved only
nvestigating and Dismissed only
Hnvestigating, Dismissed, and Resolved

The alert status for File2 docx can be changed to [answer cholcel].

| Active only
| Investigating only |
Investigating and Dismissed |

Active, Investigating, and Dismiszed

Correct Answer:
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CERTBuUS

Answer Area

The alert status for File!.docx can be changed to [answer choice].

Dismissed only
Investigating only

Resolved only
nvestigating and Dismissed only

hinvestigating, Dismissed, and Resol

The alert status for File2 docx can be changed to [answer choicel].

-

Active only
| Investigating only
Investigating and Dismissed

Active, Investigating, and Dismissed

QUESTION 14

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel contains
a file named Filel.

You have a retention policy named Retentionl that has the following settings:
Retention items for a specific period

-Retention period: 5 years

At the end of the retention period: Delete items automatically Retentionl is applied to Sitel. You need to ensure that
Filel is deleted automatically after seven years. The solution must NOT affect the retention of other files on Sitel. What
should you do first?

A.

Move Filel to a new folder and configure the access control list (ACL) entries for Filel.

B.

Create a new retention policy.

C.
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Create and publish a new retention label.

D.

Move Filel to a new folder and list the excluded locations for Retention1.
Correct Answer: C

If some items for Exchange, SharePoint, OneDrive, or Microsoft 365 Groups need different retention settings from the
retention policy settings you\\'ve configured, create retention labels for these exceptions.

As part of your data governance strategy to retain what you need and delete what you don\\'t, you might need to create
a few retention labels for items that need exceptions to your retention policies.

Whereas retention policies automatically apply to all items at the container level (such as SharePoint sites, user
mailboxes, and so on), retention labels apply to individual items, such as a SharePoint document or an email message.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies https://learn.microsoft.com/en-
us/microsoft-365/compliance/create-retention-labels-data-lifecycle-management

QUESTION 15

You have a data loss prevention (DLP) policy configured for endpoints as shown in the following exhibit.
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Create rule

+ Add exception -

~ Actions

Use actions to protect content when the conditions are met.

<~ Audit or restrict activities on Windows devices [i]

Audit or restrict activities on Windows devices

| When the activities below are detected on Windows devices for supported files containing
| sensitive info that matches this policy’s conditions, you can choose to only audit the activity,
| block it entirely or block it but allow users to override the restriction. Leam more

B4 Upload to cloud services or access by unallowed (O Block

browsers
Copy to clipboard © | Auditony
Copy to a USB removable media © | Audit only v
Copy to a network share O | Auditony -
B3 Access by unallowed apps © | Audit only
B Print ©  |Auditony -

+ Add an aclion ~

~ User notifications

Use nctifications to inform your users and help educate them on the proper use of sensitive info.

@D On

K oo

® Need help? Cive feedback

From a computer named Computerl, 3 user can sometimes upload files to cloud services and sometimes cannot. Other
users experience the same issue.

What are two possible causes of the issue? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.
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mE B

A. The Access by unallowed apps action is set to Audit only.

B. The computers are NOT onboarded to the Microsoft 365 compliance center.

C. The Copy to clipboard action is set to Audit only.

D. There are file path exclusions in the Microsoft 365 Endpoint data loss prevention (Endpoint DIP) settings.

E. The unallowed browsers in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings are NOT
configured.

Correct Answer: DE

SC-400 PDF Dumps SC-400 Study Guide SC-400 Braindumps

SC-400 PDF Dumps | SC-400 Study Guide | SC-400 Braindumps 16/16


https://www.certbus.com/sc-400.html
https://www.certbus.com/sc-400.html
https://www.certbus.com/sc-400.html
http://www.tcpdf.org
https://www.certbus.com/sc-400.html
https://www.certbus.com/sc-400.html
https://www.certbus.com/sc-400.html

