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QUESTION 1

In which step of the Five-Step Methodology for implementing the Zero Trust model is the Kipling Method relevant?
A. Step 3: Architect a Zero Trust network

B. Step 5: Monitor and maintain the network

C. Step 4: Create the Zero Trust policy

D. Step 2: Map the transaction flows

Correct Answer: C

QUESTION 2

What is a benefit of the Palo Alto Networks secure access service edge (SASE) solution\\'s ability to provide insight into
SD-WAN and network security metrics while highlighting critical issues across all managed tenants?

A. It rearchitects the way signatures are delivered, performing updates and streaming them to the firewall within
seconds after the analysis is done.

B. It helps protect inbound, outbound, and east-west traffic between container workload types in Kubernetes
environments without slowing development speed.

C. It simplifies workflows and instantly automates common use cases with hundreds of prebuilt playbooks.

D. It helps managed service providers (MSPs) accelerate troubleshooting and meet service level agreements (SLAs) for
all their customers.

Correct Answer: D

QUESTION 3
What is a disadvantage of proxy secure access service edge (SASE) when compared to an inline SASE solution?
A. Proxies force policy actions to be treated as business decisions instead of compromises due to technical limitations.

B. Teams added additional tools to web proxies that promised to solve point problems, resulting in a fragmented and
ineffective security architecture.

C. Proxy solutions require an unprecedented level of interconnectivity.

D. Exclusive use of web proxies leads to significant blind spots in traffic and an inability to identify applications and
threats on non-standard ports or across multiple protocols.

Correct Answer: D

QUESTION 4
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Which component of the secure access service edge (SASE) solution provides complete session protection, regardless
of whether a user is on or off the corporate network?

A. Zero Trust

B. threat prevention

C. single-pass architecture (SPA)
D. DNS Security

Correct Answer: A

QUESTION 5

How does the secure access service edge (SASE) security model provide cost savings to organizations?

A. The single platform reduces costs compared to buying and managing multiple point products.

B. The compact size of the components involved reduces overhead costs, as less physical space is needed.

C. The content inspection integration allows third-party assessment, which reduces the cost of contract services.
D. The increased complexity of the model over previous products reduces IT team staffing costs.

Correct Answer: C

QUESTION 6

How does the Palo Alto Networks secure access service edge (SASE) solution enable Zero Trust in a customer
environment?

A. It stops attacks that use DNS for command and control or data theft.

B. It feeds threat intelligence into an automation engine for rapid and consistent protections.
C. It classifies sites based on content, features, and safety.

D. It continuously validates every stage of a digital interaction.

Correct Answer: D

QUESTION 7

A customer currently uses a third-party proxy solution for client endpoints and would like to migrate to Prisma Access to
secure mobile user internet-bound traffic.

Which recommendation should the Systems Engineer make to this customer?

A. With the explicit proxy license add-on, set up GlobalProtect.
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B. With the mobile user license, set up explicit proxy.
C. With the explicit proxy license, set up a service connection.
D. With the mobile user license, set up a corporate access node.

Correct Answer: B

QUESTION 8

What is an advantage of the Palo Alto Networks cloud-based security infrastructure?
A. It provides comprehensive, scalable cloud security with flexible licensing options.
B. It backhauls traffic to the corporate network.

C. It allows for the elimination of data centers within five years of implementation.

D. It increases the footprint of the security solution.

Correct Answer: A

QUESTION 9

Which two prerequisites must an environment meet to onboard Prisma Access mobile users? (Choose two.)
A. Zoning must be configured to require a user ID for the mobile users trust zone.

B. Mapping of trust and untrust zones must be configured.

C. BGP must be configured so that service connection networks can be advertised to the mobile gateways.
D. Mobile user subnet and DNS portal name must be configured.

Correct Answer: AD

QUESTION 10

Which action protects against port scans from the internet?

A. Apply App-ID Security policy rules to block traffic sourcing from the untrust zone.

B. Assign Security profiles to Security policy rules for traffic sourcing from the untrust zone.
C. Apply a Zone Protection profile on the zone of the ingress interface.

D. Assign an Interface Management profile to the zone of the ingress surface.

Correct Answer: C
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QUESTION 11

What is a benefit of deploying secure access service edge (SASE) with a secure web gateway (SWG) over a SASE
solution without a SWG?

A. A heartbeat connection between the firewall peers ensures seamless failover in the event that a peer goes down.

B. It prepares the keys and certificates required for decryption, creating decryption profiles and policies, and configuring
decryption port mirroring.

C. Protection is offered in the cloud through a unified platform for complete visibility and precise control over web access
while enforcing security policies that protect users from hostile websites.

D. It creates tunnels that allow users and systems to connect securely over a public network as if they were connecting
over a local area network (LAN).

Correct Answer: C

QUESTION 12

Which three decryption methods are available in a security processing node (SPN)? (Choose three.)
A. SSL Outbound Proxy

B. SSHv2 Proxy

C. SSL Forward Proxy

D. SSL Inbound Inspection

E. SSH Inbound Inspection

Correct Answer: BCD

QUESTION 13

Which product leverages GlobalProtect agents for endpoint visibility and native Prisma SD- WAN integration for remote
sites and branches?

A. Cloud-Delivered Security Services (CDSS)

B. WildFire

C. CloudBlades:

D. Autonomous Digital Experience Management (ADEM)

Correct Answer: A

QUESTION 14
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Which App Response Time metric measures the amount of time it takes to transfer incoming data from an external
server to a local client?

A. UDP Response Time (UDP-TRT)
B. Server Response Time (SRT)

C. Network Transfer Time (NTTn)
D. Round Trip Time (RTT)

Correct Answer: D

QUESTION 15

In the aggregate model, how are bandwidth allocations and interface tags applied beginning in Prisma Access 1.8?
A. License bandwidth is allocated to a CloudGenix controller; interface tags are set with a compute region.

B. License bandwidth is allocated to a compute region; interface tags are set with a CloudGenix controller.

C. License bandwidth is allocated to a compute region; interface tags are set with a Prisma Access location.

D. License bandwidth is allocated to a Prisma Access location; interface tags are set with a compute region.

Correct Answer: C
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