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QUESTION 1

The botnet report displays a confidence score of 1 to 5 indicating the likelihood of a botnet infection. 

Which three sources are used by the firewall as the basis of this score? (Choose three.) 

A. Bad Certificate Reports 

B. Traffic Type 

C. Botnet Reports 

D. Number of Events 

E. Executable Downloads 

F. Threat Landscape 

Correct Answer: BDE 

Explanation: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/monitoring/generatebotnet- reports 

 

QUESTION 2

DNS sinkholing helps identify infected hosts on the protected network using DNS traffic in situations where the firewall
cannot see the infected client\\'s DNS query (that is, the firewall cannot see the originator of DNS query) 

Which of the following Statements is true? 

A. DNS Sinkholing requires the Vulnerability Protection Profile be enabled. 

B. Sinkholing malware DNS queries solves this visibilty problem by forging responses to the client host queries directed
at fake domains created in a controlled "Fake Internet" called Zanadu which designed for testing and honeypots. 

C. Infected hosts can then be easily identified in the traffic logs because any host that attempts to connect the sinkhole
IP address are most likely infected with malware. 

D. DNS Sinkholing requires a license SinkHole license in order to activate. 

Correct Answer: C 

 

 

QUESTION 3

A customer is adopting Microsoft Office 365 but is concerned about the potential security exposure that such a move
could mean. The security analyst suggests using Aperture and the Palo Alto Network firewall together to provide data
and network security. 

What are the two reasons this solution has been suggested? (Choose two.) 
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A. The firewall secures data in transit between the network and the cloud. 

B. Aperture prevents users from using non-sanctioned SaaS applications. 

C. The firewall scans data that resides in the cloud for malware. 

D. Aperture scans data that resides in the cloud for sensitive information. 

Correct Answer: AB 

 

 

QUESTION 4

What is the recommended way to ensure that firewalls have the most current set of signatures for up-todate protection? 

A. Store updates on an intermediary server and point all the firewalls to it 

B. Monitor update announcements and manually push updates to firewalls 

C. Utilize dynamic updates with an aggressive update schedule 

D. Run a Perl script to regularly check for updates and alert when one in released 

Correct Answer: B 

 

QUESTION 5

A specific URL keeps appearing in URL filtering log entries, it was blocked successfully, but the administrator would like
to investigate further. 

In which two ways would AutoFocus help this administrator? (Choose two.) 

A. Generate a list of IP addresses for use in Dynamic Address Groups on the firewall 

B. Identify malicious files associated with this URL 

C. Generate a correlation object that can be used to monitor associated activities 

D. Identify malware campaigns associated with this URL 

Correct Answer: AD 

 

 

QUESTION 6

Which four actions can be configured in an Anti-Spyware profile to address command-and-control traffic from
compromised hosts? (Choose four.) 

A. Allow 
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B. Drop 

C. Quarantine 

D. Redirect 

E. Alert 

F. Reset 

Correct Answer: ABEF 

Explanation: https://www.paloaltonetworks.com/documentation/71/pan-os/pan- os/policy/anti-spywareprofiles.html 

 

QUESTION 7

Which two components must to be configured within User-ID on a new firewall that has been implemented? (Choose
two.) 

A. Group Mapping 

B. 802.1X Authentication 

C. Proxy Authentication 

D. User mapping 

Correct Answer: AD 

Explanation: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/user- id/enable-user-id 

 

QUESTION 8

Which two tabs in Panorama can be used to identify templates to define a common base configuration? (Choose two) 

A. Monitor Tab 

B. Network Tab 

C. Device Tab 

D. Objects Tab 

E. Policies Tab 

Correct Answer: BC 

Explanation: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface- help/panoramaweb-
interface/panorama-templates/template-stacks 

 

QUESTION 9
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Palo Alto Networks publishes updated Command and Control signatures. How frequently should the related signatures
schedule be set? 

A. Once an hour 

B. Once every minute 

C. Once a week 

D. Once a day 

Correct Answer: D 

 

 

QUESTION 10

Which design objective could be satisfied by vsys functionality? 

A. Separation of routing tables used by different departments in company 

B. Provide same-device high availability functionality for different departments in a company 

C. Administrative separation of firewall policies used by different departments in company 

D. Allocate firewall hardware resources to different departments in a company 

Correct Answer: C 
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