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QUESTION 1

Which Captive Portal mode must be contoured to support MFA authentication?
A. Single Sign-On

B. Redirect

C. Transparent

D. NTLM

Correct Answer: B

QUESTION 2

A web server is hosted in the DMZ and the server re configured to listen for income connections on TCP port 443. A
Security policies rules allowing access from the Trust zone to the DMZ zone needs to be configured to allow web-
browsing access. The web server host its contents over Traffic from Trust to DMZ is being decrypted with a Forward
Proxy rule.

Which combination of service and application, and order of Security policy rules needs to be configured to allow cleaned
web-browsing traffic to the server on tcp/443?

A. Rule# 1 application: ssl; service application-default: action allow Role # 2 application web browsing, service
application default, action allow

B. Rule #lapplication web-browsing, service service imp action allow Rule #2 application ssl. service application
-default, action allow

C. Rule#1 application web-brows.no service application-default, action allow Rule #2 application ssl. Service application-
default, action allow

D. Rule#lapplication: web-biows.no; service service-https action allow Rule#2 application ssl. Service application-
default, action allow

Correct Answer: C

QUESTION 3

Which three user authentication services can be modified in to provide the Palo Alto Networks NGFW with both
username and role names? (Choose three.)

A. PAP
B. SAML

C. LDAP
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D. TACACS+
E. RADIUS
F. Kerberos

Correct Answer: CDE

QUESTION 4

Which CLI command is used to simulate traffic goingthrough the firewall and determine which Security policy rule, NAT
translation, static route, or PBF rule will be triggered by the traffic?

A. check
B. find
C. test
D. sim

Correct Answer: C

QUESTION 5

A Palo Alto Networks NGFW just submitted a file lo WildFire tor analysis Assume a 5-minute window for analysis. The
firewall is configured to check for verdicts every 5 minutes.

How quickly will the firewall receive back a verdict?
A. 10 to 15 minutes

B. 5 to 10 minutes

C. More than 15 minutes

D. 5 minutes

Correct Answer: B

QUESTION 6

What is exchanged through the HA2 link?
A. hello heartbeats

B. User-ID in information

C. session synchronization
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D. HA state information

Correct Answer: C

QUESTION 7

Which prerequisite must be satisfied before creating an SSH proxy Decryption policy?
A. No prerequisites are required

B. SSH keys must be manually generated

C. Both SSH keys and SSL certificates must be generated

D. SSL certificates must be generated

Correct Answer: A

QUESTION 8

An administrator deploys PA-500 NGFWs as an active/passive high availability pair . The devices are not participating in
dynamic router and preemption is disabled.

What must be verified to upgrade the firewalls to the most recent version of PAN OS software?
A. Antivirus update package

B. Applications and Threats update package

C. Wildfire update package

D. User-ID agent

Correct Answer: B

QUESTION 9

When is the content inspection performed in the packet flow process?
A. after the SSL Proxy re-encrypts the packet

B. before the packet forwarding process

C. after the application has been identified

D. before session lookup

Correct Answer: C
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QUESTION 10

An organization has Palo Alto Networks MGfWs that send logs to remote monitoring and security management
platforms. The network team has report has excessive traffic on the corporate WAN. How could the Palo Alto Networks
NOFW administrator reduce WAN traffic while maintaining support for all the existing monitoring/security platforms?

Firewalls Panorama
: ;
L

Management and Manitoring
Systems

e

A. forward logs from firewalls only to Panorama, and have Panorama forward log* lo other external service.
B. Any configuration on an M-500 would address the insufficient bandwidth concerns.

C. Configure log compression and optimization features on all remote firewalls.

D. Forward logs from external sources to Panorama for correlation, arid from Panorama send to the NGFW.

Correct Answer: A

QUESTION 11

Which version of Global Protect supports split tunneling based on destination domain, client process, and HTTP/HTTPs
video streaming application?

A. Glovbalprotect version 4.0 with PAn-OS 8.0
B. Glovbalprotect version 4.1 with PAn-OS 8.1
C. Glovbalprotect version 4.0 with PAn-OS 8.1
D. Glovbalprotect version 4.1 with PAn-OS 8.0

Correct Answer: C

QUESTION 12
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Which two benefits come from assigning a Decrypting Profile to a Decryption rule with a" NO Decrypt" action? (Choose
two.)

A. Block sessions with unsuspected cipher suites
B. Block sessions with untrusted issuers

C. Block credential phishing.

D. Block sessions with client authentication

E. Block sessions with expired certificates

Correct Answer: BE

QUESTION 13

When a malware-infected host attempts to resolve a known command-and-control server, the traffic matches a security
policy with DNS sinhole enabled, generating a traffic log. What will be the destination IP Address in that log entry?

A. The IP Address of sinkhole.paloaltonetworks.com

B. The IP Address of the command-and-control server

C. The IP Address specified in the sinkhole configuration

D. The IP Address of one of the external DNS servers identified in the anti-spyware database
Correct Answer: C

https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Verify-DNS-Sinkhole-Function-is-Working/ta-p/65864

QUESTION 14

Which feature can be configured on VM-Series firewalls\\'?
A. aggregate interlaces

B. multiple virtual systems

C. Globallprotect

D. machine learning

Correct Answer: C

QUESTION 15

The administrator has enabled BGP on a virtual router on the Palo Alto Networks NGFW, but new routes do not seem to
be populating the virtual router.
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Which two options would help the administrator Troubleshoot this issue? (Choose two.)
A. Perform a traffic pcap on the NGFW lo see any BGP problems
B. View the System logs and look for error messages about BGP
C. View the Runtime Stats and look for problems with BGP configuration

D. View the ACC lab to isolate routing issues.

Correct Answer: CD
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