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QUESTION 1

Which two required request headers interface with Prisma Cloud API? (Choose two.) 

A. Content-type:application/json 

B. x-redlock-auth 

C. >x-redlock-request-id 

D. Content-type:application/xml 

Correct Answer: AB 

 

 

QUESTION 2

Which three types of buckets exposure are available in the Data Security module? (Choose three.) 

A. Public 

B. Private 

C. International 

D. Differential 

E. Conditional 

Correct Answer: ABE 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-data-security/monitor-data-
security-scan-prisma-cloud/exposure-evaluation.html#exposure-evaluation 

 

QUESTION 3

Which action would be applicable after enabling anomalous compute provisioning? 

A. It detects the activity caused by the spambot. 

B. It detects unusual server port activity or unusual protocol activity from a client within or outside the cloud
environment. 

C. It detects potential creation of an unauthorized network of compute instances with AutoFocus. 

D. It detects potential creation of an unauthorized network of compute instances either accidentally or for cryptojacking. 

Correct Answer: D 
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QUESTION 4

The security team wants to protect a web application container from an SQLi attack. Which type of policy should the
administrator create to protect the container? 

A. CNAF 

B. Runtime 

C. Compliance 

D. CNNF 

Correct Answer: A 

Reference: 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/20-09/prisma-cloud-compute-edition-admin/ rewalls/waas 

 

QUESTION 5

A customer has a requirement to scan serverless functions for vulnerabilities. Which three settings are required to
Configure serverless scanning? (Choose three.) 

A. Defender Name 

B. Region 

C. Credential 

D. Console Address 

E. Provider 

Correct Answer: BCE 

Reference: 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/21-04/prisma-cloud-compute-edition-
admin/vulnerability_management/ serverless_functions.html 

 

QUESTION 6

Under which tactic is "Exploit Public-Facing Application" categorized in the ATTandCK framework? 

A. Defense Evasion 

B. Initial Access 

C. Execution 
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D. Privilege Escalation 

Correct Answer: B 

 

 

QUESTION 7

Which three actions are required in order to use the automated method within Azure Cloud to streamline the process of
using remediation in the identity and access management (IAM) module? (Choose three.) 

A. Install boto3 and requests library. 

B. Configure IAM Azure remediation script. 

C. Integrate with Azure Service Bus. 

D. Configure IAM AWS remediation script. 

E. Install azure.servicebus and requests library. 

Correct Answer: BCE 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-iam-security/remediate-alerts-
for-iam-security 

 

QUESTION 8

Which `kind` of Kubernetes object is Configured to ensure that Defender is acting as the admission controller? 

A. MutatingWebhookconfiguration 

B. DestinationRules 

C. ValidatingWebhookconfiguration 

D. PodSecurityPolicies 

Correct Answer: C 

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/21-04/prisma-cloud-compute-edition-
admin/access_control/open_policy_agent.html 

 

QUESTION 9

What must be created in order to receive Notifications about alerts generated when the operator is away from the
Prisma Cloud Console? 

A. Alarm rule 

B. Notification rule 
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C. Alert rule 

D. O ine alert 

Correct Answer: C 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud-alerts/prisma-cloud-
alert-notifications 

 

QUESTION 10

A customer has multiple violations in the environment including: 

User namespace is enabled An LDAP server is enabled SSH root is enabled 

Which section of Console should the administrator use to review these findings? 

A. Manage 

B. Vulnerabilities 

C. Radar 

D. Compliance 

Correct Answer: A 

 

 

QUESTION 11

What factor is not used in calculating the net effective permissions for a resource in AWS? 

A. IPTables firewall rule 

B. AWS IAM policy 

C. AWS service control policies (SCPs) 

D. Permission boundaries 

Correct Answer: A 

 

QUESTION 12

A customer wants to scan a serverless function as part of a build process. Which twistcli command can be used to scan
serverless functions? 

A. twistcli function scan  

B. twistcli scan serverless  
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C. twistcli serverless AWS  

D. twiscli serverless scan  

Correct Answer: D 

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-
compute/vulnerability_management/serverless_functions 

 

QUESTION 13

What is a benefit of the Cloud Discovery feature? 

A. It does not require any specific permissions to be granted before use. 

B. It enables engineers to continuously monitor all accounts and report on the services that are unprotected. 

C. It offers coverage for serverless functions on AWS only. 

D. It helps engineers find all cloud-native services being used only on AWS. 

Correct Answer: B 

 

QUESTION 14

Which three actions are available for the container image scanning compliance rule? (Choose three.) 

A. Allow 

B. Snooze 

C. Block 

D. Ignore 

E. Alert 

Correct Answer: CDE 

https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/compliance/trusted_images 

 

QUESTION 15

What are the two ways to scope a CI policy for image scanning? (Choose two.) 

A. container name 

B. image name 

C. hostname 
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D. image labels 

Correct Answer: BD 
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