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QUESTION 1

Which device would an Evil Twin attack use to lure the victim to connect to the attack surface network?
A. switch

B. firewall

C. router

D. access point

Correct Answer: D

QUESTION 2

Which option describes a characteristic of a next-generation firewall but not a UTM device?
A. Content inspection engines operate in individual silos.

B. Content inspection engines use tightly integrated operation.

C. Content inspection engines process traffic serially, not in parallel.

D. Content inspection engines run on the same hardware and memory resources.

Correct Answer: B

QUESTION 3
DRAG DROP
Match the tool to its capability.

Select and Place:

Nmap Drag answer here network analyzer
Nessus Drag answer here vulnerability scanner
Wireshark || Drag answer here port scanner

Correct Answer:
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Nmap port scanner ‘

Nessus ‘ vulnerability scanner

Wireshark network analyzer ‘

QUESTION 4
Assume that it is your responsibility to secure the software functioning at top five layers in the exhibit.

Which cloud service model type is represented?
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A. software as a service

B. platform as a service

C. infrastructure as a service
D. on-premises

Correct Answer: C

QUESTION 5

Which Palo Alto Networks product or feature includes machine learning to enhance security?
A. Panorama

B. MineMeld

C. Magnifier

D. User-ID

Correct Answer: C

QUESTION 6

In which type of cloud computing service does an organization own and control application data, but not the
application?

A. platform as a service

B. computing as a service
C. infrastructure as a service
D. software as a service

Correct Answer: D

QUESTION 7
DRAG DROP
Match the network infrastructure item with its corresponding description.

Select and Place:
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provides data to systems on a
LAN, WAN, or over the internet

connects to electronic resources
through network architecture

forwards packets from one
network to another based on
destination address

connects global WAN computer
systems across the world

router Drag answer here
firewall Drag answer here
senver Drag answer here
client Drag answer here
internet Drag answer here

prevents unauthorized
communication between computer
networks and hosts

Correct Answer:

forwards packets from one
router network to another based on
destination address
prevents unauthorized
firewall communication between computer
networks and hosts
_ provides data to systems on a
LAN, WAN, or over the internet
; connects to electronic resources
client through network architecture
ettt connects global WAN computer
systems across the world
QUESTION 8

Assume that it is your responsibility to secure the software functioning at all layers in the exhibit.
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Which cloud service model type is represented?

Data
Applications
Runtime
Middleware
Operating System
Virtualization

Compute

Storage

Networking

A. software as a service

B. platform as a service

C. infrastructure as a service
D. on-premises

Correct Answer: D

QUESTION 9
Which mobile device management feature prevents jailbreaking or rooting?
A. software distribution

B. malware protection
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C. policy enforcement
D. data loss prevention

Correct Answer: C

QUESTION 10

Which type of adversary would commit cybercrimes with the authorization of their country\\'s government?
A. state-sponsored

B. hacktivist

C. gray hat

D. white hat

Correct Answer: A

QUESTION 11

A firewall located on an organization\\'s network perimeter can be used to protect against which type of attack?
A. a malicious SaaS application file accessed from an unmanaged mobile phone

B. ransomware installed from an infected USB drive

C. malware installed on the laptop by a disgruntled employee

D. a malicious PDF file located on an internet website

Correct Answer: D

QUESTION 12
DRAG DROP
Match the OSI network model Layer 3 function to the correct description.

Select and Place:
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routing

Drag answer here

provides service to direct packets
ta their destination host

encapsulation

Drag answer here

wraps ftransport layer data in IP
packets

decapsulation

Drag answer here

provides segments or datagrams
to the transport layer

addressing

Urag answer here

Correct Answer:

provides a mechanism for
identifying end devices

routing

provides service to direct packets
to their destination host

encapsulation

wraps transport layer data in IP
packets

decapsulation

provides segments or datagrams
to the transport layer

addressing

provides a mechanism for
identifying end devices

QUESTION 13

Which protocol converts voice into a digital signal?

A.IVO

B. VolP

C. SNMP

D. IGMP

Correct Answer: B

Latest PCCSA Dumps | PCCSA PDF Dumps | PCCSA Braindumps

9/10



https://www.certbus.com/pccsa.html
https://www.certbus.com/pccsa.html
https://www.certbus.com/pccsa.html

www.Cert .comi i 48 https://www.certbus.com/pccsa.html
CE RT ni1i1c NFY 2024 Latest certbus PCCSA PDF and VCE dumps Download

QUESTION 14

During which step of the cyber-attack lifecycle is a user\\'s web browser redirected to a webpage that automatically
downloads malware to the endpoint?

A. delivery

B. weaponization

C. reconnaissance

D. command-and-control

Correct Answer: A

QUESTION 15

What does Palo Alto Networks Traps do first when an endpoint is asked to run an executable?
A. send the executable to WildFire

B. run a static analysis

C. run a dynamic analysis

D. check its execution policy

Correct Answer: D
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