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QUESTION 1

What are the operating system prerequisites for installing CPM? Select all that apply. 

A. NET 3.51 Framework Feature 

B. Web Services Role 

C. Remote Desktop Services Role 

D. Windows 2008 R2 or higher. 

Correct Answer: D 

 

QUESTION 2

What would be a good use case for the Replicate module? 

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero 

B. Integration with an Enterprise Backup Solution is required. 

C. Off site replication is required. 

D. PSM is used 

Correct Answer: A 

 

QUESTION 3

What is the purpose of the password Reconcile process? 

A. To test that CyberArk is storing accurate credentials for accounts. 

B. To change the password of an account according to organizationally defined password rules 

C. To allow CyberArk to manage unknown or lost credentials. 

D. To generate a new complex password. 

Correct Answer: A 

 

QUESTION 4

Which CyberArk component changes passwords on Target Devices? 

A. Vault 

B. CPM 
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C. PVWA 

D. PSM 

E. PrivateArk 

F. OPM 

G. AIM 

Correct Answer: B 

 

QUESTION 5

What utility is used to create or update a credential file? 

A. CreateCredFile exe 

B. CAVaultManager.exe 

C. Central Policy Manager 

D. Password Vault Web Access 

Correct Answer: A 

 

QUESTION 6

Does CyberArk need service accounts on each server to change passwords? 

A. Yes. it requires a domain administrator account to change any password on any server. 

B. Yes. it requires a local administrator account on any Windows server and a root level account on any Unix server. 

C. No. passwords are changed by the Password Provider Agent. 

D. No. the CPM uses the account information stored in the vault to login and change the account\\'s password using its
own credentials 

Correct Answer: B 

 

QUESTION 7

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to
be accessible upon a planned Vault restart? Choose all that apply 

A. Store the CD in a physical safe and mount the CD every time vault maintenance is performed. 

B. Copy the contents of the CD to the System Safe on the vault 

C. Copy the contents of the CD to a folder on the vault server and secure it with NTFS permissions. 
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D. Store the server key in a Hardware Security Module. 

E. Store the server key in the Provider cache 

Correct Answer: E 

 

QUESTION 8

The vault server uses a modified version of the Microsoft Windows firewall. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

QUESTION 9

Which is the correct order of installation for PAS components? 

A. Vault, CPM. PVWA, PSM 

B. CPM, Vault. PSM, PVWA 

C. Vault, CPM. PSM, PVWA 

D. PVWA, Vault, CPM, PSM 

Correct Answer: A 

 

QUESTION 10

What would be a good use case for the Disaster Recovery module? 

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero. 

B. Integration with an Enterprise Backup Solution is required. 

C. Off site replication is required. 

D. PSM is used. 

Correct Answer: A 
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