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QUESTION 1

In a rule using "Privileged Session Analysis and Response” in PTA, which session options are available to configure as
responses to activities?

A. Suspend, Terminate, None

B. Suspend, Terminate, Lock Account
C. Pause, Terminate, None

D. Suspend, Terminate

Correct Answer: A

QUESTION 2

You are logging into CyberArk as the Master user to recover an orphaned safe. Which items are required to log in as
Master?

A. Master CD, Master Password, console access to the Vault server, Private Ark Client
B. Operator CD, Master Password, console access to the PVWA server, PVWA access
C. Operator CD, Master Password, console access to the Vault server, Recover.exe

D. Master CD, Master Password, console access to the PVWA server, Recover.exe
Correct Answer: A

Reference: https://cyberark-customers.force.com/s/article/How-to-log-in-as-the-Master-user

QUESTION 3

The vault supports Subnet Based Access Control.
A. TRUE

B. FALSE

Correct Answer: A

QUESTION 4

PTA can automatically suspend sessions if suspicious activities are detected in a privileged session, but only if the
session is made via the CyberArk PSM.

A. True
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B. False, the PTA can suspend sessions whether the session is made via the PSM or not

Correct Answer: B

QUESTION 5
DRAG DROP
Match each PTA alert category with the PTA sensors that collect the data for it.

Select and Place:

Answer Area

unmanaged privileged

= Vault
account Drag answer here

anomalous access to multiple . Logs, Vault, AWS (optional),
machines Drag-answer-here Azure (optional)
suspicious activities detected T Logs, Vault, AD (optional), AWS
in a privileged session Drag answer here {optional), Azure (optional)

suspected credentials theft Drag answer here Network Sem! » PTA Windows

Correct Answer:

Answer Area
unmanaged privileged Logs, Vault, AD (optional), AWS
account {optional), Azure (optional)
anomalous access to multiple Network Sensor, PTA Windows
machines Agent
suspicious activities detected Vault
in a privileged session
. : Logs, Vault, AWS (optional),
suspected credentials theft Aziire [optional)

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PTA/What-Does-PTA-
Detect.htm?TocPath=End%20User%7CSecurity%20Events%7C 4

QUESTION 6

A Vault administrator have associated a logon account to one of their Unix root accounts in the vault. When attempting
to verify the root account\\'s password the Central Policy Manager (CPM) will:

A. ignore the logon account and attempt to log in as root

Latest PAM-DEF Dumps | PAM-DEF PDF Dumps | PAM-DEF Practice Test 3/10


https://www.certbus.com/pam-def.html
https://www.certbus.com/pam-def.html
https://www.certbus.com/pam-def.html

www.CertBus.com https://www.certbus.com/pam-def.html
CE RT 2024 Latest certbus PAM-DEF PDF and VCE dumps Download

B. prompt the end user with a dialog box asking for the login account to use

C. log in first with the logon account, then run the SU command to log in as root using the password in the Vault D. none
of these

Correct Answer: B

QUESTION 7

A user is receiving the error message "ITATSO06E Station is suspended for User jsmith" when attempting to sign into
the Password Vault Web Access (PVWA). Which utility would a Vault administrator use to correct this problem?

A. createcredfile.exe
B. cavaultmanager.exe
C. PrivateArk

D. PVWA

Correct Answer: C

QUESTION 8
DRAG DROP
Match the built-in Vault User with the correct definition.

Select and Place:
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This user appears on the highest level of
the User hierarchy and has all the
possible permissions. As such, it can Drag answer here
create and manage other Users on any
level on the Users' hierarchy.

This user appears at the top of the User
hierarchy, enabling it to view all the Users|
and accounts in the Safes. The user can
produce reports of Safe activities and Drag answer here
User activities, which enables it to keep
track of activity in the Safe and User
requirements.

This user is an internal user that cannot
be logged onto and carries out internal
tasks, such as automatically clearing Drag answer here
expired user and Safe history.

This user has all available Safe member
authorizations except Authorize password
requests. This user has complete system

control, manages a full recovery when
necessary and cannot be removed from
any Safe.

Drag answer here
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Correct Answer:
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This user appears on the highest level of
the User hierarchy and has all the
possible permissions. As such, it can
create and manage other Users on any
level on the Users' hierarchy.

This user appears at the top of the User
hierarchy, enabling it to view all the Users|
and accounts in the Safes. The user can
produce reports of Safe activities and
User activities, which enables it to keep
track of activity in the Safe and User
reguirements.

This user is an internal user that cannot
be logged onto and carries out internal
tasks, such as automatically clearing
expired user and Safe history.

This user has all available Safe member
authorizations except Authorize password
requests. This user has complete system
control, manages a full recovery when
necessary and cannot be removed from
any Safe.
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Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Predefined-Users-and-
Groups.htm?TocPath=Administration%7CUser%20Management%7C 7

QUESTION 9

What do you need on the Vault to support LDAP over SSL?

A. CA Certificate(s) used to sign the External Directory certificate
B. RECPRV.key

C. a private key for the external directory

D. self-signed Certificate(s) for the Vault

Correct Answer: A

QUESTION 10

What is the purpose of the PrivateArk Server service?
A. Executes password changes

B. Maintains Vault metadata

C. Makes Vault data accessible to components

D. Sends email alerts from the Vault

Correct Answer: C

QUESTION 11

For an account attached to a platform that requires Dual Control based on a Master Policy exception, how would you
configure a group of users to access a password without approval.

A. Create an exception to the Master Policy to exclude the group from the workflow process.

B. Edith the master policy rule and modify the advanced\\' Access safe without approval\\' rule to include the group.
C. On the safe in which the account is stored grant the group the\\' Access safe without audit\\' authorization.

D. On the safe in which the account is stored grant the group the\\' Access safe without confirmation\\' authorization.

Correct Answer: D

QUESTION 12

When a group is granted the \\'Authorize Account Requests\\' permission on a safe Dual Control requests must be
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approved by

A. Any one person from that group

B. Every person from that group

C. The number of persons specified by the Master Policy
D. That access cannot be granted to groups

Correct Answer: C

QUESTION 13

In the screenshot displayed, you just configured the usage in CyberArk and want to update its password. What is the
least intrusive way to accomplish this?

Required Properti

Address: webserver1.lab.local

File Path: CA\inetpub\wwwroot\web.config
XML Element: /configuration/appSettings/add[@key="PASSWORD"]
Connection Type: Windows File Sharing Y |
Optional Properties:

Port: | |
< XML Attribute: value
¥ Password Regex: (")

Backup Password File: l[Select] v |

Usage Display Name: | |

Disable automatic management for this account

Reason: |No Reason

Save Cancel

A. Use the "change" button on the usage\\'s details page.

B. Use the "change" button on the parent account\\'s details page.
C. Use the "sync" button on the usage\\'s details page.

D. Use the "reconcile” button on the parent account\\'s details page.

Correct Answer: B

QUESTION 14
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When are external vault users and groups synchronized by default?

A. They are synchronized once every 24 hours between 1 AM and 5 AM.
B. They are synchronized once every 24 hours between 7 PM and 12 AM.
C. They are synchronized every 2 hours.

D. They are not synchronized according to a specific schedule.

Correct Answer: A

QUESTION 15

When the CPM connects to a database, which interface is most commonly used?
A. Kerberos

B. ODBC

C. VBScript

D. Sybase

Correct Answer: B
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