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QUESTION 1

Is this a likely reason why the Okta Browser plugin is NOT working in Mozilla Firefox? Solution: The option \\'Automatic
submission\\' is selected In the Firefox browser 

A. Yes 

B. No 

Correct Answer: B 

https://help.okta.com/en/prod/Content/Topics/Apps/Apps_Browser_Plugin.htm 

 

QUESTION 2

Is this a valid use of a group in Okta? Solution: Create network zones 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 3

Multifactor authentication (MFA) needs to be enforced in an environment when end users log in to Okta Is this the policy
type that an administrator should implement? 

Solution: Password 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 4

An administrator needs to limit multifactor authentication (MFA) factor type enrollment to end users located in a
corporate office. Is this the feature that the administrator should use to set the corporate office perimeter? 

Solution: Network zones 

A. Yes 

B. No 

Correct Answer: B 
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QUESTION 5

An Okta Administrator added an application from the Okta integration Network (OIN) that does NOT support federated
Single Sign-On (SSO). Is this the appropriate SSO system or protocol to use with that application? 

Solution: SAML 

A. Yes 

B. No 

Correct Answer: A 

https://help.okta.com/en/prod/Content/Topics/Apps/Apps_Overview_of_Managing_Apps_a nd_SSO.htm 

 

QUESTION 6

Is this statement true regarding the lifespan of an unused API token in Okta? 

Solution: An unused API token expires after 30 days. 

A. Yes 

B. No 

Correct Answer: A 

Explanation: Token expiration and deactivationTokens expire automatically after a certain period and can 

also be deactivated at any time. 

Token expirationTokens are valid for 30 days from creation or last use, so that the 30 day expiration 

automatically refreshes with each API call. 

Tokens that aren\\'t used for 30 days expire. 

The 30-day period is currently fixed and can\\'t be changed for your organization. 

https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/ 

 

QUESTION 7

An administrator needs to limit multifactor authentication (MFA) factor type enrollment to end users located in a
corporate office. Is this the feature that the administrator should use to set the corporate office perimeter? 

Solution: Password policy 

A. Yes 

B. No 
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Correct Answer: B 

 

QUESTION 8

Is this the re-enrollment process when an administrator resets multifactor authentication (MFA) factors tor 

end users? 

Solution: End user\\'s devices must be enrolled remotely by the administrator. 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 9

Is this a valid reason to choose Okta as an Identity and Access Management (IAM) solution? 

Solution: To manage application Single SignOn (SSO) and user lifecycle, including advanced onboarding and
offboarding of users 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 10

Is this a True statement about the approver process for Access Request Workflow? 

Solution: Approvers are notified in a specific order. 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 11

Is this what an end user needs to do in order to switch between Okta accounts from within the same browser? 

Solution: Disable all Browser plugins 

A. Yes 
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B. No 

Correct Answer: B 

Explanation: https://help.okta.com/en/prod/end-user/Content/Topics/end-user/plugin- switch-accounts.htm?cshid=csh-
user-plugin-switch-accounts 

 

QUESTION 12

Is this a reason to build custom authorization servers in Okta? 

Solution: To protect API endpoint owned by a third-part 

A. Yes 

B. No 

Correct Answer: A 

Explanation: https://help.okta.com/en/prod/Content/Topics/Security/API_Access.htm API Access Management allows
you to build custom authorization servers in Okta which can be used to protect your own API endpoints. 

 

QUESTION 13

Is this a valid user account status for an end user who needs to authenticate to Okta? Solution: Suspended 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 14

Is this an Okta setting an end user can change? Solution: Forgotten Password Question 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 15

Is this an option available to end users for sell-service password reset if enabled by an Okta Administrator? 

Solution: YubiKey 

A. Yes 
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B. No 

Correct Answer: B 
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