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QUESTION 1

When you are trying to federate (via WS-FED) Office 365 with Okta: 

Solution: You can choose to skip importing user groups and group memberships into Okta 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 2

How can SAML provision attributes via JIT? Or even create users? Solution: By including specific information in the
assertion 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 3

In an SP-initiated SAML 2.0 flow, the SP will never redirect to Okta if the session is already active Solution: It might be
seamless for the user, but the redirect is happening 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 4

After you turn on Desktop SSO, a default DSSO related routing rule is created. You must configure the network
information for this rule. 

Solution: The statement is partially true, as the networking information is already added within this rule 

A. Yes 

B. No 

Correct Answer: B 
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QUESTION 5

Can you include / exclude users from specific Network Zones defined in Okta from both Sign On and Password
policies? 

Solution: You can do this with both policy types mentioned 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 6

With agentless DSSO (Desktop Single Sign-on), you still have a need of deploying IWA Agents in your Active Directory
domains to implement DSSO functionality. 

Solution: The statement is true, but not for the part about: the deployment of IWA Agents into Active Directory domains.
The IWA Agents can now be deployed on whichever machine, it\\'s a unique functionality that only agentless DSSO has
and not on-prem DSSO. 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 7

If you want to remove an attribute\\'s value in Okta, for example a value coming from AD that is not useful in any way,
you have to: 

Solution: Delete the mapping by the help of which the value came into Okta User Profile 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 8

In order for SAML to work, there is a need of an IDP and an SP and we know that already, but why is it so? Because: 

Solution: An SP sends SAML assertions, while the IDP receives and validates them 

A. Yes 

B. No 
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Correct Answer: B 

 

QUESTION 9

Provisioning actions between cloud-based apps / on-premises apps and Okta are completed by using: Solution: The
OIDC standard 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 10

Does Okta require an Agent to sit in-between Okta to SCIM-enabled app on premises requests? 

Solution: Yes, and AD Agent 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 11

You just re-enabled IWA DSSO and notice it\\'s not behaving as it should. What is an aspect you should keep in mind? 

Solution: That when re-enabling IWA DDSO you have to issue another API token for the AD / IWA Agents 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 12

Speaking of Okta Template App and Okta Pluin Template App, which of the following RegEx can you create for an allow
list of URLS so that both endpoints for /login or /change_password are accepted under example.com domain? 

Solution: https://example*.com/(login|change_password) 

A. Yes 

B. No 

Correct Answer: B 
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QUESTION 13

Which is a / are best-practice(s) in a SAML 2.0 situation? 

Solution: To not link your admin user from the SP via SAML with a user from Okta, if the app (SP) does not provide a
SAML bypass URL 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 14

When you are trying to federate (via WS-FED) Office 365 with Okta: 

Solution: You can choose between SAML 2.0 or OIDC for the current integration 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 15

What does it mean: "Mapping Direction AD to Okta"? 

Solution: Indicates a schema of attribute values flowing Okta towards AD 

A. Yes 

B. No 

Correct Answer: B 
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