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QUESTION 1

What is the bandwidth limitation of an Amazon Web Services (AWS) transit gateway VPC attachment?
A. Up to 1.25 Gbhps per attachment

B. Up to 50 Ghps per attachment

C. Up to 10 Gbps per attachment

D. Up to 1 Gbps per attachment

Correct Answer: A

Reference: https://d1.awsstatic.com/whitepapers/building-a-scalable-and-secure-multi-vpc-aws-
networkinfrastructure.pdf (5)

QUESTION 2

Which three properties are configurable Microsoft Azure network security group rule settings? (Choose three.)
A. Action

B. Sequence number

C. Source and destination IP ranges

D. Destination port ranges

E. Source port ranges

Correct Answer: ADE

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview

QUESTION 3
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Instance: i-0a0817cffac147f0c|(FortigateHA-FortiGatel)

Details  Security = Networking  Storage  Status Checks  Monitoring  Tags

¥ Networking Details Info
Public IPv4 address Private IPvd addresses

(3 10.0.4.11
3 10.0.3.11
(3 10.0.1.11
3 10.0.0.11

Instance: i-L'Ie?SEEdci9aEcfldEdl(FortigateHA-FartiGateZ]

Details  Security  Networking  Storage  Status Checks  Monitoring  Tags

¥ Networking Details Info
Public IPv4 address Private IPv4 addresses

3 10.0.1.12
3 10.0.0.12
3 10.0.3.12
3 10.04.12

Refer to the exhibit. You are configuring an active-passive FortiGate clustering protocol (FGCP) HA configuration in a
single availability zone in Amazon Web Services (AWS), using a cloud formation template.

After deploying the template, you notice that the AWS console has IP information listed in the FortiGate VM firewalls in
the HA configuration. However, within the configuration of FortiOS, you notice that portl is using an IP of 10.0.0.13, and
port2 is using an IP of 10.0.1.13.

What should you do to correct this issue?

A. Configure FortiOS to use static IP addresses with the IP addresses reflected in the ENI primary IP address
configuration (as per the exhibit).

B. Delete the deployment and start again. You have in put the wrong parameters during the cloud formation template
deployment.

C. Configure FortiOS to use DHCP so that it will get the correct IP addresses on the ports.

D. Nothing, in AWS cloud, it is normal for a FortiGate ENI primary IP address to be different than the FortiOS IP address
configuration.

Correct Answer: C

QUESTION 4
Your company deploys FortiGate VM devices in high availability (HA) (active-active) mode with Microsoft Azure load

balancers using the Microsoft Azure ARM template. Your senior administrator instructs you to connect to one of the
FortiGate devices and configure the necessary firewall rules. However, you are not sure how to obtain the correct public
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IP address of the deployed FortiGate VM and identify the access ports.

How do you obtain the public IP address of the FortiGate VM and identify the correct ports to access the device?
A. In the configured load balancer, access the inbound NAT rules section.

B. In the configured load balancer, access the backend pools section.

C. In the configured load balancer, access the inbound and outbound NAT rules section.

D. In the configured load balancer, access the health probes section.

Correct Answer: C

Reference: https://www.fortinet.com/content/dam/fortinet/assets/deployment-guides/dg-fortigate-highavailability-
azure.pdf

QUESTION 5

A company deployed a FortiGate-VM with an on-demand license using Amazon Web Services (AWS) Market Place
Cloud Formation template. After deployment, the administrator cannot remember the default admin password.

What is the default admin password for the FortiGate-VM instance?

A. The admin password cannot be recovered and the customer needs to deploy the FortiGate-VM again.
B.

C. admin

D. The instance-ID value

Correct Answer: D

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/aws-cookbook/828256/connecting-to-thefortigate-vm
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