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QUESTION 1

What information does a scan job report include? (Choose two.)
A. Updates to the antivirus database

B. Summary of the file activity

C. Details about system files deleted of modified

D. Changes to the FortiSandbox configuration

Correct Answer: BC

QUESTION 2

FortiSandbox generates structured threat information exchange (STIX) packages for which of the following threats?
(Choose two.)

A. Botnet connections
B. Malware

C. Intrusion attempts
D. Malicious URLs
Correct Answer: AC

Reference: https://docs.fortinet.com/document/fortisandbox/3.0.3/administration-guide/170699/ioc-package

QUESTION 3

Examine the FortiSandbox configuration on FortiMail shown in the exhibit, then answer the following question:
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FortiSandbox

FortiSandbox Setting

FortiSandbox Inspection {7} Statistics...

FortiSandbox type: Appliance Cloud

Server name/IP: 10.200.4.213

Test Connection

Notification email:

Statistics interval: 5 (minutes)
Scan timeout: 30 (minutes)
Scan result expires in: 60 (minutes)

What does the Scan result expires in value specify?

A. How often the local scam results cache will expire on FortiMail.
B. How long FortiMail will wait to send a file or URI to FortiSandbox.
C. How long FortiMail will wait for a scan result from FortiSandbox.
D. How long FortiMail will query FortiSandbox for a scan result.

Correct Answer: B

QUESTION 4

Examine the FortiGate antivirus log detail shown in the exhibit, then answer the following question:
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= AntiVirus
Profile Name AV-AcmeCorp
Virus/Botnet FSA/RISK_HIGH
Virus 1D 8
Reference http://www.fortinet.com/ve ?vn=FSA%2FRISK_HIGH
Detection Type Virus
Direction incoming
Quarantine Skip File-was-not-quarantined.
FortiSandbox Checksum 00877clf6e7cO7tb11249dc28dd16a3a3ddfacd35d4f38¢c
Submitted for FortiSandbox false
Message File reported infected by Sandbox.

Which of the following statements is true?

A. FortiGate quarantined the file as a malware.

B. The file matched a FortiSandbox-generated malware signature.
C. The file was downloaded from www.fortinet.com.

D. The FSA/RISK_HIGH verdict was generated by FortiSandbox.

Correct Answer: C

QUESTION 5

Examine the FortiSandbox Scan Profile configuration shown in the exhibit, and then answer the following question:
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Put files/URLs from sniffer, network share and devices of the following types to job queus

r_'r_%i Executables @ ]l@ PDG documents (:.” Office documents C @ ll [ Flash Files @& || Web Pages & ‘I |

[ {Fs ] Compressed Archives - || &  Android files [ || & Macfiles @& || &+ Userdefined extensions @ -1

[% URLdetection & |

- winpaewots T
£ nstalled Applications ¥

Adobe Flash Player 15 ActiveX 15.0.0.189 A
Adobe ReaderX (10.1.4) “ “
Adobe ReaderX (10.1.4) 10.1.4

Google Chrome 47.0.2526./73

Google Update Helper

Google Update Helper 1.32.28.15

Java 7 Update 71

— macosk
1 |nstalled Applications B scanned File Types
Can not fetch the information for installed 2pplications dmg

Based on the configuration, which of the following statements are true? (Choose two.)
A. PDF files will be inspected in the WIN7X86VM)16 VM.

B. URLs submitted using JSON API will not be inspected.

C. HTM files submitted using the management GUI will be inspected.

D. DMG files will be inspected in the MACOSX VM.

Correct Answer: CD
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