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QUESTION 1

In which scenario might you want to use the compression feature on FortiWeb? 

A. When you are serving many corporate road warriors using 4G tablets and phones 

B. When you are offering a music streaming service 

C. When you want to reduce buffering of video streams 

D. Never, since most traffic today is already highly compressed 

Correct Answer: A 

https://training.fortinet.com/course/view.php?id=3363 When might you want to use the compression feature on
FortiWeb? When you are serving many road warriors who are using 4G tablets and phones 

 

QUESTION 2

An e-commerce web app is used by small businesses. Clients often access it from offices behind a router, where clients
are on an IPv4 private network LAN. You need to protect the web application from denial of service attacks that use
request floods. 

What FortiWeb feature should you configure? 

A. Enable "Shared IP" and configure the separate rate limits for requests from NATted source IPs. 

B. Configure FortiWeb to use "X-Forwarded-For:" headers to find each client\\'s private network IP, and to block attacks
using that. 

C. Enable SYN cookies. 

D. Configure a server policy that matches requests from shared Internet connections. 

Correct Answer: C 

 

QUESTION 3

Which of the following would be a reason for implementing rewrites? 

A. Page has been moved to a new URL 

B. Page has been moved to a new IP address 

C. Replace vulnerable functions. 

D. Send connection to secure channel 

Correct Answer: C 
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QUESTION 4

What capability can FortiWeb add to your Web App that your Web App may or may not already have? 

A. Automatic backup and recovery 

B. High Availability 

C. HTTP/HTML Form Authentication 

D. SSL Inspection 

Correct Answer: C 

 

QUESTION 5

You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster
of web servers, which all host the same web application. You want requests for web application B to be forwarded to a
different, single web server. 

Which statement about this solution is true? 

A. The server policy applies the same protection profile to all of its protected web applications. 

B. You must put the single web server in to a server pool, in order to use it with HTTP content routing. 

C. You must chain policies so that requests for web application A go to the virtual server for policy A, and requests for
web application B go to the virtual server for policy B. 

D. Static or policy-based routes are not required. 

Correct Answer: D 

 

QUESTION 6

Which implementation is best suited for a deployment that must meet compliance criteria? 

A. SSL Inspection with FortiWeb in Transparency mode 

B. SSL Offloading with FortiWeb in reverse proxy mode 

C. SSL Inspection with FrotiWeb in Reverse Proxy mode 

D. SSL Offloading with FortiWeb in Transparency Mode 

Correct Answer: C 

 

QUESTION 7

Refer to the exhibit. 
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Based on the configuration, what would happen if this FortiWeb were to lose power? (Choose two.) 

A. Traffic that passes between port5 and port6 will be inspected. 

B. Traffic will be interrupted between port3 and port4. 

C. All traffic will be interrupted. 

D. Traffic will pass between port5 and port6 uninspected. 

Correct Answer: BD 

Reference: https://docs.fortinet.com/document/fortiweb/6.3.10/administration-guide/33485/fail-to-wire-for-power-loss-
reboots 

 

QUESTION 8

Refer to the exhibit. 
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There is only one administrator account configured on FortiWeb. What must an administrator do to restrict any brute
force attacks that attempt to gain access to the FortiWeb management GUI? 

A. Delete the built-in administrator user and create a new one. 

B. Configure IPv4 Trusted Host # 3 with a specific IP address. 

C. The configuration changes must be made on the upstream device. 

D. Change the Access Profile to Read_Only. 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortiweb/6.1.1/administration-guide/397469/preventing-brute-force-logins 

 

QUESTION 9

What role does FortiWeb play in ensuring PCI DSS compliance? 

A. PCI specifically requires a WAF 
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B. Provides credit card processing capabilities 

C. Provide ability to securely process cash transactions 

D. Provides load balancing between multiple web servers 

Correct Answer: A 

FortiWeb helps you meet all PCI requirements, but PCI now specifically recommends using a WAF, and developing
remediations against the top 10 vulnerabilities, according to OWASP. 

 

QUESTION 10

What role does FortiWeb play in ensuring PCI DSS compliance? 

A. It provides the ability to securely process cash transactions. 

B. It provides the required SQL server protection. 

C. It provides the WAF required by PCI. 

D. It provides credit card processing capabilities. 

Correct Answer: C 
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