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QUESTION 1

FML-1
Transparent mode

]

port1 € <D port2  portl ﬁJ M1

example.com

-]

172.16.32.555% 172/16/32/56'" =

FML-1 configuration
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Proxies

For outgoing SMTP connections

¥ Use dient-specified SMTP server to send email

Apply Cancel

Domain name: example.com

Relay type: Host w
SMTP server: 172.16.22.56 Port: 25 Use SMTPS
Fallback SMTP server: Fort: 75 Use SMTPS
Relay Authentication
Is subdomain
Main domain: v
» Recipient Address Verification
4| Transparent Mode Options
W

This server is on = port2

Hide the transparent box

#  Use this domain's SMTP server to deliver the mail

Which of the following statements are true regarding the transparent mode FortiMail\\'s email routing for the
example.com domain? (Choose two.)

A. FML-1 will use the built-in MTA for outgoing sessions
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B. FML-1 will use the transparent proxy for incoming sessions
C. If incoming email are undeliverable, FML-1 can queue them to retry again later
D. If outgoing email messages are undeliverable, FML-1 can queue them to retry later

Correct Answer: BC

QUESTION 2

While reviewing logs, an administrator discovered that an incoming email was processed using policy IDs:
0:4:9.

Which of the following statements are true? (Choose two.)

A

FortiMail applied the default behavior for relaying inbound email

B.

FortiMail configuration is missing an access delivery rule to process incoming email
C.

Incoming recipient policy ID 9 has the exclusive flag set

D.

Email was processed using IP policy ID 4

Correct Answer: AC

QUESTION 3

Examine the FortiMail topology and IP-based policy shown in the exhibit; then answer the question below.
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Mail Server
FML-1 10.29.1.45/24
Gateway
Maode

Protected Domain: example.com

| Sesson |AmiSpem  [AntVins  |Coniet | pose
7 1 00000 00000 Example_session ]

An administrator has enabled the sender reputation feature in the Example_Session profile on FML-1. After a few hours,
the deferred queue on the Mail Server started filing up with undeliverable email. What changes should the administrator
make to fix this issue? (Choose two.)

A. Clear the sender reputation database using the CLI

B. Create an outbound recipient policy to bypass outbound email from session profile inspections

C. Disable the exclusive flag in IP policy ID 1

D. Apply a session profile with sender reputation disabled on a separate IP policy for outbound sessions

Correct Answer: BC

QUESTION 4
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Primary

portl

172.16.32.56 \\
Ly

port2
Virtual IP
172.16.32.55

37172.16.32. \\

switch | port2

e,

firewall —

portl
172.16.32.57

Secondary

What IP address should the DNS MX record for this deployment resolve to?
A.172.16.32.1

B. 172.16.32.57

C.172.16.32.55

D. 172.16.32.56

Correct Answer: C

QUESTION 5

Which of the following statements are true regarding FortiMail\\'s behavior when using the built-in MTA to process email
in transparent mode? (Choose two.)

A. FortiMail can queue undeliverable messages and generate DSNs

B. If you disable the built-in MTA, FortiMail will use its transparent proxies to deliver email

C. FortiMail ignores the destination set by the sender and uses its own MX record lookup to deliver email
D. MUAs need to be configured to connect to the built-in MTA to send email

Correct Answer: BC
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