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QUESTION 1

An administrator has assigned a global policy package to custom ADOM1. Then the administrator creates a new policy
package,Fortinet, in the custom ADOML1. Which statement about the global policy package assignment to the newly-
created policy packageFortinetis true?

A. When a new policy package is created, it automatically assigns the global policies to the new package.

B. When a new policy package is created, you need to assign the global policy package from the global ADOM.

C. When a new policy package is created, you need to reapply the global policy package to the ADOM.

D. When a new policy package is created, you can select the option to assign the global policies to the new package.

Correct Answer: A

Global Policy Package is applied at the ADOM level and you have the option to choose which ADOM policy packages
you want to exclude (there is no option to choose Policy Packages to include).

QUESTION 2
Refer to the exhibit.

FortiManager # diagnose dvm device list
--- There are currently 1 devices/vdoms managed -—-

TYPE 0ID SN HA 1P NAME ADOM IPS FIRMWARE

fmg/faz enabled 157 FGVMO1.. - 10.200.1.1 Local-FortiGate My ADOM 14.00641 (regular) 6.0 MR2 (866
|- STATUS: dev-db: modified; conf: in sync; cond: pending; dm: retrieved; conn: up

|= vdom:[3]root flags:0 adom:My ADOM pkg:[imported]Local-FortiGate

Which two statements about the output are true? (Choose two.)

A. The latest revision history for the managed FortiGate does match with the FortiGate running configuration

B. Configuration changes have been installed to FortiGate and represents FortiGate configuration has been changed
C. The latest history for the managed FortiGate does not match with the device-level database

D. Configuration changes directly made on the FortiGate have been automatically updated to device-level database

Correct Answer: AC

QUESTION 3

Refer to the exhibit.
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Given the configuration shown in the exhibit, what can you conclude from the installation targets m the Install On
column? (Choose two)

A. Policy seq # 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the
Installation Target

B. Policy seq # 3 will be installed on all managed devices and VDOMSs that are listed under Installation Targets
C. Policy seq # 1 will be installed on the Remoto-FortiGate root[NAT] and Student[NAT] VDOMs only

D. Policy 3 will be installed on all FortiGate devices and vdom belongs to the ADOM

E. Policy seq # 3 will be skipped because no installation targets are specified

Correct Answer: BC

QUESTION 4
In addition to the default ADOMs, an administrator has created a new ADOM namedTrainingfor FortiGate devices. The
administrator sent a device registration to FortiManager from a remote FortiGate. Which one of the following statements

is true?

A. The FortiGate will be added automatically to the default ADOM named FortiGate.
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B. The FortiGate will be automatically added to the Training ADOM.
C. By default, the unregistered FortiGate will appear in the root ADOM.

D. The FortiManager administrator must add the unregistered device manually to the unregistered device manually to
the Training ADOM using the Add Device wizard

Correct Answer: C

Reference:https://docs.fortinet.com/document/fortimanager/7.0.0/administration-guide/718923/root-adom

QUESTION 5

What is the purpose of thePolicy Checkfeature on FortiManager?

A. To find and provide recommendation to combine multiple separate policy packages into one common policy package
B. To find and merge duplicate policies in the policy package

C. To find and provide recommendation for optimizing policies in a policy package

D. To find and delete disabled firewall policies in the policy package

Correct Answer: C

Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and%200bjects/0
800_Managing%20policy%20packages/2400_Perform%20a%20policy%20consistency%20check.htm

QUESTION 6

What will be the result of reverting to a previous revision version in the revision history?
A. It will install configuration changes to managed device automatically

B. It will tag the device settings status asAuto-Update

C. It will generate a new versionIDand remove all other revision history versions

D. It will modify the device-level database

Correct Answer: D

QUESTION 7

Refer to the exhibit.
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Device Manager System Templates

nstall Wizard

o Device i e > Edit System Template Admin Settings
@ Seripts 1DeviceinTotal  View Details »
& Provisioning Templates | ~ [ 2 Traning HTTP Port 80
Taptibh Groues 4 Remote-FortiGate P TER—
Fabric Authorization Temp... DNs i HTTPS Port 443
Primary DNS Server @ 192.168.1.11
IPsec Tunnel Templates SSH v1 compatibility (o ]
SD-WAN Templates Secondery DHS Server A 12168142 Idle Timeout (1 - 480 mins) -]
SD-WAN Overlay Templat... L o e Q Enable SCP o
Static Route Templates Advanced Options > Switch Controller (e ]
BGP Templates View Settings
PS Template Language English
Certificate Templates o Lines per Page 50
Threat Weight Theme Jade
CLI Templates
Alert Email
NSX-T Service Templates
# Firmware Templates SMTP Server
& Monors Authentication [ Enabie
Apply
Apety SNMP
SNMP Agent Enable
SNMPv1/v2e
=+ CreateNew [iEdiL "Clone B Delete
o » A Community Name Queries Traps
No record found.
Configuration

Install Preview of Remote-FortiGate

1: config system email-server
unset server
unset security

4 end

vtrak management

5. config sys

config s

purge
end
7. end
10: config system dns
sct primary 192.168.1.111
set sccondary 192.168.1.112
13: end
4: conhg system samp sysinfo
set status enable
& end
17: config system central-management

fault-servers

unset inchude

9: end
onfig system forti;
tspam-for
cbfilter-force-off enable

On FortiManager, an administrator created a new system template namedTrainingwith two new DNS addresses. During
the installation preview stage, the administrator notices that central-management settings need to be purged.

What can be the main reason for the central-management purge command?
A. The Remote-FortiGate device does not have any DNS server-list configured in the central-management settings.
B. The DNS addresses in the default system settings are the same as the Training system template.

C. The ADOM is locked by another administrator.
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D. The Training system template has a default FortiGuard widget.

Correct Answer: A

QUESTION 8

An administrator, Trainer, who is assigned theSuper_Userprofile, is trying to approve a workflow session that was
submitted by another administrator, Student. However, Trainer is unable to approve the workflow session. What can
prevent an admin account that hasSuper_Userrights over the device from approving a workflow session?

Session List

View Diff
1 ID Name User Date Submitt... Approved/To... Comments
(@ 1 Firewall p.. Student 2017-06-01... 01 firewall policies

+ Add Comment

A. Trainer is not a part of workflow approval group

B. Trainer does not have full rights over this ADOM

C. Trainer must close Student\\'s workflow session before approving the request

D. Student, who submitted the workflow session, must first self-approve the request
Correct Answer: A

Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FMG-
FAZ/0800_ADOMSs/1800_Workflow/0600_Workflow%20sessions.htm

QUESTION 9

Which two settings must be configured for SD-WAN Central Management? (Choose two.)

A. SD-WAN must be enabled on per-ADOM basis

B. You can create multiple SD-WAN interfaces per VDOM

C. When you configure an SD-WAN, you must specify at least two member interfaces.

D. The first step in creating an SD-WAN using FortiManager is to create two SD-WAN firewall policies.

Correct Answer: AC
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QUESTION 10

Which configuration setting for FortiGate is part of an ADOM-level database on FortiManager?
A. NSX-T Service Template

B. Security profiles

C. SNMP

D. Routing

Correct Answer: B

QUESTION 11

Refer to the exhibit.

Create New ADOM
Name Training
Type FortiGate v m 60 | 56 54
Comments
Devices =+ Select Device
A Name IP Address Platform
Click to select devices for this ADOM.
Mode (®Normal (O Backup

Which two statements about an ADOM set inNormalmode on FortiManager are true? (Choose two.)

A. It supports the FortiManager script feature

B. It allows making configuration changes for managed devices on FortiManager panes

C. FortiManager automatically installs the configuration difference in revisions on the managed FortiGate
D. You cannot assign the same ADOM to multiple administrators

Correct Answer: AB

"FortiGate units in the ADOM will query their own configuration every 5 seconds. If there has been a configuration
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change, the FortiGate unit will send a diff revision on the change to the FortiManager using the FGFM protocol."

QUESTION 12

Refer to the exhibit.

E:E Device Manager = & Inestall Wizard
B Device & Groups “h“ﬂ
[ Scripts

This termplate is assigned to 1 devices/groups. >
B Provisioning Termplates

IPgec Tunnel Templates
SD-WAN Templates Primary DNS Server 192.158.1.111

Statc Route Templates (J allow Override @

Certificate Templates
Secondary DNS Server 192.1468.1.112
Threat Weight
L] Allow Override @
CLI Templates
NSX-T Service Template Lestal Dodmiain MName

L ]an werrige
& Firmware Templates UAllow Qverride @

& Monitors > Advanced Options >

Alert Frnail i

According to the error message why is FortiManager failing to add the FortiAnalyzer device?

A. The administrator must turn off the Use Legacy Device login and add the FortiAnalyzer device to the same network
as Forti-Manager

B. The administrator must select the Forti-Manager administrative access checkbox on the FortiAnalyzer management
interface

C. The administrator must use the Add Model Device section and discover the FortiAnalyzer device
D. The administrator must use the correct user name and password of the FortiAnalyzer device

Correct Answer: A

QUESTION 13

You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the
expected result?
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A. Any pending device settings will be installed automatically

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically
C. The shared policy package will not be moved to the new ADOM

D. Policy packages will be imported into the new ADOM automaticallyD

Correct Answer: C

Reference:https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-
FortiManager/ta-p/198342

QUESTION 14

What will happen if FortiAnalyzer features are enabled on FortiManager?

A. FortiManager will keep all the logs and reports on the FortiManager.

B. FortiManager will enable ADOMs to collect logs automatically from non-FortiGate devices.
C. FortiManager will install the logging configuration to the managed devices

D. FortiManager can be used only as a logging device.

Correct Answer: C

QUESTION 15

View the following exhibit, which shows theDownload Import Report:

Start to import config from devices{Remote-FortiGate) vdom {root)to adom (MyADOM),
Package|Remote-FortiGate)

“firewall address", SUCCESS,"{name=REMOTE_SUBMNET,0id=580, new object)”

“firewall policy”, SUCCESS,"{name=1, 0id=330,new object)”

“firewall policy”,FAIL,"{name=1D:2{#2), cid=591, reason=interface(interface binding

Contradiction.detail:any<-port&)binding fail}”

Why it is failing to import firewall policy ID 2?

A. The address object used in policy ID 2 already exist in ADON database with any as interface association and
conflicts with address object interface association locally on the FortiGate

B. Policy ID 2 is configured from interface any to port6 FortiManager rejects to import this policy because any interface
does not exist on FortiManager
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C. Policy ID 2 does not have ADOM Interface mapping configured on FortiManager
D. Policy ID 2 for this managed FortiGate already exists on FortiManager in policy package named Remote-FortiGate.
Correct Answer: A

FortiManager_6.4_Study_Guide-Online ?page 331and; 332
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