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QUESTION 1

Which two settings are required for FortiManager Management Extension Applications (MEA)? (Choose two.) 

A. When you configure MEA, you must open TCP or UDP port 540. 

B. You must open the ports to the Fortinet registry 

C. You must create a MEA special policy on FortiManager using the super user profile 

D. The administrator must have the super user profile. 

Correct Answer: CD 

 

QUESTION 2

Which of the following statements are true regarding schedule backup of FortiManager? (Choose two.) 

A. Backs up all devices and the FortiGuard database. 

B. Does not back up firmware images saved on FortiManager 

C. Supports FTP, SCP, and SFTP 

D. Can be configured from the CLI and GUI 

Correct Answer: BC 

 

QUESTION 3

What will be the result of reverting to a previous revision version in the revision history? 

A. It will install configuration changes to managed device automatically 

B. It will tag the device settings status as Auto-Update 

C. It will generate a new version ID and remove all other revision history versions 

D. It will modify the device-level database 

Correct Answer: D 

 

QUESTION 4

What does a policy package status of Modified indicate? 

A. FortiManager is unable to determine the policy package status 

B. The policy package was never imported after a device was registered on FortiManager 
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C. The Policy configuration has been changed on a managed device and changes have not yet been imported into
FortiManager 

D. The Policy package configuration has been changed on FortiManager and changes have not yet been installed on
the managed device. 

Correct Answer: D 

Reference: http://help.fortinet.com/fmgr/50hlp/56/5-6-1/FortiManager_Admin_Guide/1200_Policy%20and%20Objects/08
00_Managing%20policy %20packages/2200_Policy%20Package%20Installation%20targets.htm 

 

QUESTION 5

In addition to the default ADOMs, an administrator has created a new ADOM named Training for FortiGate devices. The
administrator authorized the FortiGate device on FortiManager using the Fortinet Security Fabric. Given the
administrator\\'s actions, which statement correctly describes the expected result? 

A. The FortiManager administrator must add the authorized device to the Training ADOM using the Add Device wizard
only. 

B. The authorized FortiGate will be automatically added to the Training ADOM. 

C. The authorized FortiGate will appear in the root ADOM. 

D. The authorized FortiGate can be added to the Training ADOM using FortiGate Fabric Connectors. 

Correct Answer: C 

 

QUESTION 6

Which configuration setting for FortiGate is part of a device-level database on FortiManager? 

A. VIP and IP Pools 

B. Firewall policies 

C. Security profiles 

D. Routing 

Correct Answer: D 

The FortiManager stores the FortiGate configuration details in two distinct databases. The device-level database
includes configuration details related to device-level settings, such as interfaces, DNS, routing, and more. The ADOM-
level database includes configuration details related to firewall policies, objects, and security profiles. 

 

QUESTION 7

When an installation is performed from FortiManager, what is the recovery logic used between FortiManager and
FortiGate for an FGFM tunnel? 
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A. After 15 minutes, FortiGate will unset all CLI commands that were part of the installation that caused the tunnel to go
down. 

B. FortiManager will revert and install a previous configuration revision on the managed FortiGate. 

C. FortiGate will reject the CLI commands that will cause the tunnel to go down. 

D. FortiManager will not push the CLI commands as a part of the installation that will cause the tunnel to go down. 

Correct Answer: B 

The configuration change will break the fgfm connection, causing the FortiGate unit to attempt to reconnect for 900
seconds. If the FortiGate cannot reconnect, it will rollback to its previous configuration. 

 

QUESTION 8

An administrator run the reload failure command: diagnose test deploymanager reload config on FortiManager. What
does this command do? 

A. It downloads the latest configuration from the specified FortiGate and performs a reload operation on the device
database. 

B. It installs the latest configuration on the specified FortiGate and update the revision history database. 

C. It compares and provides differences in configuration on FortiManager with the current running configuration of the
specified FortiGate. 

D. It installs the provisioning template configuration on the specified FortiGate. 

Correct Answer: A 

Reference: https://community.fortinet.com/t5/FortiManager/Technical-Note-Retrieve-configuration-file-using-CLI-from-
a/ta-p/191000?externalID=FD36387 

 

QUESTION 9

An administrator wants to delete an address object that is currently referenced in a firewall policy. What can the
administrator expect to happen? 

A. FortiManager will not allow the administrator to delete a referenced address object 

B. FortiManager will disable the status of the referenced firewall policy 

C. FortiManager will replace the deleted address object with the none address object in the referenced firewall policy 

D. FortiManager will replace the deleted address object with all address object in the referenced firewall policy 

Correct Answer: C 

Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and%20Objects/1
200_Managing%20object s/0800_Remove%20an%20object.htm 
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QUESTION 10

View the following exhibit. 

When using Install Config option to install configuration changes to managed FortiGate, which of the following
statements are true? (Choose two.) 

A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device 

B. Will not create new revision in the revision history 

C. Installs device-level changes to FortiGate without launching the Install Wizard 

D. Provides the option to preview configuration changes prior to installing them 

Correct Answer: AC 

 

QUESTION 11

Refer to the exhibit. 

Which two statements about the output are true? (Choose two.) 

A. The latest revision history for the managed FortiGate does match with the FortiGate running configuration 

B. Configuration changes have been installed to FortiGate and represents FortiGate configuration has been changed 

C. The latest history for the managed FortiGate does not match with the device-level database 
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D. Configuration changes directly made on the FortiGate have been automatically updated to device-level database 

Correct Answer: AC 

STATUS: dev-db: modified; conf: in sync; cond: pending; dm: retrieved; conn: up?dev-db: modified ?This is the device
setting status which indicates that configuration changes were made on FortiManager.?conf: in sync ?This is the sync
status which shows that the latest revision history is in sync with Fortigate\\'s configuration.?cond: pending ?This is the
configuration status which says that configuration changes need to be installed. Most probably a retrieve was done in
the past (dm: retrieved) updating the revision history DB (conf: in sync) and FortiManager device level DB, now there is
a new modification on FortiManager device level DB (dev-db: modified) which wasn\\'t installed to FortiGate (cond:
pending), hence; revision history DB is not aware of that modification and doesn\\'t match device DB.
Conclusion:?Revision DB does match FortiGate.?No changes were installed to FortiGate yet.?Device DB doesn\\'t
match Revision DB.?No changes were done on FortiGate (auto-update) but configuration was retrieved instead After an
Auto-Update or Retrieve:device database = latest revision = FGT Then after a manual change on FMG end (but no
install yet):latest revision = FGT (still) but now device database has been modified (is different). After reverting to a
previous revision in revision history:device database = reverted revision != FGT 

 

QUESTION 12

Which two statements about the scheduled backup of FortiManager are true? (Choose two.) 

A. It does not back up firmware images saved on FortiManager. 

B. It can be configured using the CLI and GUI. 

C. It backs up all devices and the FortiGuard database. 

D. It supports FTP, SCP, and SFTP. 

Correct Answer: AD 

Reference: 

https://docs.ansible.com/ansible/latest/collections/fortinet/fortimanager/fmgr_system_backu p_allsettings_module.html 

 

QUESTION 13

An administrator is replacing a device on FortiManager by running the following command: 

execute device replace sn . 

What device name and serial number must the administrator use? 

A. Device name and serial number of the original device. 

B. Device name and serial number of the replacement device. 

C. Device name of the replacement device and serial number of the original device. 

D. Device name of the original device and serial number of the replacement device. 

Correct Answer: D 
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QUESTION 14

Which of the following statements are true regarding VPN Manager? (Choose three.) 

A. VPN Manager must be enabled on a per ADOM basis. 

B. VPN Manager automatically adds newly-registered devices to a VPN community. 

C. VPN Manager can install common IPsec VPN settings on multiple FortiGate devices at the same time. 

D. Common IPsec settings need to be configured only once in a VPN Community for all managed gateways. 

E. VPN Manager automatically creates all the necessary firewall policies for traffic to be tunneled by IPsec. 

Correct Answer: ACD 

 

QUESTION 15

Which of the following statements are true regarding reverting to previous revision version from the revision history?
(Choose two.) 

A. To push these changes to a managed device, it required an install operation to the managed FortiGate. 

B. Reverting to a previous revision history will generate a new version ID and remove all other history versions. 

C. Reverting to a previous revision history will tag the device settings status as Auto-Update. 

D. It will modify device-level database 

Correct Answer: AD 
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