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QUESTION 1

An administrator would like to create an SD-WAN using central management in the Training ADOM. To create an SD-
WAN using central management, which two steps must be completed? (Choose two.) 

A. Specify a gateway address when you create a default SD-WAN static route 

B. Enable SD-WAN central management in the Training ADOM 

C. Configure and install the SD-WAN firewall policy and SD-WAN static route before installing the SDWAN template
settings 

D. Remove all the interface references such as routes or policies that will be a part of SD- WAN member interfaces 

Correct Answer: BD 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/cookbook/676493/removing-existingconfiguration-
references-to-interfaces 

 

QUESTION 2

View the following exhibit. 

Which one of the following statements is true regarding the object named ALL? 

A. FortiManager updated the object ALL using FortiGate\\'s value in its database 

B. FortiManager updated the object ALL using FortiManager\\'s value in its database 

C. FortiManager created the object ALL as a unique entity in its database, which can be only used by this managed
FortiGate. 

D. FortiManager installed the object ALL with the updated value. 

Correct Answer: A 
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QUESTION 3

Which two settings must be configured for SD-WAN Central Management? (Choose two.) 

A. SD-WAN must be enabled on per-ADOM basis 

B. You can create multiple SD-WAN interfaces per VDOM 

C. When you configure an SD-WAN, you must specify at least two member interfaces. 

D. The first step in creating an SD-WAN using FortiManager is to create two SD-WAN firewall policies. 

Correct Answer: AC 

 

QUESTION 4

Which three settings are the factory default settings on FortiManager? (Choose three.) 

A. Username is admin 

B. Password is fortinet 

C. FortiAnalyzer features are disabled 

D. Reports and Event Monitor panes are enabled 

E. port1 interface IP address is 192.168.1.99/24 

Correct Answer: ACE 

 

QUESTION 5

An administrator configures a new firewall policy on FortiManager and has not yet pushed the changes to the managed
FortiGate. 

In which database will the configuration be saved? 

A. Device-level database 

B. Revision history database 

C. ADOM-level database 

D. Configuration-level database 

Correct Answer: C 

Explanation: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47942 

 

QUESTION 6
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An administrator would like to review, approve, or reject all the firewall policy changes made by the junior
administrators. 

How should the Workspace mode be configured on FortiManager? 

A. Set to workflow and use the ADOM locking feature 

B. Set to read/write and use the policy locking feature 

C. Set to normal and use the policy locking feature 

D. Set to disable and use the policy locking feature 

Correct Answer: A 

Reference: https://help.fortinet.com/fmgr/50hlp/52/5-2- 0/FMG_520_Online_Help/200_What\\'sNew.03.03.html 

 

QUESTION 7

Refer to the exhibit. 

An administrator logs into the FortiManager GUI and sees the panes shown in the exhibit. 

Which two reasons can explain why the FortiAnalyzer feature panes do not appear? (Choose two.) 

A. The administrator logged in using the unsecure protocol HTTP, so the view is restricted. 

B. The administrator profile does not have full access privileges like the Super_User profile. 

C. The administrator IP address is not a part of the trusted hosts configured on FortiManager interfaces. 

D. FortiAnalyzer features are not enabled on FortiManager. 

Correct Answer: BD 

 

QUESTION 8
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View the following exhibit. 

An administrator has created a firewall address object, Training, which is used in the Local- FortiGate policy package.
When the install operation is performed, which IP Netmask will be installed on the Local-FortiGate, for the Training
firewall address object? 

A. 10.0.1.0/24 

B. It will create firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values 
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C. 192.168.0.1/24 

D. Local-FortiGate will automatically choose an IP Network based on its network interface settings. 

Correct Answer: A 

 

QUESTION 9

What is the purpose of the Policy Check feature on FortiManager? 

A. To find and provide recommendation to combine multiple separate policy packages into one common policy package 

B. To find and merge duplicate policies in the policy package 

C. To find and provide recommendation for optimizing policies in a policy package 

D. To find and delete disabled firewall policies in the policy package 

Correct Answer: C 

Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and
%20Objects/0800_Managing%20policy%20packages/2400_Perform%20a%20policy%20consistency% 20check.htm 

 

QUESTION 10

An administrator wants to delete an address object that is currently referenced in a firewall policy. 

What can the administrator expect to happen? 

A. FortiManager will not allow the administrator to delete a referenced address object 

B. FortiManager will disable the status of the referenced firewall policy 

C. FortiManager will replace the deleted address object with the none address object in the referenced firewall policy 

D. FortiManager will replace the deleted address object with all address object in the referenced firewall policy 

Correct Answer: C 

Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and
%20Objects/1200_Managing%20objects/0800_Remove%20an%20object.htm 
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