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QUESTION 1

What action does FortiClient anti-exploit detection take when it detects exploits? 

A. Blocks memory allocation to the compromised application process 

B. Patches the compromised application process 

C. Deletes the compromised application process 

D. Terminates the compromised application process 

Correct Answer: D 

The anti-exploit detection protects vulnerable endpoints from unknown exploit attacks. FortiClient monitors the behavior
of popular applications, such as web browsers (Internet Explorer, Chrome, Firefox, Opera), Java/Flash plug-ins,
Microsoft Office applications, and PDF readers, to detect exploits that use zero-day or unpatched vulnerabilities to infect
the endpoint. Once detected, FortiClient terminates the compromised application process. 

 

QUESTION 2

Refer to the exhibit. 

Based on the FortiClient logs shown in the exhibit which endpoint profile policy is currently applied to the FortiClient
endpoint from the EMS server? 

A. Default 

B. Compliance rules default 

C. Fortinet- Training 

D. Default configuration policy 

Correct Answer: C 
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QUESTION 3

Which component or device shares ZTNA tag information through Security Fabric integration? 

A. FortiGate 

B. FortiGate Access Proxy 

C. FortiClient 

D. FortiClient EMS 

Correct Answer: D 

 

 

QUESTION 4

Refer to the exhibit. 
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Based on the settings shown in the exhibit, which action will FortiClient take when users try to access
www.facebook.com? 

A. FortiClient will monitor only the user\\'s web access to the Facebook website 

B. FortiClient will block access to Facebook and its subdomains. 

C. FortiClient will prompt a warning message to warn the user before they can access the Facebook website 

D. FortiClient will allow access to Facebook. 

Correct Answer: D 

 

 

QUESTION 5

A FortiClient EMS administrator has enabled the compliance rule for the sales department. Which Fortinet device will
enforce compliance with dynamic access control? 

A. FortiClient 

B. FortiClient EMS 

C. FortiGate 

D. FortiAnalyzer 

Correct Answer: C 

 

 

QUESTION 6

Which three features does FortiClient endpoint security include? (Choose three.) 

A. L2TP 

B. IPsec 

C. DLP 

D. Vulnerability management 

E. Real-time protection 

Correct Answer: BDE 

 

 

QUESTION 7
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In a FortiSandbox integration, what does the remediation option do? 

A. Wait for FortiSandbox results before allowing files 

B. Exclude specified files 

C. Alert and notify only 

D. Deny access to a file when it sees no results 

Correct Answer: C 

 

QUESTION 8

Refer to the exhibit. 

Based on the Security Fabric automation settings, what action will be taken on compromised endpoints? 

A. Endpoints will be quarantined through EMS 

B. Endpoints will be banned on FortiGate 

C. An email notification will be sent for compromised endpoints 

D. Endpoints will be quarantined through FortiSwitch 
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Correct Answer: A 

 

QUESTION 9

Refer to the exhibits. 
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Based on the FortiGate Security Fabric settings shown in the exhibits, what must an administrator do on the EMS server
to successfully quarantine an endpoint. when it is detected as a compromised host (loC)? 

A. The administrator must enable remote HTTPS access to EMS. 

B. The administrator must enable FQDN on EMS. 

C. The administrator must authorize FortiGate on FortiAnalyzer. 

D. The administrator must enable SSH access to EMS. 

Correct Answer: A 

 

 

QUESTION 10

When site categories are disabled in FortiClient webfilter and antivirus (malicious websites), which feature can be used
to protect the endpoint from malicious web access? 

A. Real-time protection list 

B. Block malicious websites on antivirus 

C. FortiSandbox URL list 

D. Web exclusion list 

Correct Answer: D 
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