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QUESTION 1

The admin administrator is failing to register a FortiClient EMS on the FortiAnalyzer device. What can be the reason for
this failure?

A. FortiAnalyzer is in an HA cluster.

B. ADOM mode should be set to advanced, in order to register the FortiClient EMS device.

C. ADOMs are not enabled on FortiAnalyzer.

D. A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device.
Correct Answer: C

Reference: https://help.fortinet.com/fa/faz50hlp/56/5-6-2/FMG-
FAZ/0800_ADOMSs/0015_FortiClient%20and%20ADOMs.htm

QUESTION 2

What happens when a log file saved on FortiAnalyzer disks reaches the size specified in the device log settings?
A. The log file is stored as a raw log and is available for analytic support.

B. The log file rolls over and is archived.

C. The log file is purged from the database.

D. The log file is overwritten.

Correct Answer: B

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/6d9f8fb5-6cf4-11e9-81a4-0050569
2583a/FortiAnalyzer-6.0.5-Administration-Guide.pdf

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/355632/log- browse

QUESTION 3

Refer to the exhibit.
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* Frame 50: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits)
* Ethernet II, Src: VWMware a8:79:e6 (P9:0¢c:29:38:79:e6), Dst: Viware c@:81:79 (00:0c:29:c0:81:79)
3 Internet Protocol Version 4, Spc: 19.200.3.1, Dst: |1©.200.1.210
* User Datagram Protocol, Src Port: 15864, Dst Part: 514
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A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D
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QUESTION 4

What statements are true regarding disk log quota? (Choose two)

A. The FortiAnalyzer stops logging once the disk log quota is met.

B. The FortiAnalyzer automatically sets the disk log quota based on the device.

C. The FortiAnalyzer can overwrite the oldest logs or stop logging once the disk log quota is met.

D. The FortiAnalyzer disk log quota is configurable, but has a minimum o 100mb a maximum based on the reserved
system space.

Correct Answer: CD

QUESTION 5

What does the disk status Degraded mean for RAID management?

A. One or more drives are missing from the FortiAnalyzer unit. The drive is no longer available to the operating system.
B. The FortiAnalyzer device is writing to all the hard drives on the device in order to make the array fault tolerant.

C. The FortiAnalyzer device is writing data to a newly added hard drive in order to restore the hard drive to an optimal
state.

D. The hard driveils no longer being used by the RAID controller

Correct Answer: D

QUESTION 6
You need to upgrade your FortiAnalyzer firmware.

What happens to the logs being sent to FortiAnalyzer from FortiGate during the time FortiAnalyzer is temporarily
unavailable?

A. FortiAnalyzer uses log fetching to retrieve the logs when back online
B. FortiGate uses the miglogd process to cache the logs

C. The logdfiled process stores logs in offline mode

D. Logs are dropped

Correct Answer: B
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QUESTION 7

What are the operating modes of FortiAnalyzer? (Choose two)
A. Standalone

B. Manager

C. Analyzer

D. Collector

Correct Answer: CD

QUESTION 8
Which two statements are true regarding ADOM modes? (Choose two.)
A. You can only change ADOM modes through CLI.

B. In normal mode, the disk quota of the ADOM is fixed and cannot be modified, but in advance mode, the disk quota of
the ADOM is flexible because new devices are added to the ADOM.

C. In an advanced mode ADOM. you can assign FortiGate VDOMSs from a single FortiGate device to multiple
FortiAnalyzer ADOMs.

D. Normal mode is the default ADOM mode.
Correct Answer: CD

Reference: https://help.fortinet.com/fa/faz50hlp/56/5-6-1/FMG-
FAZ/0800_ADOMs/0400_ADOM%20Device%20Modes.htm

QUESTION 9

An administrator has configured the following settings:

config system fortiview settings set resolve-ip enable end

What is the significance of executing this command?

A. Use this command only if the source IP addresses are not resolved on FortiGate.

B. It resolves the source and destination IP addresses to a hostname in FortiView on FortiAnalyzer.

C. You must configure local DNS servers on FortiGate for this command to resolve IP addresses on Forti Analyzer.
D. It resolves the destination IP address to a hostname in FortiView on FortiAnalyzer.

Correct Answer: D

Reference: https://community.fortinet.com/t5/Fortinet-Forum/Hostnames-in- FortiAnalyzer/m-p/95351?m=156950
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QUESTION 10

An administrator has configured the following settings:

config system global set log-checksum md5-auth end

What is the significance of executing this command?

A. This command records the log file MD5 hash value.

B. This command records passwords in log files and encrypts them.

C. This command encrypts log transfer between FortiAnalyzer and other devices.
D. This command records the log file MD5 hash value and authentication code.
Correct Answer: A

Reference: https://docs.fortinet.com/document/fortianalyzer/6.4.6/administration- guide/410387/appendix-b-log-integrity-
and-secure-log-transfer

QUESTION 11

You are using RAID with a FortiAnalyzer that supports software RAID, and one of the hard disks on FortiAnalyzer has
failed. What is the recommended method to replace the disk?

A. Shut down FortiAnalyzer and then replace the disk

B. Downgrade your RAID level, replace the disk, and then upgrade your RAID level
C. Clear all RAID alarms and replace the disk while FortiAnalyzer is still running

D. Perform a hot swap

Correct Answer: A

supports hot swapping on hardware RAID only, so it is recommended that on FortiAnalyzer devices with
software RAID you should shutdown FortiAnalyzer prior to exchanging the hard disk.

https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-on- FortiAnalyzer/ta-
p/194997?externallD=FD41397#:~:text=1f%20a%20hard%20disk%200n,process%20know
n%20as%20hot%20swapping

QUESTION 12
For which two purposes would you use the command set log checksum? (Choose two.)

A. To help protect against man-in-the-middle attacks during log upload from FortiAnalyzer to an SFTP server
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B. To prevent log modification or tampering

C. To encrypt log communications

D. To send an identical set of logs to a second logging server

Correct Answer: AB

To prevent the log in the store from being modified, you can add a log checksum by using the config system global
command. When the log is split, archived, and the log is uploaded (if the feature is enabled), you can configure the

FortiAnalyzer to log the log file hash value, timestamp, and authentication code. This can help defend against man-in-
the-middle attacks when uploading log transmission data from the FortiAnalyzer to the SFTP server.

QUESTION 13

A rogue administrator was accessing FortiAnalyzer without permission, and you are tasked to see what activity was
performed by that rogue administrator on FortiAnalyzer. What can you do on FortiAnalyzer to accomplish this?

A. Click FortiView and generate a report for that administrator.

B. Click Task Monitor and view the tasks performed by that administrator.
C. Click Log View and generate a report for that administrator.

D. View the tasks performed by the rogue administrator in Fabric View.
Correct Answer: A

Reference: https://docs.fortinet.com/document/fortimanager/6.4.1/administration- guide/792943/task-monitor

QUESTION 14

What is the purpose of output variables?

A. To store playbook execution statistics

B. To use the output of the previous task as the input of the current task
C. To display details of the connectors used by a playbook

D. To save all the task settings when a playbook is exported

Correct Answer: A

QUESTION 15
What is the purpose of a predefined template on the FortiAnalyzer?
A. It can be edited and modified as required

B. It specifies the report layout which contains predefined texts, charts, and macros
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C. It specifies report settings which contains time period, device selection, and schedule
D. It contains predefined data to generate mock reports

Correct Answer: B

Reference: https://docs2.fortinet.com/document/fortianalyzer/6.0.8/administration- guide/618245/predefined-reports-
templates-charts-and-macros
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