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QUESTION 1

Which two statements are true regarding fabric connectors? (Choose two.) 

A. Configuring fabric connectors to send notification to ITSM platform upon incident creation Is more efficient than third-
party information from the FortiAnalyzer API. 

B. Fabric connectors allow to save storage costs and improve redundancy. 

C. Storage connector service does not require a separate license to send logs to cloud platform. 

D. Cloud-Out connections allow you to send real-time logs to pubic cloud accounts like Amazon S3, Azure Blob , and
Google Cloud. 

Correct Answer: AD 

 

QUESTION 2

On FortiAnalyzer, what is a wildcard administrator account? 

A. An account that permits access to members of an LDAP group 

B. An account that allows guest access with read-only privileges 

C. An account that requires two-factor authentication 

D. An account that validates against any user account on a FortiAuthenticator 

Correct Answer: A 

https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/747268/configuring-wildcard-admin-accounts 

 

QUESTION 3

On the RAID management page, the disk status is listed as Initializing. 

What does the status Initializing indicate about what the FortiAnalyzer is currently doing? 

A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid 

B. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state 

C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant 

D. FortiAnalyzer is functioning normally 

Correct Answer: C 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/4cb0dce6-dbef-11e9-89770050569
2583a/FortiAnalyzer-5.6.10-Administration-Guide.pdf (40) 
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QUESTION 4

Which two statement are true regardless initial Logs sync and Log Data Sync for Ha on FortiAnalyzer? 

A. By default, Log Data Sync is disabled on all backup devise. 

B. Log Data Sync provides real-time log synchronization to all backup devices. 

C. With initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup
device. 

D. When Logs Data Sync is turned on, the backup device will reboot and then rebuilt the log database with the
synchronized logs. 

Correct Answer: CD 

 

QUESTION 5

What statements are true regarding disk log quota? (Choose two) 

A. The FortiAnalyzer stops logging once the disk log quota is met. 

B. The FortiAnalyzer automatically sets the disk log quota based on the device. 

C. The FortiAnalyzer can overwrite the oldest logs or stop logging once the disk log quota is met. 

D. The FortiAnalyzer disk log quota is configurable, but has a minimum o 100mb a maximum based on the reserved
system space. 

Correct Answer: CD 

 

QUESTION 6

Which two methods are the most common methods to control and restrict administrative access on FortiAnalyzer?
(Choose two.) 

A. Virtual domains 

B. Administrative access profiles 

C. Trusted hosts 

D. Security Fabric 

Correct Answer: BC 

Reference: https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/219292/administrator-profiles
https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/581222/trusted-hosts 
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QUESTION 7

Which FortiAnalyzer feature allows you to retrieve the archived logs matching a specific timeframe from another
FortiAnalyzer device? 

A. Log upload 

B. Indicators of Compromise 

C. Log forwarding an aggregation mode 

D. Log fetching 

Correct Answer: D 

https://docs.fortinet.com/document/fortianalyzer/6.2.0/administration-guide/651442/fetcher-management 

 

QUESTION 8

What remote authentication servers can you configure to validate your FortiAnalyzer administrator logons? (Choose
three) 

A. RADIUS 

B. Local 

C. LDAP 

D. PKI 

E. TACACS+ 

Correct Answer: ACE 

 

QUESTION 9

What can you do on FortiAnalyzer to restrict administrative access from specific locations? 

A. Configure trusted hosts for that administrator. 

B. Enable geo-location services on accessible interface. 

C. Configure two-factor authentication with a remote RADIUS server. 

D. Configure an ADOM for respective location. 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/hardening-your-fortigate/582009/systemadministrator-best-
practices 
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QUESTION 10

Which two statements are true regarding high availability (HA) on FortiAnalyzer? (Choose two.) 

A. FortiAnalyzer HA can function without VRRP. and VRRP is required only if you have more than two FortiAnalyzer
devices in a cluster. 

B. FortiAnalyzer HA supports synchronization of logs as well as some system and configuration settings. 

C. All devices in a FortiAnalyzer HA cluster must run in the same operation mode: analyzer or collector. 

D. FortiAnalyzer HA implementation is supported by many public cloud infrastructures such as AWS, Microsoft Azure,
and Google Cloud. 

Correct Answer: BC 

Reference: https://help.fortinet.com/fa/faz50hlp/60/6-0-2/Content/FMG-FAZ/4600_HA/0000_HA.htm?
TocPath=High%20Availability%7C_____0 

 

QUESTION 11

How can you configure FortiAnalyzer to permit administrator logins from only specific locations? 

A. Use static routes 

B. Use administrative profiles 

C. Use trusted hosts 

D. Use secure protocols 

Correct Answer: C 

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/186508/trusted-hosts 

 

QUESTION 12

Refer to the exhibit. 
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What does the data point at 14:55 tell you? 

A. The received rate is almost at its maximum for this device 

B. The sqlplugind daemon is behind in log indexing by two logs 

C. Logs are being dropped 

D. Raw logs are reaching FortiAnalyzer faster than they can be indexed 

Correct Answer: D 

 

QUESTION 13

FortiAnalyzer centralizes which functions? (Choose three) 

A. Network analysis 

B. Graphical reporting 

C. Content archiving / data mining 

D. Vulnerability assessment 

E. Security log analysis / forensics 

Correct Answer: BCE 

 

QUESTION 14

You need to upgrade your FortiAnalyzer firmware. 
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What happens to the logs being sent to FortiAnalyzer from FortiGate during the time FortiAnalyzer is temporarily
unavailable? 

A. FortiAnalyzer uses log fetching to retrieve the logs when back online 

B. FortiGate uses the miglogd process to cache the logs 

C. The logfiled process stores logs in offline mode 

D. Logs are dropped 

Correct Answer: B 

 

 

QUESTION 15

What statements are true regarding the "store and upload" log transfer option between FortiAnalyzer and FortiGate?
(Choose three.) 

A. All FortiGates can send logs to FortiAnalyzer using the store and upload option. 

B. Only FortiGate models with hard disks can send logs to FortiAnalyzer using the store and upload option. 

C. Both secure communications methods (SSL and IPsec) allow the store and upload option. 

D. Disk logging is enabled on the FortiGate through the CLI only. 

E. Disk logging is enabled by default on the FortiGate. 

Correct Answer: BCD 
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