www.Cert .comi i 48 https://www.certbus.com/nse5_edr-5-0.html
CE RT ni1i1c NFY 2024 Latest certbus NSE5_EDR-5.0 PDF and VCE dumps Download

NSE5 EDR-5.09%"¢

Fortinet NSE 5 - FortiEDR 5.0

Pass Fortinet NSE5 EDR-5.0 Exam with 100%
Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://lwww.certbus.com/nse5 edr-5-0.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Fortinet
Official Exam Center

@ After Purchase

© Guarantee

@ Free Update STISFACTION GUARRHTEEp
@ Satisfied Customers

NSE5_EDR-5.0 VCE Dumps | NSE5_EDR-5.0 Practice Test | NSE5_EDR-5.0 Braindumps 1/12


https://www.certbus.com/nse5_edr-5-0.html
https://www.certbus.com/nse5_edr-5-0.html
https://www.certbus.com/nse5_edr-5-0.html

www.Cert .com\f https://www.certbus.com/nse5_edr-5-0.html

CE RTBUS 2024 Latest certbus NSE5_EDR-5.0 PDF and VCE dumps Download

QUESTION 1

Which two criteria are requirements of integrating FortiEDR into the Fortinet Security Fabric? (Choose two.)
A. Core with Core only functionality

B. A Forensics add-on license

C. Central Manager connected to FCS

D. A valid API user with access to connectors

Correct Answer: CD

QUESTION 2
Refer to the exhibit.

The exhibit shows an event viewer.

- All D DEVICE PROCESS

Payroll Managerexe (3 events)
I r a715 B cwinserv-32 [ Payroll Manager.exe

b BB User CWINSERV-32Administrator  Cerlificale: Unsigned  Process path:
95095 @ cwinserv-32 & Payroll Manager exe
o B578 @ cwinserv-32 B Payroll Manager exe

CryploLocker2 exe (1 event)

CLASSFICATION « DESTINATIONS  RECEIVED ~ LAST UPDATED
& suspicious 25-Nov-2020, 06:09.07
£ suspicious 7412523520  25-Nov-2020, 060907 25-Nov-2020,06:0007 @

..InistralonDownloads'\ResourcesiTesiFlles\Fake Malware'Payroll Managerexe  Raw data lems: 34

£ suspicious 7412523520  25-Nov-2020, 06.07.43 25-Nov-2020,050743 @
T suspicious 74125235 20 21-Sep-2020, 06.45.53  21-Sep-2020, 11.21.11 @
£ nacious 28-Sep-2020. 054635

What is true about the Payroll Manager.exe event?
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A. An event has not been handled by a console admin

B. An event has been deleted

C. A rule assigned action is set to block but the policy is in simulation mode
D. An event has been handled by the communication control policy

Correct Answer: C

QUESTION 3

Refer to the exhibit.
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TentApplcation exs exe (3 events) § wabcieus 15-Feb-2022 133139
r SH5INE W RID2-embd TESLA QAT I £id & i saen 15Feb- 2002 123009 15-Feb-2022 133109 ]

_— T : CLASSIFICATION DETAILS
EiDIaonMTionnd BIDTOMETfonnet  Lmigned Canerfortinen et
§ Malicious wosrmer

Threal name. Urkngwn

Theeat tamsly. Unkngem

Theeat type. Ui rawa

Hintary
#§ Mabcious, by Fortinet, on 15-Feb- 2022, 13:31:41

Triggered Rules
- Wiy Efiltration Prevention
@ Tnvakd Checksum - Comnection Atlempt from Application wi.
o @ Malicious File Detected
o @ Susploious Packer - Actwaty by an Application packed by 45
= @ Writeable Code - identified an Evecutable with Writable Code

TestApplication.exe.exe (3 events) # malicious
r 5854314 @ R202-vmé3 Testapplkationexeexe B Malicious
> a8
R2D2-KVM6E3Vorunet R2D2-KVM6E3Vortinet  Unsigned Causersifortinet\Desktc

15-Feb-2022. 13:31:39
8888 15-Feb-2022. 13:31:39  15-Feb-2022. 13:31:39 @
CLASSIFICATION DETAILS

£ Malicious rommner

Threat name: Unknown
Threat family: Unknown
Threat type. Unknown

History

# Malicious, by Fortinet, on 15-Feb-2022, 13:31:41

Triggered Rules
= Mgy Exfiltration Prevention
v @ Invalid Checksum - Connection Attempt from Application wi...
v @ Malicious File Detected
v @ Suspicious Packer - Activity by an Application packed by a S..
v @ Writeable Code - Identified an Executable with Writable Code
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Based on the event shown in the exhibit, which two statements about the event are true? (Choose two.)
A. The NGAV policy has blocked TestApplication exe

B. TestApplication exe is sophisticated malware

C. The user was able to launch TestApplication exe

D. FCS classified the event as malicious

Correct Answer: BC

QUESTION 4

Refer to the exhibit.
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EVENT EXCEPTIONS

Excep:ions for event 44875

Exception 1 -

Created from Raw Item 641717447 of event 44857
Last updated at 10-Dec-2021, 22:52 By FortinetCloudServices

Collector groups
O (@) All groups

Destinations
& . (#) All destinations

Users

O x
@' All users

Triggered Rules:

i File Encryptor i

FortinetCloudServices at 10-Dec-2021, 22;52:59
The file Update exe is classified as Good. On the device "CB092231196"

Remote Exceplion

@ All the Raw Data items are covered

Based on the event exception shown in the exhibit which two statements about the exception are true? (Choose two)
A. A partial exception is applied to this event

B. FCS playbooks is enabled by Fortinet support

C. The exception is applied only on device C8092231196

D. The system owner can modify the trigger rules parameters

Correct Answer: AC
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QUESTION 5

Which threat hunting profile is the most resource intensive?
A. Comprehensive

B. Inventory

C. Default

D. Standard Collection

Correct Answer: A

QUESTION 6

Exhibit.
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- FEET R __-m.... ﬂ Boematate @' htate ol B Lspont
BEvicE o5 PROCESS CLASSIFCATION DESTINATION
F 8 cpoimas B Windows 10 Pro Bt ere B Makcous File Besd Attermpt
BAW I 115130267 Process Type: 12 ot Certficate: Uniigned
4
£55 CREATION PARENT PROCESS CEEATION PARENT PEOCESS CREATION PARENT PEOCESS CREATION PARENT PROCESS CREATION
o et "E J! €l
Burer Data Femna: AN 'B-I Selected |11+« (D)
RECERED LAST SEEN
01 an-2013 oa- IR0 0d4an 2022 1H16:16 @ ﬂ
PFrocess Pathc CaulersfortnetDesiopibot exe Count 135
™ ]
PARENT PROCESS CREATION FILE READ ATTEMPT PRE EXECUTE
Based on the forensics data shown in the exhibit, which two statements are true? (Choose two.)
A. An exception has been created for this event
B. The forensics data is displayed m the stacks view
C. The device has been isolated
D. The exfiltration prevention policy has blocked this event
Correct Answer: BC
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QUESTION 7

Refer to the exhibits.
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v [&] v [BExponw 2 i
DEVICE NAME LAST LOGGED 05 P
. Windows Server 2016 =
¥ §
CBOO2231106 1106 Admansiralor Standard Evaluiation 10 160 6 110
Sahn ert v Q
MAC ADDRESS VERSION STATE LAST SEEN
00-50-56-A1.32-81 00 4 10361 B Disconnecled Today

Bl Admimstrator Command Prompt

mdminist

+» Connections

Proto Local

TCP
TCP
ICP
TCP
TCP
TCP
TCP
TCP

8.8.0.¢
8.8.08.
2.8.8,
9.2.0.0:
10.160.6.
18.168.6.
172.16.9.
172.16.9

re
i

I,‘Br

Foreign Address 5tate

0.0.8.0: LISTENING
8.9.86.0:90 LISTENING
8.80.0.0:90 LISTENING

-*T't:-‘.’u 0.0.0.0:0 LISTENING

118:139 e.0.0.0:0 LISTENING
110:58853 ‘ll:! ilE'l b.108:8038 SYN_SENT

19;

.19

139 LISTENING
49687 ! LM ESTABLISHED

NSE5 EDR-5.0 VCE Dumps | NSE5 EDR-5.0 Practice Test | NSE5 EDR-5.0 Braindumps 9/12



https://www.certbus.com/nse5_edr-5-0.html
https://www.certbus.com/nse5_edr-5-0.html
https://www.certbus.com/nse5_edr-5-0.html

2024 Latest certbus NSE5 EDR-5.0 PDF and VCE dumps Download

www.Cert .com\F https://www.certbus.com/nse5_edr-5-0.html

CERTBuUS

The exhibits show the collector state and active connections. The collector is unable to connect to aggregator IP
address 10.160.6.100 using default port. Based on the netstat command output what must you do to resolve the

connectivity issue?

A. Reinstall collector agent and use port 443
B. Reinstall collector agent and use port 8081
C. Reinstall collector agent and use port 555
D. Reinstall collector agent and use port 6514

Correct Answer: B

QUESTION 8

Refer to the exhibits.

APPLICATIONS

APPLICATION

COLLECTOR GROUP NAME
High Security Collector Geoup
(1)

DBA
© (111)

g

Go
=4+

Detault Collector Group
(0/D)

i v had MakAS ¥ @ Delete

Signed

G-v Moddy ACTion ?M‘rﬂﬂd Fiter B Expont ¥

VENDOR REPUTATION VULNERABILITY
Tim Kosse Unknown Unknown
Unknown Unknown
FileZilla Project Unknown Unknown
DEVICE NAME
C8092231196
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APPLICATION DETAILS

Policies
Pobcy Action
[E] Defaut Communication Control ... momnner ' Allow  According o policy

E] Servers Policy PIRATINET =+| Deny Accoiding 1o policy
(& Fmance Policy «|Deny  Manvally

B simutation Communication Control Palicy oo Aw  Accordingd policy
@ Isolation Policy FrmmINET | Deny  Accoiding lo policy

ASSIGNED COLLECTOR GROUPS
Finance Policy

ﬂ Unassgn OIoup

The exhibits show application policy logs and application details Collector C8092231196 is a member of the Finance
group What must an administrator do to block the FileZilia application?

A. Deny application in Finance policy

B. Assign Finance policy to DBA group

C. Assign Finance policy to Default Collector Group

D. Assign Simulation Communication Control Policy to DBA group

Correct Answer: B

QUESTION 9
FortiXDR relies on which feature as part of its automated extended response?

A. Playbooks
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B. Security Policies
C. Forensic
D. Communication Control

Correct Answer: A

QUESTION 10

What is the benefit of using file hash along with the file name in a threat hunting repository search?
A. It helps to make sure the hash is really a malware

B. It helps to check the malware even if the malware variant uses a different file name

C. It helps to find if some instances of the hash are actually associated with a different file

D. It helps locate a file as threat hunting only allows hash search

Correct Answer: B
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