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QUESTION 1

An administrator wants to configure timeouts for users. Regardless of the userTMs behavior, the timer should start as
soon as the user authenticates and expire after the configured value. 

Which timeout option should be configured on FortiGate? 

A. auth-on-demand 

B. soft-timeout 

C. idle-timeout 

D. new-session 

E. hard-timeout 

Correct Answer: E 

 

QUESTION 2

Refer to the exhibit. 

The global settings on a FortiGate device must be changed to align with company security policies. What does the
Administrator account need to access the FortiGate global settings? 
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A. Change password 

B. Enable restrict access to trusted hosts 

C. Change Administrator profile 

D. Enable two-factor authentication 

Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. 
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The exhibit contains a network diagram, virtual IP, IP pool, and firewall policies configuration. 

The WAN (port1) interface has the IP address 10.200.1.1/24. The LAN (port3) interface has the IP address 

10 .0.1.254. /24. 

The first firewall policy has NAT enabled using IP Pool. 

The second firewall policy is configured with a VIP as the destination address. 

Which IP address will be used to source NAT the internet traffic coming from a workstation with the IP 

address 10.0.1.10? 
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A. 10.200.1.1 

B. 10.200.3.1 

C. 10.200.1.100 

D. 10.200.1.10 

Correct Answer: A 

 

QUESTION 4

Which two statements are true about the RPF check? (Choose two.) 

A. The RPF check is run on the first sent packet of any new session. 

B. The RPF check is run on the first reply packet of any new session. 

C. The RPF check is run on the first sent and reply packet of any new session. 

D. RPF is a mechanism that protects FortiGate and your network from IP spoofing attacks. 

Correct Answer: AD 

Reference: https://www.programmersought.com/article/16383871634/ 

 

QUESTION 5

Which three options are the remote log storage options you can configure on FortiGate? (Choose three.) 

A. FortiCache 

B. FortiSIEM 

C. FortiAnalyzer 

D. FortiSandbox 

E. FortiCloud 

Correct Answer: BCE 

 

QUESTION 6

Which three statements about a flow-based antivirus profile are correct? (Choose three.) 

A. IPS engine handles the process as a standalone. 

B. FortiGate buffers the whole file but transmits to the client simultaneously. 

C. If the virus is detected, the last packet is delivered to the client. 
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D. Optimized performance compared to proxy-based inspection. 

E. Flow-based inspection uses a hybrid of scanning modes available in proxy-based inspection. 

Correct Answer: BDE 

 

QUESTION 7

Refer to the exhibit, which contains a static route configuration. 

An administrator created a static route for Amazon Web Services. What CLI command must the administrator use to
view the route? 

A. get router info routing-table all 

B. get internet service route list 

C. get router info routing-table database 

D. diagnose firewall proute list 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortigate/latest/administration-guide/139692/routingconcepts 

 

QUESTION 8

Which of statement is true about SSL VPN web mode? 

A. The tunnel is up while the client is connected. 

B. It supports a limited number of protocols. 

C. The external network application sends data through the VPN. 
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D. It assigns a virtual IP address to the client. 

Correct Answer: B 

FortiGate_Security_6.4 page 575-Web mode requires only a web browser, but supports a limited number of protocols. 

 

QUESTION 9

View the exhibit. 

A user behind the FortiGate is trying to go to http://www.addictinggames.com (Addicting Games). Based on this
configuration, which statement is true? 

A. Addicting.Games is allowed based on the Application Overrides configuration. 

B. Addicting.Games is blocked on the Filter Overrides configuration. 

C. Addicting.Games can be allowed only if the Filter Overrides actions is set to Exempt. 

D. Addcting.Games is allowed based on the Categories configuration. 

Correct Answer: A 

 

QUESTION 10

Which statement regarding the firewall policy authentication timeout is true? 

A. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source IP. 
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B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this timer has
expired. 

C. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source MAC. 

D. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this timer
has expired. 

Correct Answer: A 

 

QUESTION 11

Refer to the exhibits. 

The SSL VPN connection fails when a user attempts to connect to it. What should the user do to successfully connect to
SSL VPN? 

A. Change the SSL VPN port on the client. 

B. Change the Server IP address. 

C. Change the idle-timeout. 

D. Change the SSL VPN portal to the tunnel. 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/150494 

 

QUESTION 12
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Which two inspection modes can you use to configure a firewall policy on a profile-based next-generation firewall
(NGFW)? (Choose two.) 

A. Proxy-based inspection 

B. Certificate inspection 

C. Flow-based inspection 

D. Full Content inspection 

Correct Answer: AC 

 

QUESTION 13

Which of the following are purposes of NAT traversal in IPsec? (Choose two.) 

A. To detect intermediary NAT devices in the tunnel path. 

B. To dynamically change phase 1 negotiation mode aggressive mode. 

C. To encapsulation ESP packets in UDP packets using port 4500. 

D. To force a new DH exchange with each phase 2 rekey. 

Correct Answer: AC 

 

QUESTION 14

Which feature in the Security Fabric takes one or more actions based on event triggers? 

A. Fabric Connectors 

B. Automation Stitches 

C. Security Rating 

D. Logical Topology 

Correct Answer: C 

 

QUESTION 15

FortiGuard categories can be overridden and defined in different categories. To create a web rating override for
example.com home page, the override must be configured using a specific syntax. 

Which two syntaxes are correct to configure web rating for the home page? (Choose two.) 

A. www.example.com:443 

B. www.example.com 
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C. example.com 

D. www.example.com/index.html 

Correct Answer: BC 

FortiGate_Security_6.4 page 384 
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