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QUESTION 1

Joe, an administrator, runs a policy-based, on-demand scan on a system and notices that after the scan, a threat event
was created for what appears to be a false positive. Joe wants to submit the file for analysis to McAfee Labs; but every
time he accesses the file, it is detected. 

In which of the following default locations can Joe find the backups of the detected files? 

A. %ProgramData%\McAfee\Common Framework\AgentEvents 

B. C:\Quarantine 

C. C:\Windows\Temp\Quarantine 

D. %deflogfir%\Quarantine 

Correct Answer: A 

 

QUESTION 2

Which of the following items are sent to the cloud when Real Protect scanning is enabled on endpoints that are
connected to the Internet? 

A. System information 

B. Running process 

C. Behavioral information 

D. File reputation 

Correct Answer: B 

 

QUESTION 3

After enabling a timed group in the firewall policy, in which of the following ways does the user enable the group? 

A. Moving the mouse to the upper-right corner of the screen 

B. Running MFEtime.exe from the start menu 

C. From the McAfee system tray icon 

D. Inside the ENS console 

Correct Answer: C 

 

QUESTION 4
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Which of the following fields can an ePO administrator use when creating exclusions for Dynamic Application
Containment? 

A. Certificate 

B. Rule 

C. File version 

D. MD5 hash 

Correct Answer: D 

 

QUESTION 5

An ePO administrator is experiencing issues installing an ENS module on a client machine and decides to investigate by
analyzing the install log. In which of the following locations will the administrator find the install log, assuming it is in its
default location on the endpoint? 

A. %programdata%\mcafee\datreputation\logs 

B. **\program files\mcafee\ 

C. %temp%\mcafeelogs 

D. %programdata%\mcafee\Agent\logs 

Correct Answer: D 

 

QUESTION 6

An administrator wants to know how many machines have exploit prevention enabled. Which of the following
dashboards installed with ENS should the administrator look at? 

A. Endpoint Security: Environmental Health 

B. Endpoint Security: Threat Behavior 

C. Endpoint Security: Content Status 

D. Endpoint Security: Installation Status 

Correct Answer: C 

 

QUESTION 7

In Web Control, "Enable Web Category blocking of restricted content" is enforced. Which of the following describes the
result if a user enters a restricted site? 

A. The color is gray, and access is denied. 
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B. The pop-up color is red, and access is denied. 

C. The color is orange, and access is denied. 

D. The pop-up color is blue, and access denied. 

Correct Answer: C 

 

QUESTION 8

When presented with a file-reputation response prompt, which of the following should a user select when responding to
the file-reputation prompt to prevent future prompting for the same file type? 

A. Do not show this prompt again. 

B. Remember this decision. 

C. Allow this selection. 

D. Whitelist this selection. 

Correct Answer: A 

 

QUESTION 9

By using which of the following techniques does Real Protect scanner inspect suspicious files and activities on an
endpoint to detect malicious patterns? 

A. Machine learning 

B. Intrusion prevention 

C. Sandboxing 

D. Static code analysis 

Correct Answer: B 

 

QUESTION 10

A user is unable to access a website. The Web Control browser toolbar appears gray. Other websites are accessible.
Which of the following features of ENS Web Control has been enabled and is causing the issue? 

A. Block links to risky sites in the search results. 

B. Block phishing pages for all sites. 

C. Block sites that are not verified by GTI. 

D. Block sites by default if the McAfee GTI ratings server is not reachable. 
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Correct Answer: B 

 

QUESTION 11

The security team wants to schedule an on-demand scan to run at noon every day for all workstations. However, the
team would like to ensure system performance is not impacted because users may be working. Which of the following is
a system utilization setting that meets this criteria? 

A. Below normal 

B. Low 

C. Scan only when the system is idle 

D. Normal 

Correct Answer: D 

 

QUESTION 12

Which of the following server roles has a McAfee-defined policy bundled with the product? 

A. Exchange 

B. Internet Information Services (IIS) 

C. Active Directory 

D. SQL 

Correct Answer: B 

 

QUESTION 13

If the ePO server\\'s access to the Internet is allowed, which of the following options would the administrator have to
check in the McAfee ENS Migration Assistant extension? 

A. Software Manager 

B. Server Client Package Install 

C. Master Repository 

D. Workstation Client Package Install 

Correct Answer: C 

 

QUESTION 14
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By default, an individual file is flushed from the Adaptive Threat Protection local reputation cache every: 

A. 7 days. 

B. 14 days. 

C. 30 days. 

D. 60 days. 

Correct Answer: D 

 

QUESTION 15

A user goes to four different websites, each with a different rating. One of the four sites is blocked and unable to be
accessed. Using default configuration to determine the rating, which of the following ratings does this site have? 

A. Gray 

B. Red 

C. Yellow 

D. Green 

Correct Answer: A 
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