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QUESTION 1

In L3 mode, a sensor detects an L2 device based on which address? 

A. MAC 

B. IP 

C. Default Gateway 

D. DNS 

Correct Answer: B 

 

QUESTION 2

Which attack cannot be blocked when the sensor has been set for in-line mode? 

A. TCP Control Anomaly 

B. ICMP Echo Anomaly 

C. Too Many Inbound Syn 

D. SCADA Attacks 

Correct Answer: A 

 

QUESTION 3

Which port is correctly defined for the Alert Channel on the Network Security Manager? 

A. 8500 

B. 8501 

C. 8502 

D. 8504 

Correct Answer: C 

 

QUESTION 4

Setting a threshold to allow an IPS to react when traffic volume exceeds the set limit is an example of what type of
detection method? 

A. Signature based 
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B. Pattern matching 

C. Denial of Service 

D. Remediation 

Correct Answer: C 

 

QUESTION 5

____________________are required to be configured before configuring the quarantine/pre-admission user classes or
the quarantine DHCP server. 

A. Integrated DHCP servers 

B. Wild Card DNS servers 

C. Wins Servers 

D. Portal Servers 

Correct Answer: B 

 

QUESTION 6

Which of the following actions can a Standby Manager of an MDR pair perform? 

A. Modify sensor configuration 

B. Policy configuration 

C. Signature update 

D. Configuration backup 

Correct Answer: D 

 

QUESTION 7

Performance debugging mode can be enabled on a sensor for a specified time duration by issuing which of the following
CLI commands? 

A. sensor perf-debug 100 

B. sensor perf-debug on 100 

C. sensor perf-debug Interface all 100 

D. sensor perf-debug assert 100 

Correct Answer: A 
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QUESTION 8

Which CLI command is used to determine that the Sensor has established trust with the Manager? 

A. config 

B. status 

C. trust 

D. show 

Correct Answer: B 

 

QUESTION 9

Which command allows an off-line signature file download from a tftp server when connectivity to the Manager is
unavailable? 

A. Loadimage 

B. Loadconfig  

C. Loadconfiguration 

D. Loadsigset 

Correct Answer: C 

 

QUESTION 10

Where in the Network Security Manager console can you see a hierarchical view of all the installed applications
currently deployed and the resources associated with each? 

A. Device List 

B. Resource Tree 

C. Details Pane 

D. System Links 

Correct Answer: A 

 

QUESTION 11

Reconnaissance Policies can be applied to which of the following sensor nodes? 

A. Sensor name node only 
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B. Sensor interface node only 

C. Sensor sub-interface node only 

D. Sensor name, interface and sub-interface node 

Correct Answer: A 

 

QUESTION 12

Which of the following are the methods used by NSP to recognize and react to Denial-of-Service (DoS) attacks?
(Choose three) 

A. Blocking 

B. Shutting down the sensor 

C. Thresholds 

D. Self-learning 

E. Logging 

F. DDoS attack tool with exploit signatures 

Correct Answer: CDF 

 

QUESTION 13

When McAfee NAC reports the host status as unmanaged with an Unknown Hearth Level, the sensor redirects the host
to which of the following? 

A. Guest Client Portal 

B. NAC Client Portal 

C. Sensor Client Portal 

D. DNS Server Portal 

Correct Answer: A 

 

QUESTION 14

As a recommended best practice, what is the total number of sensors that should be managed through a single Network
Security Manager installation? 

A. 25 

B. 50 
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C. 75 

D. 100 

Correct Answer: B 

 

QUESTION 15

What is the CLI command that enables the output of the MAC/IP address mapping table to the sensor debug files? 

A. arp spoof status 

B. arp spoof enable 

C. arp dump 

D. arp flush 

Correct Answer: C 
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