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QUESTION 1

You are designing a new network for your organization with the characteristics shown below. 

All traffic must pass inspection by a security device. 

A center-positioned segmentation gateway must provide deep inspection of each packet using 10 Gbps 

interfaces. 

Policy enforcement must be centrally managed. 

Which security model should you choose for your network design? 

A. Intrazone Permit 

B. trust but verify 

C. user-role firewall policies 

D. Zero Trust 

Correct Answer: D 

Reference: https://www.juniper.net/assets/cn/zh/local/pdf/whitepapers/2000749-en.pdf 

 

QUESTION 2

You will be managing 1000 SRX Series devices. Each SRX Series device requires basic source NAT to access the
Internet. 

Which product should you use to manage these NAT rules on the SRX Series devices? 

A. Security Director 

B. CSO 

C. Contrail 

D. JSA 

Correct Answer: A 

 

QUESTION 3

You are designing a data center interconnect between two sites across a service provider Layer 2 leased line. The sites
require Layer 2 connectivity between hosts, and the connection must be secure. 

In this scenario, what will accomplish this task? 

A. IRB VLAN routing 
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B. MACsec encryption 

C. EVPN over IPsec 

D. IPsec encryption 

Correct Answer: B 

Reference: 

https://www.juniper.net/documentation/en_US/junos/topics/concept/macsec.html 

 

QUESTION 4

You must allow applications to connect to external servers. The session has embedded IP address information to
enable the remote system to establish a return session. 

In your design, which function should be implemented? 

A. source NAT 

B. application layer gateway 

C. destination NAT 

D. HTTP redirect 

Correct Answer: A 

 

QUESTION 5

You are creating a security design proposal for a customer who is connecting their headquarters to a remote branch site
over an unsecured Internet connection. As part of your design, you must recommend a solution to connect these sites
together and ensure that the communication is secured and encrypted. 

In this scenario, which solution do you recommend? 

A. GRE 

B. XMPP 

C. IPsec 

D. MPLS 

Correct Answer: C 

 

QUESTION 6

You are designing a solution to protect a service provider network against volumetric denial-of-service attacks. Your
main concern is to protect the network devices. Which two solutions accomplish this task? (Choose two.) 
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A. next-generation firewall 

B. screens 

C. intrusion prevention system 

D. BGP FlowSpec 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/day-one- books/DO_BGP_FLowspec.pdf 

 

QUESTION 7

Your company has outgrown its existing secure enterprise WAN that is configured to use OSPF, AutoVPN, and IKE
version 1. You are asked if it is possible to make a design change to improve the WAN performance without purchasing
new hardware. 

Which two design changes satisfy these requirements? (Choose two.) 

A. Modify the IPsec proposal from AES-128 to AES-256 

B. Change the IGP from OSPF to IS-IS 

C. Migrate to IKE version 2 

D. Implement Auto Discovery VPN 

Correct Answer: BD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html 

 

QUESTION 8

You are responding to an RFP for securing a large enterprise. The RFP requires an onsite security solution which can
use logs from third-party sources to prevent threats. The solution should also have the capability to detect and stop
zero- day attacks. 

Which Juniper Networks solution satisfies this requirement? 

A. IDP 

B. Sky ATP 

C. JSA 

D. JATP 

Correct Answer: D 

Reference: https://www.juniper.net/uk/en/products-services/security/advanced-threat-prevention/ 
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QUESTION 9

You have a campus location with multiple WAN links. You want to specify the primary link used for your VoIP traffic. 

In this scenario, which type of WAN load balancing would you use? 

A. BGP 

B. OSPF 

C. FBF 

D. ECMP 

Correct Answer: C 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-applicationadvanced-policy-
based-routing.html 

 

QUESTION 10

You are concerned about malicious attachments being transferred to your e-mail server at work through encrypted
channels. You want to block these malicious files using your SRX Series device. 

Which two features should you use in this scenario? (Choose two.) 

A. Sky ATP SMTP scanning 

B. Sky ATP HTTP scanning 

C. SSL forward proxy 

D. SSL reverse proxy 

Correct Answer: AC 

Reference: https://www.juniper.net/documentation/en_US/release-independent/sky-
atp/help/informationproducts/pathway-pages/email-scanning-sky-atp.html 

 

QUESTION 11

You want to deploy a VPN that will connect branch locations to the main office. You will eventually add additional branch
locations to the topology, and you must avoid additional configuration on the hub when those sites are added. 

In this scenario, which VPN solution would you recommend? 

A. Site-to-Site VPN 

B. Hub-and-Spoke VPN 

C. AutoVPN 

D. Group VPN 
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Correct Answer: C 

Reference: https://www.juniper.net/assets/us/en/local/pdf/solutionbriefs/3510477-en.pdf 

 

QUESTION 12

A hosting company is migrating to cloud-based solutions. Their customers share a physical firewall cluster, subdivided
into individual logical firewalls for each customer. Projection data shows that the cloud service will soon deplete all the
resources within the physical firewall. As a consultant, you must propose a scalable solution that continues to protect all
the cloud customers while still securing the existing physical network. 

In this scenario, which solution would you propose? 

A. Deploy a vSRX cluster in front of each customer\\'s servers while keeping the physical firewall cluster 

B. Deploy a software-defined networking solution 

C. Remove the physical firewall cluster and deploy vSRX clusters dedicated to each customer\\'s servers 

D. Replace the physical firewall cluster with a higher-performance firewall 

Correct Answer: C 

 

QUESTION 13

You are creating a data center security design. Virtual security functions must be performed on east-west traffic.
Security functions must be commissioned and decommissioned frequently, and the least resource-intensive architecture
must be used. 

In this scenario, what will accomplish this task? 

A. all-in-one NFV security devices with device templates 

B. service chaining with container-based security functions 

C. a security appliance segmented into logical systems 

D. filter-based forwarding to direct traffic to the required security devices 

Correct Answer: A 

 

QUESTION 14

Which statement about IPsec tunnels is true? 

A. They are used to provide in-depth packet inspection for traffic leaving your network 

B. They are used to prevent routing loops in a Layer 2 environment 

C. They are used to secure and encrypt traffic between tunnel endpoints 
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D. They are used to combine multiple interfaces into a single bundle 

Correct Answer: C 

 

QUESTION 15

You are asked to deploy a security solution in your data center that ensures all traffic flows through the SRX Series
devices. 

Which firewall deployment method meets this requirement? 

A. one-arm 

B. two-arm 

C. transparent 

D. inline 

Correct Answer: D 

Reference: https://www.juniper.net/us/en/local/pdf/implementation-guides/8010046-en.pdf 
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