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QUESTION 1

You are asked to deploy a security solution in your data center that ensures all traffic flows through the SRX Series
devices. 

Which firewall deployment method meets this requirement? 

A. one-arm 

B. two-arm 

C. transparent 

D. inline 

Correct Answer: D 

Reference: https://www.juniper.net/us/en/local/pdf/implementation-guides/8010046-en.pdf 

 

QUESTION 2

You are designing an SDSN security solution for a new campus network. The network will consist of Juniper Networks
Policy Enforcer, Juniper Networks switches, third-party switches, and SRX Series devices. The switches and the SRX
Series devices will be used as security enforcement points. The design must be able to change the VLAN mapping of
the switch port of a user that is already authenticated to the network in the event that the end user device becomes
compromised. 

Which component satisfies this requirement? 

A. certificate server 

B. RADIUS server 

C. Security Director 

D. DHCP server 

Correct Answer: C 

 

QUESTION 3

You are designing a data center security solution for a customer. The customer asks that you provide a DDoS solution.
Several IPsec tunnels will be terminated at the data center gateway. 

Which type of security is your customer asking you to implement? 

A. segmentation 

B. intra-data center policy enforcement 

C. perimeter protection 
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D. compliance 

Correct Answer: C 

 

QUESTION 4

You are using SRX Series devices to secure your network and you require sandboxing for malicious file detonation.
However, per company policy, you cannot send potentially malicious files outside your network for sandboxing. 

Which feature should you use in this situation? 

A. Sky ATP 

B. UTM antivirus 

C. IPS 

D. JATP 

Correct Answer: D 

Juniper Advanced Threat Prevention Appliance Reference: https://www.juniper.net/us/en/products-services/security/srx-
series/datasheets/1000654.page 

 

QUESTION 5

Which solution provides a certificate based on user identity for network access? 

A. network access control 

B. user firewall 

C. IP filtering 

D. MAC filtering 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-user-authcontrol-network-
access.html 

 

QUESTION 6

You are concerned about malicious attachments being transferred to your e-mail server at work through encrypted
channels. You want to block these malicious files using your SRX Series device. 

Which two features should you use in this scenario? (Choose two.) 

A. Sky ATP SMTP scanning 

B. Sky ATP HTTP scanning 
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C. SSL forward proxy 

D. SSL reverse proxy 

Correct Answer: AC 

Reference: https://www.juniper.net/documentation/en_US/release-independent/sky-
atp/help/informationproducts/pathway-pages/email-scanning-sky-atp.html 

 

QUESTION 7

In a data center, what are two characteristics of access tier VLAN termination on the aggregation tier? (Choose two.) 

A. Multiple VLANs can be part of one security zone 

B. A security zone is limited to a single VLAN 

C. Inter-VLAN traffic within a zone can bypass firewall services 

D. Inter-VLAN traffic is secured through firewall services 

Correct Answer: AD 

 

QUESTION 8

Which two features are used to stop IP spoofing in and out of your network? (Choose two.) 

A. GeoIP 

B. firewall filters 

C. unicast reverse path forwarding 

D. IPS 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-attackerevasion-
technique.html 

 

QUESTION 9

Which two steps should be included in your security design process? (Choose two.) 

A. Identify external attackers 

B. Define safety requirements for the customer\\'s organization 

C. Identify the firewall enforcement points 

D. Define overall security policies 
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Correct Answer: CD 

Reference: https://www.juniper.net/assets/us/en/local/pdf/whitepapers/2000591-en.pdf 

 

QUESTION 10

You are designing a new network for your organization with the characteristics shown below. 

All traffic must pass inspection by a security device. 

A center-positioned segmentation gateway must provide deep inspection of each packet using 10 Gbps 

interfaces. 

Policy enforcement must be centrally managed. 

Which security model should you choose for your network design? 

A. Intrazone Permit 

B. trust but verify 

C. user-role firewall policies 

D. Zero Trust 

Correct Answer: D 

Reference: https://www.juniper.net/assets/cn/zh/local/pdf/whitepapers/2000749-en.pdf 

 

QUESTION 11

You are working with a customer to create a design proposal using SRX Series devices. As part of the design, you must
consider the requirements shown below: 

1.

 You must ensure that every packet entering your device is independently inspected against a set of rules. 

2.

 You must provide a way to protect the device from undesired access attempts. 

3.

 You must ensure that you can apply a different set of rules for traffic leaving the device than are in use for traffic
entering the device. 

In this scenario, what do you recommend using to accomplish these requirements? 

A. firewall filters 

B. intrusion prevention system 
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C. unified threat management 

D. screens 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/example/firewall-filter-statelessexample-trusted-
source-block-telnet-and-ssh-access.html 

 

QUESTION 12

You are implementing Routing Engine protection, and packets are processed in a specific order. In this scenario, which
function processed a received packet last? 

A. loopback interface input policer 

B. loopback interface input firewall filter 

C. physical interface input firewall filters 

D. physical interface input policer 

Correct Answer: D 

Reference: https://www.juniper.net/documentation/partners/ibm/junos11.4-oemlitedocs/config-guidefirewall-policer.pdf 

 

QUESTION 13

You have a campus location with multiple WAN links. You want to specify the primary link used for your VoIP traffic. 

In this scenario, which type of WAN load balancing would you use? 

A. BGP 

B. OSPF 

C. FBF 

D. ECMP 

Correct Answer: C 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-applicationadvanced-policy-
based-routing.html 

 

QUESTION 14

You are concerned about users downloading malicious attachments at work while using encrypted Web mail. You want
to block these malicious files using your SRX Series device. 

In this scenario, which two features should you use? (Choose two.) 
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A. SSL reverse proxy 

B. SSL forward proxy 

C. Sky ATP SMTP scanning 

D. Sky ATP HTTP scanning 

Correct Answer: BC 

 

QUESTION 15

You are designing a DDoS solution for an ISP using BGP FlowSpec. You want to ensure that BGP FlowSpec does not
overwhelm the ISP\\'s edge routers. 

Which two requirements should be included in your design? (Choose two.) 

A. Specify a maximum number BGP FlowSpec prefixes per neighbor 

B. Implement a route policy to limit advertised routes to /24 subnets 

C. Implement a route policy to limit advertised routes to any public IP space 

D. Specify a maximum number of BGP FlowSpec prefixes per device 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/day-one-books/DO_BGP_FLowspec.pdf 
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