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QUESTION 1

Which of the following protocols is used with a tunneling protocol to provide security?
A.FTP

B. IPX/SPX

C. IPSec

D. EAP

Correct Answer: C

QUESTION 2

Which of the following ports is the default port for Layer 2 Tunneling Protocol (L2TP) ?
A. UDP port 161

B. TCP port 443

C. TCP port 110

D. UDP port 1701

Correct Answer: D

QUESTION 3

Which of the following anti-child pornography organizations helps local communities to create programs and develop
strategies to investigate child exploitation?

A. Internet Crimes Against Children (ICAC)
B. Project Safe Childhood (PSC)

C. Anti-Child Porn.org

D. Innocent Images National Imitative (IINI)

Correct Answer: B

QUESTION 4
NIST Special Publication 800-50 is a security awareness program. It is designed for those people who are currently

working in the information technology field and want information on security policies. Which of the following are some of
its critical steps? Each correct answer represents a complete solution. Choose two.
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A. Awareness and Training Material Effectiveness
B. Awareness and Training Material Development
C. Awareness and Training Material Implementation
D. Awareness and Training Program Design

Correct Answer: BD

QUESTION 5

Which of the following statements is related with the first law of OPSEC?

A. If you are not protecting it (the critical and sensitive information), the adversary wins!
B. If you don\\'t know what to protect, how do you know you are protecting it?

C. If you don\\'t know about your security resources you could not protect your network.
D. If you don\\'t know the threat, how do you know what to protect?

Correct Answer: D

QUESTION 6

Which of the following attacks can be mitigated by providing proper training to the employees in an organization?
A. Social engineering

B. Smurf

C. Denial-of-Service

D. Man-in-the-middle

Correct Answer: A

QUESTION 7

Which of the following processes will you involve to perform the active analysis of the system for any potential
vulnerabilities that may result from poor or improper system configuration, known and/or unknown hardware or software
flaws, or operational weaknesses in process or technical countermeasures?

A. Penetration testing

B. Risk analysis

C. Baselining

D. Compliance checking
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Correct Answer: A

QUESTION 8

Tomas is the project manager of the QWS Project and is worried that the project stakeholders will want to change the

project scope frequently. His fear is based on the many open issues in the project and how the resolution of the issues
may lead to additional project changes. On what document are Tomas and the stakeholders working in this scenario?

A. Communications management plan

B. Change management plan

C. Issue log

D. Risk management plan

Correct Answer: B

QUESTION 9

Which of the following test methods has the objective to test the IT system from the viewpoint of a threat-source and to
identify potential failures in the IT system protection schemes?

A. Penetration testing

B. On-site interviews

C. Security Test and Evaluation (STandE)
D. Automated vulnerability scanning tool

Correct Answer: A

QUESTION 10

Which of the following statements about system hardening are true? Each correct answer represents a complete
solution. Choose two.

A. It can be achieved by installing service packs and security updates on a regular basis.
B. It is used for securing the computer hardware.

C. It can be achieved by locking the computer room.

D. It is used for securing an operating system.

Correct Answer: AD

QUESTION 11
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You work as a security manager for SoftTech Inc. You along with your team are doing the disaster recovery for your
project. Which of the following steps are performed by you for secure recovery based on the extent of the disaster and
the organization\\'s recovery ability? Each correct answer represents a part of the solution. Choose three.

A. Recover to an alternate site for critical functions

B. Restore full system at an alternate operating site

C. Restore full system after a catastrophic loss

D. Recover at the primary operating site

Correct Answer: ACD

QUESTION 12

Which of the following security controls will you use for the deployment phase of the SDLC to build secure software?
Each correct answer represents a complete solution. Choose all that apply.

A. Vulnerability Assessment and Penetration Testing
B. Security Certification and Accreditation (CandA)
C. Change and Configuration Control

D. Risk Adjustments

Correct Answer. ABD

QUESTION 13

The goal of Change Management is to ensure that standardized methods and procedures are used for efficient handling
of all changes. Which of the following are Change Management terminologies? Each correct answer represents a part
of the solution. Choose three.

A. Request for Change

B. Service Request Management

C. Change

D. Forward Schedule of Changes

Correct Answer: ACD

QUESTION 14

Which of the following are the ways of sending secure e-mail messages over the Internet? Each correct answer
represents a complete solution. Choose two.

A.TLS
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B. PGP
C. SIMIME
D. IPSec

Correct Answer: BC

QUESTION 15

Drag and drop the various evidences in the appropriate places.
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Crag an item from the item list ard drop it on the appropriate spok, To remoye anitem, drag and drop it anywhere on the window,

DESCRPTION CATEGORIES OF
EVIDENCES

It is the original or primary evidencs
ratherthan a copy ox duplicate of the Jrop Here
evidence.
Itis a opy uflfhe evilence or an oral T
description of its confents.
It proves or disprove: a specific act
through oral testimony based on Jrop Here
mmforrmation gathered through the
witness's five senses.
It is incontrovertible evidence which SR
overriles all other evidence. ALY

Correct Answer:

Concusive eyvidence

Direct evidence

Secoidary evidence

Best evidence

DESCRIPTION

CATEGORIES OF
EVIDENCES

It is the original or primary evidence
ratherthan a copy ox duplicate of the
evidence,

Best evidence

Itis a ;:opy of the evilence or an oral
deseription of its contents,

Secoldary evidence

It proves or disprove: a specific act
through oral testimony based on
imformation gathered through the
witness's five senses.

Direct evidence

It is incontrovertible evidence which
overriles all other evidence.

Concusive evidence
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