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QUESTION 1

Which of the following categories of system specification describes the technical requirements that cover a service,
which is performed on a component of the system

A. Product specification
B. Process specification
C. Material specification
D. Development specification

Correct Answer: B

QUESTION 2

You work as a security manager for BlueWell Inc. You are going through the NIST SP 800-37 CandA methodology,
which is based on four well defined phases. In which of the following phases of NIST SP 800-37 CandA methodology
does the security categorization occur

A. Continuous Monitoring

B. Initiation

C. Security Certification

D. Security Accreditation

Correct Answer: B

QUESTION 3

Which of the following categories of system specification describes the technical, performance, operational,
maintenance, and support characteristics for the entire system

A. Process specification
B. Product specification
C. Development specification
D. System specification

Correct Answer: D

QUESTION 4

Which of the CNSS policies describes the national policy on certification and accreditation of national security
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telecommunications and information systems
A. NSTISSP No. 7

B. NSTISSP No. 11

C. NSTISSP No. 6

D. NSTISSP No. 101

Correct Answer: C

QUESTION 5

Which of the following individuals is responsible for monitoring the information system environment for factors that can
negatively impact the security of the system and its accreditation

A. Chief Information Officer

B. Chief Information Security Officer
C. Chief Risk Officer

D. Information System Owner

Correct Answer: D

QUESTION 6

Which of the following phases of the ISSE model is used to determine why the system needs to be built and what
information needs to be protected

A. Develop detailed security design

B. Define system security requirements
C. Discover information protection needs
D. Define system security architecture

Correct Answer: C

QUESTION 7

Fill in the blanks with an appropriate phrase. A is an approved build of the product, and can be a single
component or a combination of components.

Correct Answer: development baseline
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QUESTION 8

Which of the following types of cryptography defined by FIPS 185 describes a cryptographic algorithm or a tool
accepted by the National Security Agency for protecting classified information

A. Type lll cryptography

B. Type Il (E) cryptography
C. Type Il cryptography

D. Type | cryptography

Correct Answer: D

QUESTION 9

FITSAF stands for Federal Information Technology Security Assessment Framework. It is a methodology for assessing
the security of information systems. Which of the following FITSAF levels shows that the procedures and controls are
tested and reviewed

A. Level 4

B. Level 5

C. Level 1

D. Level 2

E. Level 3

Correct Answer: A

QUESTION 10

Your project has several risks that may cause serious financial impact should they happen. You have studied the risk
events and made some potential risk responses for the risk events but management wants you to do more. They\\'d like
for you to create some type of a chart that identified the risk probability and impact with a financial amount for each risk
event. What is the likely outcome of creating this type of chart

A. Risk response plan

B. Quantitative analysis

C. Risk response

D. Contingency reserve

Correct Answer: D

QUESTION 11
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NIST SP 800-53A defines three types of interview depending on the level of assessment conducted. Which of the
following NIST SP 800-53A interviews consists of informal and ad hoc interviews

A. Abbreviated

B. Significant

C. Substantial

D. Comprehensive

Correct Answer: A

QUESTION 12

Which of the following sections of the SEMP template defines the project constraints, to include constraints on funding,
personnel, facilities, manufacturing capability and capacity, critical resources, and other constraints

A. Section 3.1.5
B. Section 3.1.8
C. Section 3.1.9
D. Section 3.1.7

Correct Answer: B

QUESTION 13

Which of the following protocols is used to establish a secure terminal to a remote network device
A. WEP

B. SMTP

C. SSH

D. IPSec

Correct Answer: C

QUESTION 14

Which of the following types of CNSS issuances establishes or describes policy and programs, provides authority, or
assigns responsibilities

A. Instructions

B. Directives
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C. Policies

D. Advisory memoranda

Correct Answer: B

QUESTION 15

Fill in the blank with an appropriate phrase. A is defined as any activity that has an effect on
defining, designing, building, or executing a task, requirement, or procedure.

Correct Answer: technical effort
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