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QUESTION 1

Access Control System, CCTV and security guards are form of:
A. Environment Security

B. Access Control

C. Physical Security

D. Compliance

Correct Answer: C

QUESTION 2

Cabling Security is associated with Power, telecommunication and network cabling carrying information are protected
from interception and damage.

A. True
B. False

Correct Answer: A

QUESTION 3

What is the goal of classification of information?

A. To create a manual about how to handle mobile devices
B. Applying labels making the information easier to recognize
C. Structuring information according to its sensitivity

Correct Answer: C

QUESTION 4

What is the difference between a restricted and confidential document?

A. Restricted - to be shared among an authorized group Confidential - to be shared among named individuals
B. Restricted - to be shared among named individuals Confidential - to be shared among an authorized group
C. Restricted - to be shared among named individuals Confidential - to be shared across the organization only

D. Restricted - to be shared among named individuals Confidential - to be shared with friends and family
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Correct Answer: B

QUESTION 5

You have a hard copy of a customer design document that you want to dispose off. What would you do?
A. Throw it in any dustbin

B. Shred it using a shredder

C. Give it to the office boy to reuse it for other purposes

D. Be environment friendly and reuse it for writing

Correct Answer: B

QUESTION 6

A fire breaks out in a branch office of a health insurance company. The personnel are transferred to neighboring
branches to continue their work.

Where in the incident cycle is moving to a stand-by arrangements found?
A. between threat and incident

B. between recovery and threat

C. between damage and recovery

D. between incident and damage

Correct Answer: D

QUESTION 7

What is the relationship between data and information?

A. Data is structured information.

B. Information is the meaning and value assigned to a collection of data.

Correct Answer: B

QUESTION 8

Phishing is what type of Information Security Incident?
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A. Private Incidents

B. Cracker/Hacker Attacks
C. Technical Vulnerabilities
D. Legal Incidents

Correct Answer: B

QUESTION 9

What type of measure involves the stopping of possible consequences of security incidents?
A. Corrective

B. Detective

C. Repressive

D. Preventive

Correct Answer: C

QUESTION 10

Someone from a large tech company calls you on behalf of your company to check the health of your PC, and therefore
needs your user-id and password. What type of threat is this?

A. Saocial engineering threat
B. Organisational threat

C. Technical threat

D. Malware threat

Correct Answer: A

QUESTION 11

A decent visitor is roaming around without visitor\\'s ID. As an employee you should do the following, except:
A. Say "hi" and offer coffee

B. Call the receptionist and inform about the visitor

C. Greet and ask him what is his business

D. Escort him to his destination
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Correct Answer: A

QUESTION 12

In what part of the process to grant access to a system does the user present a token?
A. Authorisation

B. Verification

C. Authentication

D. Identification

Correct Answer: D

QUESTION 13

An employee caught temporarily storing an MP3 file in his workstation will not receive an IR.
A. True

B. False

Correct Answer: B

QUESTION 14

Which of the following does a lack of adequate security controls represent?
A. Asset

B. Vulnerability

C. Impact

D. Threat

Correct Answer: B

QUESTION 15

You are the lead auditor of the courier company SpeeDelivery. You have carried out a risk analysis and now want to
determine your risk strategy. You decide to take measures for the large risks but not for the small risks.

What is this risk strategy called?

A. Risk bearing
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B. Risk avoidance
C. Risk neutral
D. Risk skipping

Correct Answer: A
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