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QUESTION 1

Universal containers (UC) has implemented ansp-Initiated SAML flow between an external IDP and salesforce. A user
at UC is attempting to login to salesforcel for the first time and is being prompted for salesforce credentials instead of

being shown the IDP login page.

What is the likely cause of the issue?

A. The "Redirect to Identity Provider" option has been selected in the my domain configuration.
B. The user has not configured the salesforcel mobile app to use my domain for login

C. The "Redirect to identity provider" option has not been selected the SAML configuration.

D. The user has not been granted the "Enable single Sign-on" permission

Correct Answer: B

QUESTION 2

Universal containers uses an Employee portal for their employees to collaborate. employees access the portal from their
company\\'s internal website via SSO. It is set up to work with Active Directory. What is the role of Active Directory in
this scenario?

A. Identity store

B. Authentication store

C. Identity provider

D. Service provider

Correct Answer: C

QUESTION 3

Universal Containers (UC) is building a custom Innovation platform on their Salesforce instance. The Innovation
platform will be written completely in Apex and Visualforce and will use custom objects to store the Data. UC would like
all users to be able to access the system without having to log in with Salesforce credentials. UC will utilize a third-party
idp using SAML SSO. What is the optimal Salesforce licence type for all of the UC employees?

A. Identity Licence.

B. Salesforce Licence.

C. External Identity Licence.

D. Salesforce Platform Licence.

Correct Answer: D
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QUESTION 4

What information does the \\'Relaystate\\' parameter contain in sp-Initiated Single Sign-on?
A. Reference to a URL redirect parameter at the identity provider.

B. Reference to a URL redirect parameter at the service provider.

C. Reference to the login address URL of the service provider.

D. Reference to the login address URL of the identity Provider.

Correct Answer: B

QUESTION 5

Universal Containers wants to secure its Salesforce APIs by using an existing Security Assertion Markup Language
(SAML) configuration supports the company\\'s single sign-on process to Salesforce, Which Salesforce OAuth
authorization flow should be used?

A. OAuth 2.0 SAML Bearer Assertion Flow

B. A SAML Assertion Row

C. OAuth 2.0 User-Agent Flow

D. OAuth 2.0 JWT Bearer Flow

Correct Answer: B

QUESTION 6

Universal Containers (UC) currently uses Salesforce Sales Cloud and an external billing application. Both Salesforce
and the billing application are accessed several times a day to manage customers. UC would like to configure single
sign-on and leverage Salesforce as the identity provider. Additionally, UC would like the billing application to be
accessible from Salesforce. A redirect is acceptable.

Which two Salesforce tools should an identity architect recommend to satisfy the requirements?

Choose 2 answers

A. salesforce Canvas

B. Identity Connect

C. Connected Apps

D. App Launcher

Correct Answer: AD
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QUESTION 7
Universal Containers (UC) is both a Salesforce and Google Apps customer. The UC IT team would like to manage the
users for both systems in a single place to reduce administrative burden. Which two optimal ways can the IT team

provision users and allow Single Sign-on between Salesforce and Google Apps ? Choose 2 answers

A. Build a custom app running on Heroku as the Identity Provider that can sync user information between Salesforce
and Google Apps.

B. Use a third-party product as the Identity Provider for both Salesforce and Google Apps and manage the provisioning
from there.

C. Use Identity Connect as the Identity Provider for both Salesforce and Google Apps and manage the provisioning from
there.

D. Use Salesforce as the Identity Provider and Google Apps as a Service Provider and configure User Provisioning for
Connected Apps.

Correct Answer: BD

QUESTION 8

How should an Architect force users to authenticate with Two-factor Authentication (2FA) for Salesforce only when not
connected to an internal company network?

A. Use Custom Login Flows with Apex to detect the user\\'s IP address and prompt for 2FA if needed.

B. Add the list of company\\'s network IP addresses to the Login Range list under 2FA Setup.

C. Use an Apex Trigger on the UserLogin object to detect the user\\'s IP address and prompt for 2FA if needed.
D. Apply the "Two-factor Authentication for User Interface Logins" permission and Login IP Ranges for all Profiles.

Correct Answer: A

QUESTION 9

A technology enterprise is planning to implement single sign-on login for users. When users log in to the Salesforce
User object custom field, data should be populated for new and existing users.

Which two steps should an identity architect recommend?
Choose 2 answers

A. Implement Auth.SamlJitHandler Interface.

B. Create and update methods.

C. Implement RegistrationHandler Interface.

D. Implement SesslonManagement Class.
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Correct Answer: AB

QUESTION 10

Universal Containers is implementing Salesforce Identity to broker authentication from its enterprise single sign-on
(SSO) solution through Salesforce to third party applications using SAML. What rote does Salesforce Identity play in its
relationship with the enterprise SSO system?

A. Identity Provider (1dP)

B. Resource Server

C. Service Provider (SP)

D. Client Application

Correct Answer: C

QUESTION 11

An Architect has configured a SAML-based SSO integration between Salesforce and an external Identity provider and is
ready to test it. When the Architect attempts to log in to Salesforce using SSO, the Architect receives a SAML error.
Which two optimal actions should the Architect take to troubleshoot the issue?

A. Ensure the Callback URL is correctly set in the Connected Apps settings.

B. Use a browser that has an add-on/extension that can inspect SAML.

C. Paste the SAML Assertion Validator in Salesforce.

D. Use the browser\\'s Development tools to view the Salesforce page\\'s markup.

Correct Answer: BC

QUESTION 12

In a typical SSL setup involving a trusted party and trusting party, what consideration should an Architect take into
account when using digital certificates?

A. Use of self-signed certificate leads to lower maintenance for trusted party because multiple self-signed certs need to
be maintained.

B. Use of self-signed certificate leads to higher maintenance for trusted party because they have to act as the trusted
CA

C. Use of self-signed certificate leads to lower maintenance for trusting party because there is no trusted CA cert to
maintain.

D. Use of self-signed certificate leads to higher maintenance for trusting party because the cert needs to be added to
their truststore.
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Correct Answer: C

QUESTION 13

IT security at Unversal Containers (UC) us concerned about recent phishing scams targeting its users and wants to add
additional layers of login protection. What should an Architect recommend to address the issue?

A. Use the Salesforce Authenticator mobile app with two-step verification
B. Lock sessions to the IP address from which they originated.

C. Increase Password complexity requirements in Salesforce.

D. Implement Single Sign-on using a corporate ldentity store.

Correct Answer: A

QUESTION 14

Universal containers (UC) is building a mobile application that will make calls to the salesforce REST API. Additionally
UC would like to provide the optimal experience for its mobile users. Which two OAuth scopes should UC configure in
the connected App? Choose 2 answers

A. Refresh token

B. API

C. full

D. Web

Correct Answer: AB

QUESTION 15

Containers (UC) uses a legacy Employee portal for their employees to collaborate. Employees access the portal from
their company\\'s internal website via SSO. It is set up to work with SiteMinder and Active Directory. The Employee
portal has features to support posing ideas. UC decides to use Salesforce Ideas for voting and better tracking purposes.
To avoid provisioning users on Salesforce, UC decides to integrate Employee portal ideas with Salesforce idea through
the API. What is the role of Salesforce in the context of SSO, based on this scenario?

A. Service Provider, because Salesforce is the application for managing ideas.

B. Connected App, because Salesforce is connected with Employee portal via API.

C. Identity Provider, because the API calls are authenticated by Salesforce.

D. An independent system, because Salesforce is not part of the SSO setup.

Correct Answer: D
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