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QUESTION 1

A customer wants to use the OS information of devices in the Enforcement policy. 

Which source should be added as an authorization source? 

A. OnGuard Repository 

B. Guest User Repository 

C. Local User Repository 

D. Endpoints Repository 

E. Active Directory 

Correct Answer: D 

 

QUESTION 2

ClearPass Onboard is used primarily to automate which type of network connections? 

A. visitor health checks 

B. guest self-registration 

C. VPN 

D. guest captive portal 

E. employee 802.1x 

Correct Answer: B 

 

QUESTION 3

What information is needed to add ClearPass to an Active Directory Domain? (Choose two.) 

A. domain user credentials 

B. CPPM enterprise credentials 

C. Administrator FQDN 

D. domain controller FQDN 

E. Administrator user credentials 

Correct Answer: DE 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/Active
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%20Directory/Joining_AD_domain.htm 

 

QUESTION 4

Refer to the exhibit. 

Which user authentication request will match the service rules of the Policy Service shown? 

A. a wireless user connecting to the SSID Corporate 

B. a guest user authenticating via captive portal 

C. a wireless user connecting to any network 

D. all authentication requests 

E. a wired user connecting to an Aruba Controller 

Correct Answer: A 

 

QUESTION 5

Where is the ClearPass Guest Login page URL referenced in the Aruba Controller? 

A. Guest Access Policy 

B. WebAuth Profile 

C. Captive Portal Policy 

D. Captive Portal Authentication Profile 

E. Guest Enforcement Profile 

Correct Answer: D 

 

QUESTION 6

What is the purpose of a guest self-registration page in ClearPass? 

A. to allow employees to get their own devices securely connected to the network 
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B. to allow contractors to create their own accounts in Active Directory 

C. to allow employees\\' sponsors to create accounts for their guests 

D. to allow employees to easily get their corporate devices on the network 

E. to allow guest users to create a login account for the web login page 

Correct Answer: B 

Guest self-registration allows an administrator to customize the process for guests to create their own visitor accounts.
Self-registration is also referred to as self-provisioned access 

Reference http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Configuration/
CustomizingSelfProvisionedAccess.htm 

 

QUESTION 7

How do apple iOS 4 and iOS 5 devices download the Onboard provisioning profile and credentials from ClearPass? 

A. Bonjour 

B. Quick Connect 

C. SNMP 

D. FTP 

E. Over the air API 

Correct Answer: E 

 

QUESTION 8

Which statement most accurately describes how users with Active Directory credentials authenticate with ClearPass
when Active Directory is used as an authentication source for an 802.1x service in ClearPass? 

A. A Kerberos request is sent from the Network Access Device to ClearPass which initiates a RADUIS request to the
AD server. 

B. A RADIUS request is sent from the Network Access Device to the AD server which communicates with ClearPass. 

C. An LDAP request is sent from the Network Access Device to the AD server which communicates with ClearPass. 

D. An LDAP request is sent from the Network Access Device to ClearPass which initiates a RADIUS request to the AD
server. 

E. A RADIUS request is sent from the Network Access Device to the ClearPass which communicates with the AD
server. 

Correct Answer: C 

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/3%
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20Active%20Directory/AD_auth_source_adding.htm 

 

QUESTION 9

An organization wants to ensure a client\\'s antivirus is installed and up to date prior to allowing network access. 

Which ClearPass feature can be used to accomplish this? 

A. Guest with sponsor approval 

B. OnGuard 

C. Guest with self-registration 

D. Onboarding 

E. RADIUS Authorization 

Correct Answer: B 

 

QUESTION 10

Which statement most accurately describes how the HTTP collector words for profiling? 

A. HTTP packets are inspected when a user accesses any guest page on ClearPass. 

B. When a user access the Aruba controller captive portal page, HTTP packets are captured by ClearPass. 

C. HTTP packets are inspected only when a user accesses the ClearPass administration UI page. 

D. When a user accesses any internet page, HTTP packets are captured by ClearPass. 

E. HTTP packets are forwarded from the Controller to ClearPass. 

Correct Answer: A 
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