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QUESTION 1

Which of the following is an example of penetration testing? 

A. Implementing HIDS on a computer 

B. Implementing NIDS on a network 

C. Configuring firewall to block unauthorized traffic 

D. Simulating an actual attack on a network 

Correct Answer: D 

 

QUESTION 2

Andrew works as a Software Developer for Mansoft Inc. The company\\'s network has a Web server that hosts the
company\\'s Web site. Andrew wants to enhance the security of the Web site by implementing Secure Sockets Layer
(SSL). Which of the following types of encryption does SSL use? Each correct answer represents a complete solution.
Choose two. 

A. IPSec 

B. Symmetric 

C. Secret 

D. Asymmetric 

Correct Answer: BD 

 

QUESTION 3

You are the project manager of a large project that will span several time zones. You\\'ll be utilizing project team
members from across several departments. Project team members won\\'t be working on the project full-time and will
join and leave the project based on assignments in the project schedule. What project management plan can you create
to help you manage when project times will be brought onto and released from the project team? 

A. Staffing management plan 

B. Team management plan 

C. Project management plan 

D. Human resources management plan 

Correct Answer: A 

 

QUESTION 4
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You are a project manager of a construction project. You are documenting project purchasing decisions, specifying the
approach, and identifying potential sellers. You are in which of the following processes? 

A. Plan Procurements 

B. Administer Procurements 

C. Close Procurements 

D. Conduct Procurements 

Correct Answer: A 

 

QUESTION 5

What is the term used to describe the cost of the solution after the solution has been implemented in production by a
vendor? 

A. Total cost of ownership 

B. Total ownership costing 

C. Sustainability fees 

D. Lifecycle maintenance fees 

Correct Answer: A 

 

QUESTION 6

Which of the following statements is true about the difference between worms and Trojan horses? 

A. Trojan horses are a form of malicious codes while worms are not. 

B. Trojan horses are harmful to computers while worms are not. 

C. Worms replicate themselves while Trojan horses do not. 

D. Worms can be distributed through emails while Trojan horses cannot. 

Correct Answer: C 

 

QUESTION 7

You are the project manager for the GHY Organization. A stakeholder has presented a change to your project that will
cause the project scope to increase considerably. You are considering the change for approval and you need to review
the impact of the change on all areas of the project. What change control system component is responsible for guiding
the review of the impact of all changes on the project management knowledge areas? 

A. Scope change control system 
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B. Change control system 

C. Configuration management 

D. Integrated change control 

Correct Answer: D 

 

QUESTION 8

Managerial wisdom is the combination of knowledge as well as experience. It is the ability of the leaders to understand
the members of the team. Which of the following are the characteristics that come under managerial wisdom? Each
correct answer represents a complete solution. Choose all that apply. 

A. Dominating 

B. Simple 

C. Values 

D. Listener 

Correct Answer: BCD 

 

QUESTION 9

One of the sales people in your company complains that sometimes he gets a lot of unsolicited messages on his PDA.
After asking a few questions, you determine that the issue only occurs in crowded areas like airports. What is the most
likely problem? 

A. Blue snarfing 

B. A virus 

C. Spam 

D. Blue jacking 

Correct Answer: D 

 

QUESTION 10

You work as a Network Administrator for Perfect Solutions Inc. The company has a Linux-based network. You are
working as a root user on the Linux operating system. Your company is facing an IP spoofing attack. Which of the
following tools will you use to get an alert saying that an upcoming IP packet is being spoofed? 

A. Dsniff 

B. ethereal 

C. Despoof 
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D. Neotrace 

Correct Answer: C 

 

QUESTION 11

Identifying the critical path is an element of which project management process group? 

A. Initiating 

B. Scoping 

C. Planning 

D. Monitoring 

Correct Answer: C 

 

QUESTION 12

John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. He performs Web vulnerability scanning on the We-are-secure server. The output of the scanning test is as
follows: 

C:\whisker.pl -h target_IP_address -- whisker / v1.4.0 / rain forest puppy / www.wiretrip.net -- = - = - = - = - = = Host:
target_IP_address = Server: Apache/1.3.12 (Win32) ApacheJServ/1.1 mod_ssl/2.6.4 OpenSSL/0.9.5a mod_perl/1.22 

+ 200 OK: HEAD /cgi-bin/printenv 

John recognizes /cgi-bin/printenv vulnerability (\\'Printenv\\' vulnerability) in the We_are_secure server. 

Which of the following statements about \\'Printenv\\' vulnerability are true? 

Each correct answer represents a complete solution. Choose all that apply. 

A. The countermeasure to \\'printenv\\' vulnerability is to remove the CGI script. 

B. \\'Printenv\\' vulnerability maintains a log file of user activities on the Website, which may be useful for the attacker. 

C. This vulnerability helps in a cross site scripting attack. 

D. With the help of \\'printenv\\' vulnerability, an attacker can input specially crafted links and/or other malicious scripts. 

Correct Answer: ACD 

 

 

QUESTION 13

Which of the following is a read-only copy of a zone and obtains its resource records from other name servers? 
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A. Secondary zone 

B. Primary zone 

C. Stub zone 

D. SOA zone 

Correct Answer: C 

 

 

QUESTION 14

John is a merchant. He has set up a LAN in his office. Some important files are deleted as a result of virus attack. John
wants to ensure that it does not happen again. What will he use to protect his data from virus? 

A. Backup 

B. Symmetric encryption 

C. Firewall 

D. Antivirus 

Correct Answer: D 

 

QUESTION 15

Which of the following statements are true about security risks? Each correct answer represents a complete solution.
Choose three. 

A. They can be removed completely by taking proper actions. 

B. They can be analyzed and measured by the risk analysis process. 

C. They are considered an indicator of threats coupled with vulnerability. 

D. They can be mitigated by reviewing and taking responsible actions based on possible risks. 

Correct Answer: BCD 
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