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QUESTION 1

Which of the following tools is described below? 

It is a set of tools that are used for sniffing passwords, e-mail, and HTTP traffic. Some of its tools include arpredirect,
macof, tcpkill, tcpnice, filesnarf, and mailsnarf. It is highly effective for sniffing both switched and shared networks. It
uses the arpredirect and macof tools for switching across switched networks. It can also be used to capture
authentication information for FTP, telnet, SMTP, HTTP, POP, NNTP, IMAP, etc. 

A. Dsniff 

B. Cain 

C. Libnids 

D. LIDS 

Correct Answer: A 

 

QUESTION 2

You have just taken over as the Network Administrator for a medium sized company. You want to check to see what
services are exposed to the outside world. 

What tool would you use to accomplish this? 

A. Packet sniffer 

B. Network mapper 

C. Protocol analyzer 

D. A port scanner 

Correct Answer: D 

 

QUESTION 3

You work as a Network Administrator for ABC Inc. The company has a wireless LAN infrastructure. The management
wants to prevent unauthorized network access to local area networks and other information assets by the wireless
devices. 

What will you do? 

A. Implement a WIPS. 

B. Implement a dynamic NAT. 

C. Implement a firewall. 

D. Implement an ACL. 
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Correct Answer: A 

 

QUESTION 4

Which of the following firewalls operates at three layers - Layer3, Layer4, and Layer5? 

A. Dynamic packet-filtering firewall 

B. Application layer firewall 

C. Proxy firewall 

D. Circuit-level firewall 

Correct Answer: A 

 

QUESTION 5

Which of the following statements about Access control list (ACL) are true? Each correct answer represents a complete
solution. (Choose three.) 

A. Extended IP Access Control List permits or denies traffic from a specific source IP addresses or for a specific
destination IP address, and port. 

B. Standard IP Access Control List permits or denies packets only from specific source IP addresses. 

C. Access control list filters packets or network traffic by controlling whether routed packets are forwarded or blocked at
the router\\'s interfaces. 

D. Extended IP Access Control List permits or denies packets only from a specific source IP addresses. 

E. Standard IP Access Control List can be used to permit or deny traffic from a specific source IP addresses or for a
specific destination IP address, and port. 

Correct Answer: ABC 

 

QUESTION 6

John works as a professional Ethical Hacker. He is assigned a project to test the security of www.abc.com. You have
searched all open ports of the ABC server. Now, you want to perform the next information-gathering step, i.e., passive
OS fingerprinting. 

Which of the following tools can you use to accomplish the task? 

A. P0f 

B. Superscan 

C. Nmap 

D. NBTscan 

GPPA PDF Dumps | GPPA Study Guide | GPPA Exam Questions                                3 / 7

https://www.certbus.com/gppa.html
https://www.certbus.com/gppa.html
https://www.certbus.com/gppa.html


https://www.certbus.com/gppa.html
2024 Latest certbus GPPA PDF and VCE dumps Download

Correct Answer: A 

 

QUESTION 7

Fill in the blank with the appropriate utility. 

________ is a table-based system or structure that defines the rulesets needed to transform or filter network packets. 

A. Port Address Translation (PAT) 

B. Magic Lantern 

C. Static NAT 

D. iptables 

Correct Answer: D 

 

QUESTION 8

You work as a Network Administrator for NetTech Inc. You want to prevent your network from Ping flood attacks. 

Which of the following protocols will you block to accomplish this task? 

A. IP 

B. FTP 

C. PPP 

D. ICMP 

Correct Answer: D 

 

QUESTION 9

You are the Network Administrator and your company has recently implemented encryption for all emails. You want to
check to make sure that the email packages are being encrypted. 

What tool would you use to accomplish this? 

A. Password cracker 

B. Performance Monitor 

C. Packet sniffer 

D. Vulnerability analyzer 

Correct Answer: C 
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QUESTION 10

The general form of the Cisco IOS is a.b.c.de. 

Which of the following indicates the major version number of the Cisco IOS? 

A. b 

B. a 

C. e 

D. d 

Correct Answer: B 

 

QUESTION 11

You work as a Network Administrator for NetTech Inc. Your manager needs to access a particular server on the network
from outside the company network. You have a registered IP address assigned to a router on the company network. 

Which of the following will be useful for accessing the server from outside the network? 

A. Overloading 

B. Switch 

C. Static NAT 

D. Dynamic VLAN 

Correct Answer: C 

 

QUESTION 12

You work as a Network Administrator for ABC Inc. The company has a TCP/IP-based network. A Cisco switch is
configured on the network. You change the original host name of the switch through the hostname command. The
prompt displays the changed host name. After some time, power of the switch went off due to some reason. When
power restored, you find that the prompt is displaying the old host name. 

What is the most likely cause? 

A. The running-config file got corrupted. 

B. The changes were saved in running-config file. 

C. The startup-config file got corrupted. 

D. Host name cannot be changed permanently once switch is configured. 

Correct Answer: B 
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QUESTION 13

A remote-access VPN offers secured and encrypted connections between mobile or remote users and 

their corporate network across public networks. 

Which of the following does the remote access VPN use for offering these types of connections? 

Each correct answer represents a complete solution. (Choose two.) 

A. TLS 

B. SSL 

C. SSH 

D. IPsec 

Correct Answer: BD 

 

QUESTION 14

Your customer is concerned about security. He wants to make certain no one in the outside world can see the IP
addresses inside his network. 

What feature of a router would accomplish this? 

A. Firewall 

B. Port forwarding 

C. NAT 

D. MAC filtering 

Correct Answer: C 

 

QUESTION 15

Which of the following can be used to mitigate the evil twin phishing attack? 

A. Obiwan 

B. Magic Lantern 

C. SARA 

D. IPSec VPN 

Correct Answer: D 
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