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QUESTION 1

Identify whether the given statement is true or false. 

"Social engineering is the art of convincing people and making them disclose useful information such as account names
and passwords." 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 2

Mark works as a Network Administrator for NetTech Inc. The company has a Windows 2000 domain- based network.
Users report that they are unable to log on to the network. Mark finds that accounts are locked out due to multiple
incorrect log on attempts. What is the most likely cause of the account lockouts? 

A. SYN attack 

B. Spoofing 

C. PING attack 

D. Brute force attack 

Correct Answer: D 

 

QUESTION 3

What does the Internet encryption and authentication system named RSA stand for? 

A. Rivest-Shamir-Adleman 

B. Read System Authority 

C. Rivest-System-Adleman 

D. Remote System Authority 

Correct Answer: A 

 

QUESTION 4

International Data Encryption Algorithm (IDEA) is a __________ block cipher. 

A. 32-bit 
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B. 128-bit 

C. 16-bit 

D. 64-bit 

Correct Answer: D 

 

QUESTION 5

Which of the following languages enable programmers to store cookies on client computers? Each correct answer
represents a complete solution. Choose two. 

A. Perl 

B. DHTML 

C. JavaScript 

D. HTML 

Correct Answer: AC 

 

QUESTION 6

Which of the following terms is described by the statement given below? "It allows the server to authenticate itself to the
client by using public-key techniques. It then allows the client and server to cooperate in creating symmetric keys that
are used for encryption, decryption, and tamper detection during the SSL session that follows." 

A. Secure Electronic Transaction (SET) 

B. Virtual Private Network (VPN) 

C. Secure Sockets Layer (SSL) Handshake 

D. Digital signature 

Correct Answer: C 

 

QUESTION 7

Which of the following are politically motivated threats that an organization faces? Each correct answer represents a
complete solution. Choose all that apply. 

A. Power distribution outages 

B. Civil disobedience 

C. Riot 

D. Terrorist attacks 
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E. Vandalism 

Correct Answer: BCDE 

 

QUESTION 8

Key escrow is a method of __________. 

A. Key renewal 

B. Key distribution 

C. Key recovery 

D. key revocation 

Correct Answer: C 

 

QUESTION 9

In which of the following does a Web site store information such as user preferences to provide customized services to
users? 

A. ActiveX control 

B. Keyword 

C. Protocol 

D. Cookie 

Correct Answer: D 

 

QUESTION 10

Which of the following is the most secure place to host a server that will be accessed publicly through the Internet? 

A. A DNS Zone 

B. An Intranet 

C. A demilitarized zone (DMZ) 

D. A stub zone 

Correct Answer: C 

 

QUESTION 11
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John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He wants to perform a stealth scan to discover open ports and applications running on the We-are-secure
server. For this purpose, he wants to initiate scanning with the IP address of any third party. Which of the following
scanning techniques will John use to accomplish his task? 

A. RPC 

B. IDLE 

C. UDP 

D. TCP SYN/ACK 

Correct Answer: D 

 

QUESTION 12

Which of the following methods is a behavior-based IDS detection method? 

A. Knowledge-based detection 

B. Statistical anomaly detection 

C. Pattern matching detection 

D. Protocol detection 

Correct Answer: B 

 

QUESTION 13

Which of the following statements about Microsoft hotfix are true? Each correct answer represents a complete solution.
Choose two. 

A. It is the term used by Microsoft for major service pack releases. 

B. It is generally related to security problems. 

C. It is a collection of files used by Microsoft for software updates released between major service pack releases. 

D. It is generally related to the problems of a Web server\\'s performance. 

Correct Answer: BC 

 

QUESTION 14

Which of the following command-line utilities queries the DNS server to check whether or not the zone database
contains the correct information? 

A. IPCONFIG 
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B. TELNET 

C. NSLOOKUP 

D. NETSTAT 

Correct Answer: C 

 

QUESTION 15

Which of the following terms ensures that no intentional or unintentional unauthorized modification is made to data? 

A. Non-repudiation 

B. Confidentiality 

C. Authentication 

D. Integrity 

Correct Answer: D 
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