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QUESTION 1

Which of the following processes is responsible for low risk, frequently occurring low cost changes?
A. Incident Management

B. IT Facilities Management

C. Request Fulfillment

D. Release Management

Correct Answer: C

QUESTION 2

Hardening a system is one of the practical methods of securing a computer system. Which of the following techniques is
used for hardening a computer system?

A. Disabling all user accounts

B. Applying egress filtering

C. Applying Access Control List (ACL)
D. Applying a patch to the OS kernel

Correct Answer: D

QUESTION 3

You work as an Incident handler in Mariotrixt.Inc. You have followed the Incident handling process to handle the events
and incidents. You identify Denial of Service attack (DOS) from a network linked to your internal enterprise network.
Which of the following phases of the Incident handling process should you follow next to handle this incident?

A. Containment

B. Preparation

C. Recovery

D. Identification

Correct Answer: A

QUESTION 4

Based on the case study, to implement more security, which of the following additional technologies
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should you implement for laptop computers?

(Click the Exhibit button on the toolbar to see the case study.) Each correct answer represents a complete
solution. Choose two.

A. Encrypted Data Transmissions

B. Digital certificates

C. Two-factor authentication

D. PAP authentication

E. Encrypting File System (EFS)

Correct Answer: BE

QUESTION 5

Which of the following are the types of access controls? Each correct answer represents a complete solution. Choose
three.

A. Physical

B. Administrative
C. Automatic

D. Technical

Correct Answer. ABD

QUESTION 6

Which of the following combines the characteristics of a bridge and a router?
A. Firewall

B. Brouter

C. Switch

D. Hub

E. Repeater

Correct Answer: B

QUESTION 7
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You work as a security manager for Qualxiss Inc. Your Company involves OODA loop for resolving and deciding over
company issues. You have detected a security breach issue in your company.

Which of the following procedures regarding the breach is involved in the observe phase of the OODA loop?
A. Follow the company security guidelines.

B. Decide an activity based on a hypothesis.

C. Implement an action practically as policies.

D. Consider previous experiences of security breaches.

Correct Answer: A

QUESTION 8

Which of the following protocols implements VPN using IPSec?
A. SLIP

B. PPTP

C.PPP

D. L2TP

Correct Answer: D

QUESTION 9

You work as a Network Security Analyzer. You got a suspicious email while working on a forensic project.
Now, you want to know the IP address of the sender so that you can analyze various information such as
the actual location, domain information, operating system being used, contact information, etc. of the email
sender with the help of various tools and resources. You also want to check whether this email is fake or
real. You know that analysis of email headers is a good starting point in such cases.

The email header of the suspicious email is given below:
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What is the IP address of the sender of this email?
A. 209.191.91.180
B.141.1.1.1
C. 172.16.10.90
D. 216.168.54.25

Correct Answer: D

QUESTION 10

A firewall is a combination of hardware and software, used to provide security to a network. It is used to protect an
internal network or intranet against unauthorized access from the Internet or other outside networks. It restricts inbound
and outbound access and can analyze all traffic between an internal network and the Internet. Users can configure a
firewall to pass or block packets from specific IP addresses and ports. Which of the following tools works as a firewall for
the Linux 2.4 kernel?

A. IPChains

B. OpenSSH

C. Stunnel

D. IPTables

Correct Answer: D

QUESTION 11

You are responsible for virus protection for a large college campus. You are very concerned that your antivirus solution
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must be able to capture the latest virus threats. What sort of virus protection should you implement?
A. Network Based

B. Dictionary

C. Heuristic

D. Host based

Correct Answer: C

QUESTION 12

The Incident handling process implemented in an enterprise is responsible to deal with all the incidents regarding the
enterprise. Which of the following procedures will be involved by the preparation phase of the Incident handling
process?

A. Organizing a solution to remove an incident

B. Building up an incident response kit

C. Working with QA to validate security of the enterprise

D. Setting up the initial position after an incident

Correct Answer: B

QUESTION 13

Which of the following network connectivity devices translates one protocol into another and is used to connect
dissimilar network technologies?

A. Hub

B. Firewall
C. Bridge
D. Gateway

Correct Answer: D

QUESTION 14

How should you configure the Regional Centers\\' e-mail, so that it is secure and encrypted? (Click the Exhibit button on
the toolbar to see the case study.)

A. Use EFS.

B. Use IPSec.
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C. Use S/IMIME.
D. Use TLS.

Correct Answer: C

QUESTION 15

Configuration Management (CM) is an Information Technology Infrastructure Library (ITIL) IT Service Management
(ITSM) process. Configuration Management is used for which of the following?

1.

To account for all IT assets

2.

To provide precise information support to other ITIL disciplines
3.

To provide a solid base only for Incident and Problem Management
4,

To verify configuration records and correct any exceptions

A. 2 and 4 only

B. 1, 3, and 4 only

C.1,2,and 4 only

D. 2, 3, and 4 only

Correct Answer: C
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