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QUESTION 1

You are investigating a case of child pornography on a hard drive containing Windows XP. In the : \Documents and
Settings\Bad You are investigating a case of child pornography on a hard drive containing Windows XP. In the
:\Documents and Settings\Bad Guy\Local Settings\Temporary Internet Files folder you find three images of child
pornography. You find no other copies of the images on the suspect hard drive, and you find no other copies of the
filenames. What can be deduced from your findings images on the suspect hard drive, and you find no other copies of
the filenames. What can be deduced from your findings?

A. The presence and location of the images is strong evidence of possession.

B. The presence and location of the images proves the images were intentionally downloaded.

C.Bothaandc

D. The presence and location of the images is not strong evidence of possession.

Correct Answer: D

QUESTION 2

The following keyword was typed in exactly as shown. Choose the answer(s) that would be found. All search criteria
have default settings.

A. TomJ@hotmail.com
B. Tomorrow

C.Tom

D. Stomp

Correct Answer. ABCD

QUESTION 3

When does the POST operation occur?

A. When the power button to a computer is turned on.
B. When SCSI devices are configured.

C. When Windows starts up.

D. After a computer begins to boot from a device.

Correct Answer: A

QUESTION 4
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Which statement would most accurately describe a motherboard?

A. The main circuit board that has slots for the microprocessor, RAM, ROM, and add-in cards.
B. Any circuit board, regardless of its function.

C. An add-in card that controls all hard drive activity.

D. An add-in card that handles all RAM.

Correct Answer: A

QUESTION 5

When a drive letter is assigned to a logical volume, that information is temporarily written the volume boot record on the
hard drive.

A. True
B. False

Correct Answer: B

QUESTION 6

A hash set would most accurately be described as:

A. A group of hash libraries organized by category.

B. A table of file headers and extensions.

C. A group of hash values that can be added to the hash library.
D. Both a and b.

Correct Answer: C

QUESTION 7

Which of the following items could contain digital evidence?
A. Cellular phones

B. Credit card readers

C. Digital cameras

D. Personal assistant devices

Correct Answer: ABCD
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QUESTION 8

How many clusters can a FAT 16 system address?
A. 4,294,967,296

B. 65,536

C. 268,435,456

D. 4,096

Correct Answer: B

QUESTION 9

Changing the filename of a file will change the hash value of the file.
A. True

B. False

Correct Answer: A

QUESTION 10

How many copies of the FAT are located on a FAT 32, Windows 98-formatted partition?
A. 3

B.1

C. 4

D.2

Correct Answer: D

QUESTION 11

The MD5 hash algorithm produces a number.
A. 32 bit

B. 128 bit

C. 64 bit

D. 256 bit
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Correct Answer: B

QUESTION 12

If cluster #3552 entry in the FAT table contains a value of this would mean:
A. The cluster is allocated

B. The cluster is marked bad

C. The cluster is unallocated

D. The cluster is the end of a file

Correct Answer: C

QUESTION 13

In the FAT file system, the size of a deleted file can be found:
A. In the FAT

B. In the file header

C. In the file footer

D. In the directory entry

Correct Answer: D

QUESTION 14

To later verify the contents of an evidence file? 7TRODWHUYHULNWKHFRQWHQWVRIDQHYLGHQFHILOH
A. EnCase writes a CRC value for every 64 sectors copied.

B. EnCase writes an MD5 hash value for every 32 sectors copied.

C. EnCase writes an MD5 hash value every 64 sectors copied.

D. EnCase writes a CRC value for every 128 sectors copied.

Correct Answer: A

QUESTION 15
During the power-up sequence, which of the following happens first?

A. The BIOS on an add-in card is executed.
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B. The boot sector is located on the hard drive.
C. The ower On Self-Test.? 7KH ? RZHU2Q6HOI7THVW

D. The floppy drive is checked for a diskette.

Correct Answer: C
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