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QUESTION 1

Hash libraries are commonly used to: 

A. Compare a file header to a file extension. 

B. Identify files that are already known to the user. 

C. Compare one hash set with another hash set. 

D. Verify the evidence file. 

Correct Answer: B 

 

QUESTION 2

To later verify the contents of an evidence file 7RODWHUYHULI\WKHFRQWHQWVRIDQHYLGHQFHILOH 

A. EnCase writes a CRC value for every 64 sectors copied. 

B. EnCase writes a CRC value for every 128 sectors copied. 

C. EnCase writes an MD5 hash value every 64 sectors copied. 

D. EnCase writes an MD5 hash value for every 32 sectors copied. 

Correct Answer: A 

 

QUESTION 3

Assume that MyNote.txt has been deleted. The FAT file system directory entry for that file has been overwritten. The
data for MyNote.txt is now: 

A. Overwritten 

B. Allocated 

C. Cross-linked 

D. Unallocated 

Correct Answer: D 

 

QUESTION 4

For an EnCase evidence file acquired with a hash value to pass verification, which of the following must be true? 

A. The MD5 hash value must verify. 
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B. The CRC values must verify. 

C. The CRC values and the MD5 hash value both must verify. 

D. Either the CRC or MD5 hash values must verify. 

Correct Answer: C 

 

QUESTION 5

The first sector on a hard drive is called the: 

A. Master file table 

B. Master boot record 

C. Volume boot record 

D. Volume boot sector 

Correct Answer: B 

 

QUESTION 6

A hard drive was imaged using EnCase. The original drive was placed into evidence. The restore feature was used to
make a copy of the original hard drive. EnCase verifies the restored copy using: 

A. An MD5 hash 

B. A 32 bit CRC 

C. Nothing. Restored volumes are not verified. 

D. A running log 

Correct Answer: A 

 

QUESTION 7

The signature table data is found in which of the following files? 

A. The evidence file 

B. The configuration FileSignatures.ini file 

C. All of the above 

D. The case file 

Correct Answer: B 
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QUESTION 8

A restored floppy diskette will have the same hash value as the original diskette. 

A. True 

B. False 

Correct Answer: A 

 

 

QUESTION 9

EnCase can make an image of a USB flash drive. 

A. False 

B. True 

Correct Answer: B 

 

 

QUESTION 10

A hash set would most accurately be described as: 

A. A group of hash libraries organized by category. 

B. A group of hash values that can be added to the hash library. 

C. A table of file headers and extensions. 

D. Botha and b. 

Correct Answer: B 

 

QUESTION 11

The EnCase default export folder is: 

A. A case-specific setting that cannot be changed. 

B. A case-specific setting that can be changed. 

C. A global setting that can be changed. 

D. A global setting that cannot be changed. 
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Correct Answer: B 

 

QUESTION 12

To undelete a file in the FAT file system, EnCase computes the number of _______ the file will use based on the file
______. 

A. Clusters;starting extent 

B. Sectors;starting extent 

C. Clusters;file size 

D. Sectors;file size 

Correct Answer: C 

 

QUESTION 13

The EnCase methodology dictates that the lab drive for evidence have a __________ prior to making an image. 

A. FAT 16 partition 

B. NTFS partition 

C. unique volume label 

D. bare, unused partition 

Correct Answer: C 

 

QUESTION 14

The following keyword was typed in exactly as shown. Choose the answer(s) that would result. All search criteria have
default settings. Speed and Meth 

A. Meth 

B. Meth Speed 

C. Speed andMeth 

D. Speed 

Correct Answer: C 

 

QUESTION 15

A CPU is: 
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A. A chip that would be considered the brain of a computer, which is installed on a motherboard. 

B. A Central Programming Unit. 

C. A motherboard with all required devices connected. 

D. An entire computer box, not including the monitor and other attached peripheral devices. 

Correct Answer: A 
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