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QUESTION 1

Which of the following types of software is MOST effective for tracking and communicating time spent on tasks for each
team member? 

A. Spreadsheet 

B. Collaborative workspace 

C. Project management 

D. Personal information management 

Correct Answer: C 

 

QUESTION 2

Which of the following describes the concept of a database record? 

A. A collection of rows, columns, and constraints 

B. A collection of fields about the same object 

C. A collection of schemas within the same database 

D. A collection of tables within different schemas 

Correct Answer: B 

 

QUESTION 3

Which of the following would be the easiest component to upgrade on a laptop that is experiencing slow performance? 

A. Motherboard 

B. GPU 

C. RAM 

D. CPU 

Correct Answer: C 

 

QUESTION 4

A technician is troubleshooting a problem. The technician tests the theory and determines the theory is confirmed.
Which of the following should be the technician\\'s NEXT step? 

A. Implement the solution. 
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B. Document lessons learned. 

C. Establish a plan of action. 

D. Verify full system functionality. 

Correct Answer: C 

 

QUESTION 5

Which of the following internet service types requires filters to be installed on telephone lines at the location? 

A. Fiber 

B. DSL 

C. Cable 

D. Satellite 

Correct Answer: B 

 

QUESTION 6

A security administrator needs to set up multifactor authentication for a cloud application. Which of the following should
the administrator use to establish an authentication process? (Choose two.) 

A. Logs 

B. Password 

C. Receipt 

D. Encryption 

E. Database 

F. Software token 

Correct Answer: BF 

 

QUESTION 7

A technician is installing a new wireless network and wants to secure the wireless network to prevent unauthorized
access. Which of the following protocols would be the MOST secure? 

A. WPA 

B. SSID 

C. WEP 
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D. WPA2 

Correct Answer: D 

 

QUESTION 8

Which of the following is the most secure filesystem? 

A. FAT32 

B. NFS 

C. NTFS 

D. exFAT 

Correct Answer: C 

 

QUESTION 9

A network technician needs to ensure data on a network drive is fully backed up. Which of the following backups should
the technician implement? 

A. Database 

B. Web server 

C. File 

D. Operating system 

Correct Answer: C 

 

QUESTION 10

Which of the following is an example of multifactor authentication? 

A. Password and passphrase 

B. Fingerprint and retina scan 

C. Hardware token and smartphone 

D. Smart card and PIN 

Correct Answer: D 

 

QUESTION 11
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A user replaced the external speakers for a workstation, but the new speakers are not producing sound. Which of the
following is MOST likely the issue? 

A. The speakers are plugged into the microphone port 

B. The user did not install batteries into the speakers 

C. The sound card is not enabled in Device Manager 

D. The user did not complete the software setup 

Correct Answer: A 

 

 

QUESTION 12

Which of the following tasks is typically performed during the identification phase of the troubleshooting methodology? 

A. Question users. 

B. Verify functionality. 

C. Divide and conquer. 

D. Implement the solution. 

Correct Answer: A 

 

QUESTION 13

Which of the following is the BEST option for a developer to use when storing the months of a year and when
performance is a key consideration? 

A. Array 

B. Vector 

C. List 

D. String 

Correct Answer: A 

 

QUESTION 14

Which of the following security concepts reduces the chance of an on-path attack? 

A. Availability 

B. Integrity 
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C. Performance 

D. Confidentiality 

Correct Answer: D 

Integrity, in the context of security, involves ensuring that data is not tampered with during transmission or storage. By
maintaining the integrity of data, you reduce the chance of an on-path attack where an attacker attempts to alter or
manipulate data as it travels between two points. This concept helps protect the data\\'s accuracy and reliability, which
is crucial for security. Availability, performance, and confidentiality are also essential security concepts but are not
directly related to reducing on-path attack risks. 

 

QUESTION 15

During a power outage, a server with redundant power supplies shuts down despite being connected to a UPS. The
technician determines that the UPS has failed and replaces it. The technician then separates the power supplies to
connect them to two separate UPSs. Which of the following troubleshooting steps did the technician just accomplish? 

A. Implement preventive measures. 

B. Establish a plan of action. 

C. Document findings/lessons learned. 

D. Test the theory to determine the cause. 

Correct Answer: A 

The technician actually took action rather than making the plans to do so. A is correct due to the implementation If he
didn\\'t already do that it would have been the plan 
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