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QUESTION 1

Which level of parameter assumes the highest precedence in BIG-IP ASM System processing logic? 

A. Flow 

B. Object 

C. Global 

D. URL 

Correct Answer: A 

 

QUESTION 2

Which of the following is a language used for content provided by a web server to a web client? 

A. FTP 

B. TCP 

C. HTTP 

D. HTML 

Correct Answer: D 

 

QUESTION 3

A request is sent to the BIG-IP ASM System that generates a Length error violation. Which of the following length types
provides a valid learning suggestion? (Choose 3) 

A. URL 

B. Cookie 

C. Response 

D. POST data 

E. Query string 

Correct Answer: ADE 

 

QUESTION 4

An HTTP class is available 
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A. on any BIG-IP LTM system 

B. only when ASM is licensed. 

C. only when ASM or WA are licensed. 

D. only when a specific license key is required. 

Correct Answer: A 

 

QUESTION 5

Which events are valid iRule events triggered by BIG-IP ASM processing? (Choose 2) 

A. ASM_REQUEST_BLOCKING 

B. ASM_REQUEST_ACCEPTED 

C. ASM_REQUEST_VIOLATION 

D. ASM_RESPONSE_BLOCKING 

Correct Answer: AC 

 

QUESTION 6

The Web Application Security Administrator user role can perform which of the following functions? (Choose 2) 

A. Modify HTTP class profiles 

B. Create new HTTP class profiles 

C. Create new Attack signature sets 

D. Assign HTTP class profiles to virtual servers 

E. Configure Advanced options within the BIG-IP ASM System 

Correct Answer: CE 

 

QUESTION 7

Which of the following is correct regarding static parameters? 

A. A static parameter is stored in a frame cookie. 

B. A static parameter is pre-defined by the web application logic. 

C. A static parameter is learned only by using the Deployment Wizard. 

D. A static parameter is mapped once when creating the application flow model. 
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Correct Answer: B 

 

QUESTION 8

A security audit has determined that your web application is vulnerable to a cross-site scripting attack. Which of the
following measures are appropriate when building a security policy? (Choose 2) 

A. Cookie length must be restricted to 1024 bytes. 

B. Attack signature sets must be applied to any user input parameters. 

C. Parameter data entered for explicit objects must be checked for minimum and maximum values. 

D. Parameter data entered for flow-level parameters must allow some meta-characters but not others. 

Correct Answer: BD 

 

QUESTION 9

When initially configuring the BIG-IP System using the config tool, which of the following parameters can be configured?
(Choose 3) 

A. System hostname 

B. Netmask of the management port 

C. IP address of the management port 

D. Default route of the management port 

E. Port lockdown of the management port 

Correct Answer: BCD 

 

QUESTION 10

Which of the following are properties of an ASM logging profile? (Choose 2) 

A. storage type 

B. storage filter 

C. storage policy 

D. web application 

Correct Answer: AB 
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