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QUESTION 1

Jason has set up a honeypot environment by creating a DMZ that has no physical or logical access to his production
network. In this honeypot, he has placed a server running Windows Active Directory. He has also placed a Web server
in the DMZ that services a number of web pages that offer visitors a chance to download sensitive information by
clicking on a button. A week later, Jason finds in his network logs how an intruder accessed the honeypot and
downloaded sensitive information. Jason uses the logs to try and prosecute the intruder for stealing sensitive corporate
information. Why will this not be viable? 

A. Entrapment 

B. Enticement 

C. Intruding into a honeypot is not illegal 

D. Intruding into a DMZ is not illegal 

Correct Answer: A 

 

QUESTION 2

The following excerpt is taken from a honeypot log. The log captures activities across three days. 

There are several intrusion attempts; however, a few are successful. 

(Note: The objective of this question is to test whether the student can read basic information from log 

entries and interpret the nature of attack.) 

Apr 24 14:46:46 [4663]: spp_portscan: portscan detected from 194.222.156.169 

Apr 24 14:46:46 [4663]: IDS27/FIN Scan: 194.222.156.169:56693 -> 172.16.1.107:482 

Apr 24 18:01:05 [4663]: IDS/DNS-version-query: 212.244.97.121:3485 -> 172.16.1.107:53 

Apr 24 19:04:01 [4663]: IDS213/ftp-passwd-retrieval: 194.222.156.169:1425 -> 172.16.1.107:21 

Apr 25 08:02:41 [5875]: spp_portscan: PORTSCAN DETECTED from 24.9.255.53 

Apr 25 02:08:07 [5875]: IDS277/DNS-version-query: 63.226.81.13:4499 -> 172.16.1.107:53 

Apr 25 02:08:07 [5875]: IDS277/DNS-version-query: 63.226.81.13:4630 -> 172.16.1.101:53 

Apr 25 02:38:17 [5875]: IDS/RPC-rpcinfo-query: 212.251.1.94:642 -> 172.16.1.107:111 

Apr 25 19:37:32 [5875]: IDS230/web-cgi-space-wildcard: 198.173.35.164:4221 -> 172.16.1.107:80 

Apr 26 05:45:12 [6283]: IDS212/dns-zone-transfer: 38.31.107.87:2291 -> 172.16.1.101:53 

Apr 26 06:43:05 [6283]: IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53 

Apr 26 06:44:25 victim7 PAM_pwdb[12509]: (login) session opened for user simple by (uid=0) 
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Apr 26 06:44:36 victim7 PAM_pwdb[12521]: (su) session opened for user simon by simple(uid=506) 

Apr 26 06:45:34 [6283]: IDS175/socks-probe: 24.112.167.35:20 -> 172.16.1.107:1080 

Apr 26 06:52:10 [6283]: IDS127/telnet-login-incorrect: 172.16.1.107:23 -> 213.28.22.189:4558 

From the options given below choose the one which best interprets the following entry: 

Apr 26 06:43:05 [6283]: IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53 

A. An IDS evasion technique 

B. A buffer overflow attempt 

C. A DNS zone transfer 

D. Data being retrieved from 63.226.81.13 

Correct Answer: A 

 

QUESTION 3

You are running known exploits against your network to test for possible vulnerabilities. To test the strength of your virus
software, you load a test network to mimic your production network. Your software successfully blocks some simple
macro and encrypted viruses. You decide to really test the software by using virus code where the code rewrites itself
entirely and the signatures change from child to child, but the functionality stays the same. What type of virus is this that
you are testing? 

A. Polymorphic 

B. Metamorphic 

C. Oligomorhic 

D. Transmorphic 

Correct Answer: B 

 

QUESTION 4

In a FAT32 system, a 123 KB file will use how many sectors? 

A. 34 

B. 25 

C. 11 

D. 56 

Correct Answer: B 
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QUESTION 5

Why should you never power on a computer that you need to acquire digital evidence from? 

A. When the computer boots up, files are written to the computer rendering the data nclean 

B. When the computer boots up, the system cache is cleared which could destroy evidence 

C. When the computer boots up, data in the memory buffer is cleared which could destroy evidence 

D. Powering on a computer has no affect when needing to acquire digital evidence from it 

Correct Answer: A 

 

QUESTION 6

When obtaining a warrant, it is important to: 

A. particularlydescribe the place to be searched and particularly describe the items to be seized 

B. generallydescribe the place to be searched and particularly describe the items to be seized 

C. generallydescribe the place to be searched and generally describe the items to be seized 

D. particularlydescribe the place to be searched and generally describe the items to be seized 

Correct Answer: A 

 

QUESTION 7

An Expert witness give an opinion if: 

A. The Opinion, inferences or conclusions depend on special knowledge, skill or training not within the ordinary
experience of lay jurors 

B. To define the issues of the case for determination by the finder of fact 

C. To stimulate discussion between the consulting expert and the expert witness 

D. To deter the witness form expanding the scope of his or her investigation beyond the requirements of the case 

Correct Answer: A 

 

QUESTION 8

Jacob is a computer forensics investigator with over 10 years experience in investigations and has written over 50
articles on computer forensics. He has been called upon as a qualified witness to testify the accuracy and integrity of the
technical log files gathered in an investigation into computer fraud. What is the term used for Jacob testimony in this
case? 

A. Justification 
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B. Authentication 

C. Reiteration D. Certification 

Correct Answer: B 

 

QUESTION 9

An employee is attempting to wipe out data stored on a couple of compact discs (CDs) and digital video discs (DVDs)
by using a large magnet. You inform him that this method will not be effective in wiping out the data because CDs and
DVDs are ______________ media used to store large amounts of data and are not affected by the magnet. 

A. logical 

B. anti-magnetic 

C. magnetic 

D. optical 

Correct Answer: D 

 

QUESTION 10

What advantage does the tool Evidor have over the built-in Windows search? 

A. It can find deleted files even after they have been physically removed 

B. It can find bad sectors on the hard drive 

C. It can search slack space 

D. It can find files hidden within ADS 

Correct Answer: C 

 

QUESTION 11

When you carve an image, recovering the image depends on which of the following skills? 

A. Recognizing the pattern of the header content 

B. Recovering the image from a tape backup 

C. Recognizing the pattern of a corrupt file 

D. Recovering the image from the tape backup 

Correct Answer: A 
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QUESTION 12

How many sectors will a 125 KB file use in a FAT32 file system? 

A. 32 

B. 16 

C. 256 

D. 25 

Correct Answer: C 

 

QUESTION 13

Why should you note all cable connections for a computer you want to seize as evidence? 

A. to know what outside connections existed 

B. in case other devices were connected 

C. to know what peripheral devices exist 

D. to know what hardware existed 

Correct Answer: A 

 

QUESTION 14

John is working on his company policies and guidelines. The section he is currently working on covers company
documents; how they should be handled, stored, and eventually destroyed. John is concerned about the process
whereby outdated documents are destroyed. What type of shredder should John write in the guidelines to be used when
destroying documents? 

A. Strip-cut shredder 

B. Cross-cut shredder 

C. Cross-hatch shredder 

D. Cris-cross shredder 

Correct Answer: B 

 

QUESTION 15

Corporate investigations are typically easier than public investigations because: 

A. the users have standard corporate equipment and software 
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B. the investigator does not have to get a warrant 

C. the investigator has to get a warrant 

D. the users can load whatever they want on their machines 

Correct Answer: B 
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