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QUESTION 1

If a customer expects to ingest 2 million vulnerabilities during its initial load, which instance size should you
recommend?

AL

B. XL
C. XXL
D. Ultra

Correct Answer: C

QUESTION 2

Vulnerability Response can be best categorized as a , focused on identifying and remediating
vulnerabilities as early as possible.

A. A proactive process
B. An iterative process
C. A tentative process
D. A reactive process

Correct Answer: A

QUESTION 3

Which of the following provides a list of software weaknesses?
A. Third Party Entries

B. NVD

C.CWE

D. Vulnerable ltems

Correct Answer: C

Reference: https://docs.servicenow.com/bundle/newyork-security-
management/page/product/vulnerabilityresponse/task/view-vuln-libraries.html

QUESTION 4
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Which Vulnerability maturity level provides advanced owner assignment?
A. Enterprise risk trending

B. Automated prioritization

C. Manual operations
D. Improved remediation

Correct Answer: D

Level 0
Manual
Operations

Spreads ts
Emails

Limited visibility

Difficult reporiability

Long response times

Level 1
Automated
Prioritization

Integration with an
OO0B scanning tool

Automated
priontization,
grouping, and

assignment

Single system
of record

Improved visibility

Level 2
Improved
Remediation

Advanced owner
assignment

Integrated IT change
requests

Complete
vulnerability lifecycle
management

CMDB augmented by
scan data

Vulnerability Response Maturity

Reference: https://www.inry.com/security-and-risk/vulnerability-management

QUESTION 5

Level 3
Enterprise Risk
Trending

All scanners integrated

Advanced risk scores &
prioritization

Reporting &
dashboards with
advanced trending

Deferral & nsk
acceptance process

Enterprise risk visibility
with GRC integration

Increased efficiency and effectiveness

Which of the following is a common integration point between Vulnerability and GRC?
A. Security Incident Response

B. Change

C. Problem D. Risk Indicators

Correct Answer: A

Reference: https://community.servicenow.com/community?
id=community_questionandsys_id=84e0700fdb30bfc8fece0b55ca96190f
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QUESTION 6

Which one of the following record types can be considered the intersection of Vulnerability source information and
CMDB CI records?

A. Vulnerability

B. Vulnerability Task
C. CMDB_CI_Vuin

D. Vulnerable Item (VI)
Correct Answer: D

Reference: https://docs.servicenow.com/bundle/orlando-security-
management/page/product/vulnerabilityresponse/reference/vulnerable-item-fields.html

QUESTION 7

A list of software weaknesses is known as:

A. National Vulnerability Database (NVD)

B. Common Vulnerability and Exposure (CVE)

C. National Institute of Science and Technology (NIST)

D. Common Weaknesses Enumeration (CWE)

Correct Answer: D

Reference: https://docs.servicenow.com/bundle/orlando-security-management/page/product/vulnerability

response/concept/c_VulnerabilityResponse.html

QUESTION 8

In order for Vulnerability admins to configure integrations, they must have the following Role(s):
A. admin only

B. sn_vul.admin only

C. sn_vul.vulnerability_write

D. admin and sn_vul_qualys.admin

Correct Answer: B

Reference: https://docs.servicenow.com/bundle/newyork-security-
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management/page/product/vulnerabilityresponse/task/install-and-configure-vr.html

QUESTION 9

What type of data would the CIO/CISO want on the dashboard?
A. Aggregations for priority and workload

B. Drill-down to granularity

C. Single, clear indicators of organizational health

D. Up to the minute views

Correct Answer: C

QUESTION 10

To get useful reporting regarding the most vulnerable CI\\'s, which statement applies?
A. You must purchase a separate PA module

B. Your CI population must be huge

C. You must have good KPI\\'s defined

D. Your CMDB must be up to date and useful

Correct Answer: D
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