
https://www.certbus.com/cipm.html
2024 Latest certbus CIPM PDF and VCE dumps Download

 

 

 

CIPMQ&As

Certified Information Privacy Manager

Pass IAPP CIPM Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/cipm.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by IAPP
Official Exam Center

 

 

CIPM PDF Dumps | CIPM Exam Questions | CIPM Braindumps                              1 / 12

https://www.certbus.com/cipm.html
https://www.certbus.com/cipm.html
https://www.certbus.com/cipm.html


https://www.certbus.com/cipm.html
2024 Latest certbus CIPM PDF and VCE dumps Download

QUESTION 1

SCENARIO 

Please use the following to answer the next QUESTION: 

Martin Briseno is the director of human resources at the Canyon City location of the U.S. hotel chain Pacific Suites. In
1998, Briseno decided to change the hotel\\'s on-the-job mentoring model to a standardized training program for
employees who were progressing from line positions into supervisory positions. He developed a curriculum comprising a
series of lessons, scenarios, and assessments, which was delivered in-person to small groups. Interest in the training
increased, leading Briseno to work with corporate HR specialists and software engineers to offer the program in an
online format. The online program saved the cost of a trainer and allowed participants to work through the material at
their own pace. 

Upon hearing about the success of Briseno\\'s program, Pacific Suites corporate Vice President Maryanne Silva-Hayes
expanded the training and offered it company-wide. Employees who completed the program received certification as a
Pacific Suites Hospitality Supervisor. By 2001, the program had grown to provide industry-wide training. Personnel at
hotels across the country could sign up and pay to take the course online. As the program became increasingly
profitable, Pacific Suites developed an offshoot business, Pacific Hospitality Training (PHT). The sole focus of PHT was
developing and marketing a variety of online courses and course progressions providing a number of professional
certifications in the hospitality industry. 

By setting up a user account with PHT, course participants could access an information library, sign up for courses, and
take end-of-course certification tests. When a user opened a new account, all information was saved by default,
including the user\\'s name, date of birth, contact information, credit card information, employer, and job title. The
registration page offered an opt-out choice that users could click to not have their credit card numbers saved. Once a
user name and password were established, users could return to check their course status, review and reprint their
certifications, and sign up and pay for new courses. Between 2002 and 2008, PHT issued more than 700,000
professional certifications. 

PHT\\'s profits declined in 2009 and 2010, the victim of industry downsizing and increased competition from e- learning
providers. By 2011, Pacific Suites was out of the online certification business and PHT was dissolved. The training
program\\'s systems and records remained in Pacific Suites\\' digital archives, un-accessed and unused. Briseno and
Silva- Hayes moved on to work for other companies, and there was no plan for handling the archived data after the
program ended. After PHT was dissolved, Pacific Suites executives turned their attention to crucial day-to-day
operations. They planned to deal with the PHT materials once resources allowed. 

In 2012, the Pacific Suites computer network was hacked. Malware installed on the online reservation system exposed
the credit card information of hundreds of hotel guests. While targeting the financial data on the reservation site, hackers
also discovered the archived training course data and registration accounts of Pacific Hospitality Training\\'s customers.
The result of the hack was the exfiltration of the credit card numbers of recent hotel guests and the exfiltration of the
PHT database with all its contents. 

A Pacific Suites systems analyst discovered the information security breach in a routine scan of activity reports. Pacific
Suites quickly notified credit card companies and recent hotel guests of the breach, attempting to prevent serious harm.
Technical security engineers faced a challenge in dealing with the PHT data. 

PHT course administrators and the IT engineers did not have a system for tracking, cataloguing, and storing
information. Pacific Suites has procedures in place for data access and storage, but those procedures were not
implemented when PHT was formed. When the PHT database was acquired by Pacific Suites, it had no owner or
oversight. By the time technical security engineers determined what private information was compromised, at least
8,000 credit card holders were potential victims of fraudulent activity. How was Pacific Suites responsible for protecting
the sensitive information of its offshoot, PHT? 

A. As the parent company, it should have transferred personnel to oversee the secure handling of PHT\\'s data. 
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B. As the parent company, it should have performed an assessment of PHT\\'s infrastructure and confirmed complete
separation of the two networks. 

C. As the parent company, it should have ensured its existing data access and storage procedures were integrated into
PHT\\'s system. 

D. As the parent company, it should have replaced PHT\\'s electronic files with hard-copy documents stored securely on
site. 

Correct Answer: C 

 

 

QUESTION 2

SCENARIO 

Please use the following to answer the next QUESTION: 

For 15 years, Albert has worked at Treasure Box ?a mail order company in the United States (U.S.) that used to sell
decorative candles around the world, but has recently decided to limit its shipments to customers in the 48 contiguous
states. Despite his years of experience, Albert is often overlooked for managerial positions. His frustration about not
being promoted, coupled with his recent interest in issues of privacy protection, have motivated Albert to be an agent of
positive change. 

He will soon interview for a newly advertised position, and during the interview, Albert plans on making executives
aware of lapses in the company\\'s privacy program. He feels certain he will be rewarded with a promotion for
preventing negative consequences resulting from the company\\'s outdated policies and procedures. 

For example, Albert has learned about the AICPA (American Institute of Certified Public Accountans)/CICA (Canadian
Institute of Chartered Accountants) Privacy Maturity Model (PMM). Albert thinks the model is a useful way to measure
Treasure Box\\'s ability to protect personal data. Albert has noticed that Treasure Box fails to meet the requirements of
the highest level of maturity of this model; at his interview, Albert will pledge to assist the company with meeting this
level in order to provide customers with the most rigorous security available. 

Albert does want to show a positive outlook during his interview. He intends to praise the company\\'s commitment to
the security of customer and employee personal data against external threats. However, Albert worries about the high
turnover rate within the company, particularly in the area of direct phone marketing. He sees many unfamiliar faces
every day who are hired to do the marketing, and he often hears complaints in the lunch room regarding long hours and
low pay, as well as what seems to be flagrant disregard for company procedures. 

In addition, Treasure Box has had two recent security incidents. The company has responded to the incidents with
internal audits and updates to security safeguards. However, profits still seem to be affected and anecdotal evidence
indicates that many people still harbor mistrust. Albert wants to help the company recover. He knows there is at least
one incident the public in unaware of, although Albert does not know the details. He believes the company\\'s insistence
on keeping the incident a secret could be a further detriment to its reputation. One further way that Albert wants to help
Treasure Box regain its stature is by creating a toll-free number for customers, as well as a more efficient procedure for
responding to customer concerns by postal mail. 

In addition to his suggestions for improvement, Albert believes that his knowledge of the company\\'s recent business
maneuvers will also impress the interviewers. For example, Albert is aware of the company\\'s intention to acquire a
medical supply company in the coming weeks. 

With his forward thinking, Albert hopes to convince the managers who will be interviewing him that he is right for the
job. 
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What is one important factor that Albert fails to consider regarding Treasure Box\\'s response to their recent security
incident? 

A. Who has access to the data 

B. What the nature of the data is 

C. How data at the company is collected 

D. How long data at the company is kept 

Correct Answer: D 

 

QUESTION 3

SCENARIO 

Please use the following to answer the next QUESTION: 

Henry Home Furnishings has built high-end furniture for nearly forty years. However, the new owner, Anton, has found
some degree of disorganization after touring the company headquarters. His uncle Henry had always focused on
production ?not data processing ?and Anton is concerned. In several storage rooms, he has found paper files, disks,
and old computers that appear to contain the personal data of current and former employees and customers. Anton
knows that a single break-in could irrevocably damage the company\\'s relationship with its loyal customers. He intends
to set a goal of guaranteed zero loss of personal information. 

To this end, Anton originally planned to place restrictions on who was admitted to the physical premises of the company.
However, Kenneth ?his uncle\\'s vice president and longtime confidante ?wants to hold off on Anton\\'s idea in favor of
converting any paper records held at the company to electronic storage. Kenneth believes this process would only take
one or two years. Anton likes this idea; he envisions a password- protected system that only he and Kenneth can
access. 

Anton also plans to divest the company of most of its subsidiaries. Not only will this make his job easier, but it will
simplify the management of the stored data. The heads of subsidiaries like the art gallery and kitchenware store down
the street will be responsible for their own information management. Then, any unneeded subsidiary data still in
Anton\\'s possession can be destroyed within the next few years. 

After learning of a recent security incident, Anton realizes that another crucial step will be notifying customers. Kenneth
insists that two lost hard drives in Question are not cause for concern; all of the data was encrypted and not sensitive in
nature. Anton does not want to take any chances, however. He intends on sending notice letters to all employees and
customers to be safe. 

Anton must also check for compliance with all legislative, regulatory, and market requirements related to privacy
protection. Kenneth oversaw the development of the company\\'s online presence about ten years ago, but Anton is not
confident about his understanding of recent online marketing laws. Anton is assigning another trusted employee with a
law background the task of the compliance assessment. After a thorough analysis, Anton knows the company should be
safe for another five years, at which time he can order another check. 

Documentation of this analysis will show auditors due diligence. 

Anton has started down a long road toward improved management of the company, but he knows the effort is worth it.
Anton wants his uncle\\'s legacy to continue for many years to come. 

Which of Anton\\'s plans for improving the data management of the company is most unachievable? 
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A. His initiative to achieve regulatory compliance. 

B. His intention to transition to electronic storage. 

C. His objective for zero loss of personal information. 

D. His intention to send notice letters to customers and employees. 

Correct Answer: A 

 

QUESTION 4

Rationalizing requirements in order to comply with the various privacy requirements required by applicable law and
regulation does NOT include which of the following? 

A. Harmonizing shared obligations and privacy rights across varying legislation and/or regulators. 

B. Implementing a solution that significantly addresses shared obligations and privacy rights. 

C. Applying the strictest standard for obligations and privacy rights that doesn\\'t violate privacy laws elsewhere. 

D. Addressing requirements that fall outside the common obligations and rights (outliers) on a case-by-case basis. 

Correct Answer: C 

 

QUESTION 5

SCENARIO Please use the following to answer the next QUESTION: Henry Home Furnishings has built high-end
furniture for nearly forty years. However, the new owner, Anton, has found some degree of disorganization after touring
the company headquarters. His uncle Henry had always focused on 

production ?not data processing ?and Anton is concerned. In several storage rooms, he has found paper files, disks,
and old computers that appear to contain the personal data of current and former employees and customers. Anton
knows that a single break-in could irrevocably damage the company\\'s 

relationship with its loyal customers. He intends to set a goal of guaranteed zero loss of personal information. 

To this end, Anton originally planned to place restrictions on who was admitted to the physical premises of the company.
However, Kenneth ?his uncle\\'s vice president and longtime confidante ?wants to hold off on Anton\\'s idea in favor of 

converting any paper records held at the company to electronic storage. Kenneth believes this process would only take
one or two years. Anton likes this idea; he envisions a password- protected system that only he and Kenneth can
access. 

Anton also plans to divest the company of most of its subsidiaries. Not only will this make his job easier, but it will
simplify the management of the stored data. The heads of subsidiaries like the art gallery and kitchenware store down
the street 

will be responsible for their own information management. Then, any unneeded subsidiary data still in Anton\\'s
possession can be destroyed within the next few years. 

After learning of a recent security incident, Anton realizes that another crucial step will be notifying customers. Kenneth
insists that two lost hard drives in Question are not cause for concern; all of the data was encrypted and not sensitive in 
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nature. Anton does not want to take any chances, however. He intends on sending notice letters to all employees and
customers to be safe. 

Anton must also check for compliance with all legislative, regulatory, and market requirements related to privacy
protection. Kenneth oversaw the development of the company\\'s online presence about ten years ago, but Anton is not
confident about his understanding of recent online marketing laws. Anton is assigning another trusted employee with a
law background the task of the compliance assessment. After a thorough analysis, Anton knows the company should be
safe for another five years, at which time he can order another check. 

Documentation of this analysis will show auditors due diligence. 

Anton has started down a long road toward improved management of the company, but he knows the effort is worth it.
Anton wants his uncle\\'s legacy to continue for many years to come. 

Which important principle of Data Lifecycle Management (DLM) will most likely be compromised if Anton executes his
plan to limit data access to himself and Kenneth? 

A. Practicing data minimalism. 

B. Ensuring data retrievability. 

C. Implementing clear policies. 

D. Ensuring adequacy of infrastructure. 

Correct Answer: A 

 

QUESTION 6

A Data Privacy Officer (DPO) who posts privacy message reminders on posters and on company video screens
throughout the office to reinforce the organization\\'s privacy message is furthering which organizational program? 

A. Public Service. 

B. Awareness. 

C. Training. 

D. Ethics. 

Correct Answer: B  

 

QUESTION 7

SCENARIO 

Please use the following to answer the next question: 

Felicity is the Chief Executive Officer (CEO) of an international clothing company that does business in several
countries, including the United States (U.S.), the United Kingdom (UK), and Canada. For the first five years under
Felicity\\'s 

leadership, the company was highly successful due its higher profile on the Internet via target advertising and the use of
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social media. However, business has dropped in recent months, and Felicity is looking to cut costs across all 

departments. 

She has prepared to meet with the Chief Information Officer (CIO), Jin, who is also head of the company\\'s privacy
program. 

After reviewing many of Jin\\'s decisions, Felicity firmly believes that, although well-intentioned, Jin overspends
company resources. Felicity has taken several notes on ways she believes the company can spend less money trying to
uphold its 

privacy mission. First, Felicity intends to discuss the size of the company\\'s information security budget with Jin. Felicity
proposes to streamline information security by putting it solely within the purview of the company\\'s Information
Technology 

(IT) experts, since personal data within the company is stored electronically. 

She is also perplexed by the Privacy Impact Assessments (PIAs) Jin facilitated at some of the company\\'s locations. Jin
carefully documented the approximate amount of man-hours the PIAs took to complete, and Felicity is astounded at the 

amount. She cannot understand why so much time has been spent on sporadic PIAs. 

Felicity has also recently received complaints from employees, including mid-level managers, about the great burden of
paperwork necessary for documenting employee compliance with the company\\'s privacy policy. She hopes Jin can
propose cheaper, more efficient ways of monitoring compliance. In Felicity\\'s view, further evidence of Jin\\'s
overzealousness is his insistence on monitoring third-party processors for their observance of the company\\'s privacy
policy. New staff members seem especially overwhelmed. Despite the consistent monitoring, two years ago the
company had to pay remediation costs after a security breach of a processor\\'s data system. Felicity wonders whether
processors can be held contractually liable for the costs of any future breaches. 

Last in Felicity\\'s notes is a reminder to discuss Jin\\'s previous praise for the company\\'s independent ethics function
within the Human Resources (HR) department. Felicity believes that much company time could be saved if the Ethics
Officer position were done away with, and that any ethical concerns were simply brought directly to the executive
leadership of the company. 

Although Felicity questions many of Jin\\'s decisions, she hopes that their meeting will be productive and that Jin, who is
widely respected throughout the company, will help the company save money. Felicity believes that austerity is the only
way forward. 

How could Jin address Felicity\\'s desire to update the privacy program without increasing organizational risk? 

A. By merging selected departments. 

B. By easing penalties for employees. 

C. By enacting fewer privacy program rules. 

D. By automating some privacy program processes. 

Correct Answer: D 

 

 

QUESTION 8
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As a Data Protection Officer, one of your roles entails monitoring changes in laws and regulations and updating policies
accordingly. 

How would you most effectively execute this responsibility? 

A. Consult an external lawyer. 

B. Regularly engage regulators. 

C. Attend workshops and interact with other professionals. 

D. Subscribe to email list-serves that report on regulatory changes. 

Correct Answer: D 

 

QUESTION 9

Which of the following is least relevant to establishing a culture of data privacy at a company? 

A. Monitoring compliance. 

B. Adherence to ISO 27001. 

C. Deploying training and awareness. 

D. Deploying training and awareness. 

Correct Answer: C 

 

 

QUESTION 10

In privacy protection, what is a "covered entity"? 

A. Personal data collected by a privacy organization. 

B. An organization subject to the privacy provisions of HIPAA. 

C. A privacy office or team fully responsible for protecting personal information. 

D. Hidden gaps in privacy protection that may go unnoticed without expert analysis. 

Correct Answer: B 

 

QUESTION 11

What is a key feature of the privacy metric template adapted from the National Institute of Standards and Technology
(NIST)? 

A. It provides suggestions about how to collect and measure data. 
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B. It can be tailored to an organization\\'s particular needs. 

C. It is updated annually to reflect changes in government policy. 

D. It is focused on organizations that do business internationally. 

Correct Answer: A 

 

QUESTION 12

Why were the nongovernmental privacy organizations, Electronic Frontier Foundation (EFF) and Electronic Privacy
Information Center (EPIC), established? 

A. To promote consumer confidence in the Internet industry. 

B. To improve the user experience during online shopping. 

C. To protect civil liberties and raise consumer awareness. 

D. To promote security on the Internet through strong encryption. 

Correct Answer: C 

Reference: https://en.wikipedia.org/wiki/Electronic_Privacy_Information_Center 

 

QUESTION 13

SCENARIO Please use the following to answer the next QUESTION: Natalia, CFO of the Nationwide Grill restaurant
chain, had never seen her fellow executives so anxious. Last week, a data processing firm used by the company
reported that its system may have been hacked, and customer data such as 

names, addresses, and birthdays may have been compromised. Although the attempt was proven unsuccessful, the
scare has prompted several Nationwide Grill executives to Question the company\\'s privacy program at today\\'s
meeting. 

Alice, a vice president, said that the incident could have opened the door to lawsuits, potentially damaging Nationwide
Grill\\'s market position. The Chief Information Officer (CIO), Brendan, tried to assure her that even if there had been an
actual breach, the chances of a successful suit against the company were slim. But Alice remained unconvinced.
Spencer ?a former CEO and currently a senior advisor ?said that he had always warned against the use of contractors
for data processing. At the very least, he argued, they should be held contractually liable for telling customers about
any 

security incidents. In his view, Nationwide Grill should not be forced to soil the company name for a problem it did not
cause. 

One of the business development (BD) executives, Haley, then spoke, imploring everyone to see reason. 

"Breaches can happen, despite organizations\\' best efforts," she remarked. "Reasonable preparedness is key." She
reminded everyone of the incident seven years ago when the large grocery chain Tinkerton\\'s had its financial
information 

compromised after a large order of Nationwide Grill frozen dinners. As a long-time BD executive with a solid
understanding of Tinkerton\\'s\\'s corporate culture, built up through many years of cultivating relationships, Haley was
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able to 

successfully manage the company\\'s incident response. 

Spencer replied that acting with reason means allowing security to be handled by the security functions within the
company ?not BD staff. In a similar way, he said, Human Resources (HR) needs to do a better job training employees
to 

prevent incidents. He pointed out that Nationwide Grill employees are overwhelmed with posters, emails, and memos
from both HR and the ethics department related to the company\\'s privacy program. Both the volume and the
duplication of 

information means that it is often ignored altogether. 

Spencer said, "The company needs to dedicate itself to its privacy program and set regular in-person trainings for all
staff once a month." 

Alice responded that the suggestion, while well-meaning, is not practical. With many locations, local HR departments
need to have flexibility with their training schedules. 

Silently, Natalia agreed. 

The senior advisor, Spencer, has a misconception regarding? 

A. The amount of responsibility that a data controller retains. 

B. The appropriate role of an organization\\'s security department. 

C. The degree to which training can lessen the number of security incidents. 

D. The role of Human Resources employees in an organization\\'s privacy program. 

Correct Answer: C 

 

QUESTION 14

SCENARIO 

Please use the following to answer the next QUESTION: 

Martin Briseno is the director of human resources at the Canyon City location of the U.S. hotel chain Pacific Suites. In
1998, Briseno decided to change the hotel\\'s on-the-job mentoring model to a standardized training program for
employees 

who were progressing from line positions into supervisory positions. He developed a curriculum comprising a series of
lessons, scenarios, and assessments, which was delivered in-person to small groups. Interest in the training increased, 

leading Briseno to work with corporate HR specialists and software engineers to offer the program in an online format.
The online program saved the cost of a trainer and allowed participants to work through the material at their own pace. 

Upon hearing about the success of Briseno\\'s program, Pacific Suites corporate Vice President Maryanne Silva-Hayes
expanded the training and offered it company-wide. Employees who completed the program received certification as a 

Pacific Suites Hospitality Supervisor. By 2001, the program had grown to provide industry-wide training. Personnel at
hotels across the country could sign up and pay to take the course online. As the program became increasingly
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profitable, 

Pacific Suites developed an offshoot business, Pacific Hospitality Training (PHT). The sole focus of PHT was
developing and marketing a variety of online courses and course progressions providing a number of professional
certifications in 

the hospitality industry. 

By setting up a user account with PHT, course participants could access an information library, sign up for courses, and
take end-of-course certification tests. When a user opened a new account, all information was saved by default,
including 

the user\\'s name, date of birth, contact information, credit card information, employer, and job title. The registration
page offered an opt-out choice that users could click to not have their credit card numbers saved. Once a user name
and 

password were established, users could return to check their course status, review and reprint their certifications, and
sign up and pay for new courses. Between 2002 and 2008, PHT issued more than 700,000 professional certifications. 

PHT\\'s profits declined in 2009 and 2010, the victim of industry downsizing and increased competition from e- learning
providers. By 2011, Pacific Suites was out of the online certification business and PHT was dissolved. The training 

program\\'s systems and records remained in Pacific Suites\\' digital archives, un-accessed and unused. Briseno and
Silva- Hayes moved on to work for other companies, and there was no plan for handling the archived data after the
program 

ended. After PHT was dissolved, Pacific Suites executives turned their attention to crucial day-to-day operations. They
planned to deal with the PHT materials once resources allowed. 

In 2012, the Pacific Suites computer network was hacked. Malware installed on the online reservation system exposed
the credit card information of hundreds of hotel guests. While targeting the financial data on the reservation site,
hackers 

also discovered the archived training course data and registration accounts of Pacific Hospitality Training\\'s customers.
The result of the hack was the exfiltration of the credit card numbers of recent hotel guests and the exfiltration of the
PHT 

database with all its contents. 

A Pacific Suites systems analyst discovered the information security breach in a routine scan of activity reports. Pacific
Suites quickly notified credit card companies and recent hotel guests of the breach, attempting to prevent serious harm. 

Technical security engineers faced a challenge in dealing with the PHT data. 

PHT course administrators and the IT engineers did not have a system for tracking, cataloguing, and storing
information. Pacific Suites has procedures in place for data access and storage, but those procedures were not
implemented when 

PHT was formed. When the PHT database was acquired by Pacific Suites, it had no owner or oversight. By the time
technical security engineers determined what private information was compromised, at least 8,000 credit card holders
were 

potential victims of fraudulent activity. 

How would a strong data life cycle management policy have helped prevent the breach? 

A. Information would have been ranked according to importance and stored in separate locations 
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B. The most sensitive information would have been immediately erased and destroyed 

C. The most important information would have been regularly assessed and tested for security 

D. Information would have been categorized and assigned a deadline for destruction 

Correct Answer: D 

 

 

QUESTION 15

SCENARIO 

Please use the following to answer the next QUESTION: 

Ben works in the IT department of IgNight, Inc., a company that designs lighting solutions for its clients. Although
IgNight\\'s customer base consists primarily of offices in the US, some individuals have been so impressed by the
unique 

aesthetic and energy-saving design of the light fixtures that they have requested IgNight\\'s installations in their homes
across the globe. 

One Sunday morning, while using his work laptop to purchase tickets for an upcoming music festival, Ben happens to
notice some unusual user activity on company files. From a cursory review, all the data still appears to be where it is
meant 

to be but he can\\'t shake off the feeling that something is not right. He knows that it is a possibility that this could be a
colleague performing unscheduled maintenance, but he recalls an email from his company\\'s security team reminding
employees to be on alert for attacks from a known group of malicious actors specifically targeting the industry. Ben is a
diligent employee and wants to make sure that he protects the company but he does not want to bother his hard-
working colleagues on the weekend. He is going to discuss the matter with this manager first thing in the morning but 

wants to be prepared so he can demonstrate his knowledge in this area and plead his case for a promotion. If this were
a data breach, how is it likely to be categorized? 

A. Availability Breach. 

B. Authenticity Breach. 

C. Confidentiality Breach. 

D. Integrity Breach. 

Correct Answer: C 
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