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QUESTION 1

Which of the following is the GREATEST benefit of adopting data minimization practices?

A. Storage and encryption costs are reduced.

B. Data retention efficiency is enhanced.

C. The associated threat surface is reduced.

D. Compliance requirements are met.

Correct Answer: B

Unfortunately, the financial liability portion of retained personal information rarely shows up on an organization\\'s
financial balance sheet. And yet it is indeed a liability: the impact on an organization when cybercriminals steal that
information or when the information is misused is real, in the form of breach response costs, the costs related to

reducing harm inflicted on affected parties (think of credit monitoring services, a frequent remedy for stolen credit card
numbers), fines from governmental regulators, and the occasional class-action lawsuit.

QUESTION 2

Which of the following would BEST enable a data warehouse to limit access to individual database objects?
A. Private storage volumes

B. Virtual private database

C. Database privacy firewall

D. Data control dictionary

Correct Answer: D

QUESTION 3

From a privacy perspective, it is MOST important to ensure data backups are:
A. encrypted.

B. differential.

C. incremental.

D. pseudonymized.

Correct Answer: A

QUESTION 4
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Which of the following is the MOST important consideration when choosing a method for data destruction?
A. Granularity of data to be destroyed

B. Time required for the chosen method of data destruction

C. Validation and certification of data destruction

D. Level and strength of current data encryption

Correct Answer: A

QUESTION 5

Which of the following system architectures BEST supports anonymity for data transmission?
A. Client-server

B. Plug-in-based

C. Front-end

D. Peer-to-peer

Correct Answer: B

QUESTION 6

Which of the following is MOST important to consider when managing changes to the provision of services by a third
party that processes personal data?

A. Changes to current information architecture
B. Updates to data life cycle policy

C. Business impact due to the changes

D. Modifications to data quality standards
Correct Answer: B

Reference: https://www.isaca.org/resources/isaca-journall/issues/2017/volume-6/a-riskbased-management-approach-to-
thirdparty-data-security-risk-and-compliance

QUESTION 7

Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger
access control to systems containing patient records?

A. Limited functions and capabilities of a secured operating environment
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B. Monitored network activities for unauthorized use
C. Improved data integrity and reduced effort for privacy audits
D. Unlimited functionalities and highly secured applications

Correct Answer: B

QUESTION 8

An organization wants to implement a cloud application with a REST application programming interface (API). Which of
the following BEST protects against unauthorized access to the API?

A. Use of a trusted API framework

B. Restriction of API access to whitelisted IP addresses
C. Access authentication via API key

D. Throttling of access requests to the API

Correct Answer: C

QUESTION 9

Using hash values with stored personal data BEST enables an organization to:
A. protect against unauthorized access.

B. tag the data with classification information.

C. ensure data indexing performance.

D. detect changes to the data.

Correct Answer: D

QUESTION 10

During which of the following system lifecycle stages is it BEST to conduct a privacy impact assessment (PIA) on a
system that holds personal data?

A. Functional testing

B. Development

C. Production

D. User acceptance testing (UAT)

Correct Answer: B
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QUESTION 11

Which of the following is the BEST way to limit the organization\\'s potential exposure in the event of consumer data loss
while maintaining the traceability of the data?

A. Encrypt the data at rest.

B. De-identify the data.

C. Use a unique hashing algorithm.
D. Require a digital signature.

Correct Answer: D

QUESTION 12

Which of the following is MOST important to address in a privacy policy with respect to big data repositories of sales
information?

A. Overall data management strategy
B. Encryption of data at rest

C. Transparency with customers

D. Retention of archived information

Correct Answer: A

QUESTION 13

Which of the following controls BEST mitigates the risk of unauthorized access to personal information via brute force
attacks through application programming interfaces (APIs)?

A. Authentication controls
B. Sufficient logging

C. Object level authorization
D. Mass assignment

Correct Answer: A

QUESTION 14
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Which of the following is the BEST control to secure application programming interfaces (APIs) that may contain
personal information?

A. Encrypting APIs with the organization\\'s private key

B. Requiring nondisclosure agreements (NDAs) when sharing APIs
C. Restricting access to authorized users

D. Sharing only digitally signed APIs

Correct Answer: C

QUESTION 15

To ensure security when accessing personal data from a corporate website, which of the following is a prerequisite to
implementing Hypertext Transfer Protocol Secure (HTTPS)?

A. Virtual private network (VPN)
B. Load balancer

C. Firewall

D. Transport Layer Security (TLS)

Correct Answer: D
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