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QUESTION 1

A user is receiving the error message "ITATS006E Station is suspended for User jsmith" when attempting to sign into
the Password Vault Web Access (PVWA). Which utility would a Vault administrator use to correct this problem? 

A. createcredfile.exe 

B. cavaultmanager.exe 

C. PrivateArk 

D. PVWA 

Correct Answer: C 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/MESSAGES/Application.htm 

 

QUESTION 2

What is the purpose of the password verify process? 

A. To test that CyberArk is storing accurate credentials for accounts. 

B. To change the password of an account according to organizationally defined password rules. 

C. To allow CyberArk to manage unknown or lost credentials. 

D. To generate a new complex password. 

Correct Answer: A 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Verifying-
Passwords.htm#:~:text=The%20CPM%20can%20verify%20password,manually%20by%20an%20authorized%20user 

 

QUESTION 3

Which of the following is NOT a use case for installing multiple Central Policy Managers (CPM)? 

A. A single CPM cannot accommodate the total number of accounts managed. 

B. Accounts are managed in multiple sites or VLANs protected by firewall. 

C. Reduce network traffic across WAN links. 

D. Provide load-balancing capabilities when managing passwords on target devices. 

Correct Answer: A 

 

QUESTION 4
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When a DR Vault Server becomes an active vault, it will automatically fail back to the original state once the Primary
Vault comes back online. 

A. True, this is the default behavior. 

B. False, this is not possible. 

C. True, if the AllowFailback setting is set to "yes" in the padr.ini file. 

D. True, if the AllowFailback setting is set to "yes" in the dbparm.ini file. 

Correct Answer: B 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Initiating-DR-Failback-to-
Production-Vault.htm 

 

QUESTION 5

Which of the following components can be used to create a tape backup of the Vault? 

A. Disaster Recovery 

B. Distributed Vaults 

C. Replicate 

D. High Availability 

Correct Answer: C 

 

QUESTION 6

If a transparent user matches two different directory mappings, how does the system determine which user template to
use? 

A. The system will use the template for the mapping listed first. 

B. The system will use the template for the mapping listed last. 

C. The system will grant all of the Vault authorizations from the two templates. 

D. The system will grant only the Vault authorizations that are listed in both templates. 

Correct Answer: A 

 

QUESTION 7

Access control to passwords is implemented by __________. 

A. Vault authorizations 
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B. Safe authorizations 

C. Master Policy 

D. platform settings 

Correct Answer: B 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Object-Level-Access-
Control.htm 

 

QUESTION 8

Which onboarding method is used to integrate CyberArk with the accounts provisioning process? 

A. Accounts Discovery 

B. Auto Detection 

C. Onboarding RestAPI functions 

D. PTA rules 

Correct Answer: B 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Provisioning-Accounts-
Automatically.htm 

 

QUESTION 9

Which of the following Privileged Session Management (PSM) solutions provide a detailed audit log of session
activities? 

A. PSM (i.e., launching connections by clicking on the connect button in the PVWA) 

B. PSM for Windows (previously known as RDP Proxy) 

C. PSM for SSH (previously known as PSM-SSH Proxy) 

D. All of the above 

Correct Answer: B 

Reference: https://www.cyberark.com/products/privileged-account-security-solution/privileged-session-manager/ https://
docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Configuring-the-Privileged-Session-
Management-Interface.htm 

 

QUESTION 10

Any user can monitor live sessions in real time when initiating RDP connection via Secure Connect through PSM. 
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A. True 

B. False 

Correct Answer: B 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Configuring-the-
Privileged-Session-Management-Interface.htm 

 

QUESTION 11

To support a fault tolerant and high-availability architecture, the Password Vault Web Access (PVWA) servers must to
be configured to communicate with the Primary Vault and Satellite Vaults. Which file needs to be changed on the PVWA
to enable this setup? 

A. Vault.ini 

B. dbparm.ini 

C. pvwa.ini 

D. Satellite.ini 

Correct Answer: A 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Password-Vault-
Web-Access-Installation.htm 

 

QUESTION 12

Which is the purpose of a linked account? 

A. To ensure that a particular collection of accounts all have the same password. 

B. To ensure a particular set of accounts all change at the same time. 

C. To connect the CPM to a target system. 

D. To allow the use of additional passwords within a password management process. 

Correct Answer: B 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Linked-Accounts.htm#:
~:text=The%20linked%20accounts%20feature%20enables,to%20change%20the%20original%20password.andtext=Wh
en% 20the%20linked%20accounts%20are,of%20the%20Account%20Details%20page 

 

QUESTION 13

What is the proper way to allow the Vault to resolve host names? 

A. Define a DNS server. 
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B. Define a WINS server. 

C. Define the local hosts file. 

D. The Vault cannot resolve host names due to security standards. 

Correct Answer: A 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Configuring-
Transparent-User-Management.htm 

 

QUESTION 14

The DR module allows an integration with enterprise backup software. 

A. True 

B. False 

Correct Answer: B 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Backup-
Considerations.htm 

 

QUESTION 15

The password upload utility can be used to create Safes. 

A. True 

B. False 

Correct Answer: A 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Password-Upload-
Utility.htm#_Ref364685337 
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