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QUESTION 1

PSM captures a record of each command that was issues in SQL Plus. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 2

Is it possible to modify the CyberArk Vault Audit Log? 

A. Yes, a Vault administrator can modify the Audit log 

B. No, the audit trail is tamper proof and cannot be edited, not even by Master 

C. Yes, but only the Master user can modify the Audit log 

D. Yes, a Vault administrator can edit the Audit log but only with explicit permission from CyberArk 

Correct Answer: B 

 

QUESTION 3

Which file is used to integrate the Vault with your Radius server? 

A. radius.ini 

B. paragent ini 

C. ENEConf.ini 

D. dbparm.ini 

Correct Answer: D 

Reference: https://docs.secureauth.com/pages/viewpage.action?pageId=40045055 

 

QUESTION 4

Accounts Discovery allows secure connections to domain controllers. 

A. True 

B. False 

Correct Answer: A 
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https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Supported-Target-
Machines.htm#_Ref453156095 

 

QUESTION 5

The Vault Internal safe contains all of the configuration for the vault. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

 

QUESTION 6

Which user is automatically given all Safe authorizations on all Safes? 

A. Administrator 

B. Master 

C. Auditor 

D. Operator 

Correct Answer: B 

 

QUESTION 7

CyberArk recommends implementing object level access control on all Safes. 

A. True 

B. False 

Correct Answer: B 

 

 

QUESTION 8

When managing SSH keys. CPM automatically pushes the Private Key to all systems that use it. 

A. TRUE 

B. FALSE 
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Correct Answer: B 

A single SSH Key can be used to access multiple target systems. The same “public key” is distributed to each target
system where a privileged account can be authenticated using the same SSH Key. https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/SSHKM/Managing%20SSH%20Keys.htm 

 

QUESTION 9

You have associated a logon account to one of your UNIX root accounts in the vault. When attempting to verify the root
account\\'s password the CPM will...? 

A. Ignore the logon account and attempt to log in as root. 

B. Prompt the end user with a dialog box asking for the login account to use. 

C. Log in first with the logon account, then run the su command to log in as root using the password in the vault 

D. None of these. 

Correct Answer: C 

password verification and login for linux root is done in the same way 

 

QUESTION 10

Which file is used to integrate the Vault with the RADIUS server? 

A. radius.ini 

B. PARagent.ini 

C. ENEConf.ini 

D. dbparm.ini 

Correct Answer: D 

Reference: https://www.reddit.com/r/CyberARk/comments/agnh06/using_radius_for_pvwa/ 

 

QUESTION 11

Can you forward audit records to your monitoring solution via SIEM integration? 

A. Yes 

B. No 

Correct Answer: A 
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QUESTION 12

In a Distributed Vaults environment, which of the following components will NOT be communicating with the Satellite
Vaults? 

A. AAM Credential Provider (previously known as AIM Credential Provider) 

B. ExportVaultData utility 

C. PAReplicate utility 

D. Central Policy Manager 

Correct Answer: D 

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Distributed-Vaults-
Introduction.htm 

 

QUESTION 13

What are the chief benefits of PSM? Choose all that apply? 

A. Privileged Session Isolation 

B. Automatic Password Management 

C. Privileged Session Recording 

D. A and C 

Correct Answer: D 

 

 

QUESTION 14

Customers who have the \\'Access Safe without confirmation\\' safe permission on a safe where accounts are
configured for Dual control, still need to request approval to use the account. 

A. TRUE 

B. FALSE 

Correct Answer: B 

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/PVWA-Dual-Control.htm 

 

QUESTION 15

An SNMP integration allows you to forward audit records from the vault to the SIEM. 
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A. TRUE 

B. FALSE 

Correct Answer: B 
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