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QUESTION 1

The System safe allows access to the Vault configuration files. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

QUESTION 2

Which of the following Privileged Session Management solutions provide a detailed audit log of session activities? 

A. PSM (i.e., launching connections by clicking on the "Connect" button in the PVWA) 

B. PSM for Windows (previously known as RDP Proxy) 

C. PSM for SSH (previously known as PSM SSH Proxy) 

D. All of the above 

Correct Answer: A 

 

QUESTION 3

Users can be restricted through certain CyberArk interfaces (e.g. PVWA or PACLI). 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 4

How much disk space do you need on the server for a PAReplicate? 

A. 500 GB 

B. 1 TB 

C. same as disk size on Satellite Vault 

D. same as disk size on Primary Vault 

Correct Answer: D 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Installing-the-
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Vault-Backup-Utility.htm#Beforeinstallation 

 

QUESTION 5

Which item is an option for PSM recording customization? 

A. Windows events text recorder with automatic play-back 

B. Windows events text recorder and universal keystrokes recording simultaneously 

C. Universal keystrokes text recorder with windows events text recorder disabled 

D. Custom audio recording for windows events 

Correct Answer: D 

 

 

QUESTION 6

Which permissions are needed for the Active Directory user required by the Windows Discovery process? 

A. Domain Admin 

B. LDAP Admin 

C. Read/Write 

D. Read 

Correct Answer: D 

 

 

QUESTION 7

You received a notification from one of your CyberArk auditors that they are missing Vault level audit permissions. You
confirmed that all auditors are missing the Audit Users Vault permission. Where do you update this permission for all
auditors? 

A. Private Ark Client > Tools > Administrative Tools > Directory Mapping > Vault Authorizations 

B. Private Ark Client > Tools > Administrative Tools > Users and Groups > Auditors > Authorizations tab 

C. PVWA User Provisioning > LDAP integration > Vault Auditors Mapping > Vault Authorizations 

D. PVWA> Administration > Configuration Options > LDAP integration > Vault Auditors Mapping > Vault Authorizations 

Correct Answer: B 
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QUESTION 8

In order to connect to a target device through PSM, the account credentials used for the connection must be stored in
the vault? 

A. True. 

B. False. Because the user can also enter credentials manually using Secure Connect. 

C. False. Because if credentials are not stored in the vault, the PSM will log into the target device as PSMConnect. 

D. False. Because if credentials are not stored in the vault, the PSM will prompt for credentials. 

Correct Answer: B 

 

QUESTION 9

A new HTML5 Gateway has been deployed in your organization. Where do you configure the PSM to use the HTML5
Gateway? 

A. Administration > Options > Privileged Session Management > Configured PSM Servers > Connection Details > Add
PSM Gateway 

B. Administration > Options > Privileged Session Management > Add Configured PSM Gateway Servers 

C. Administration > Options > Privileged Session Management > Configured PSM Servers > Add PSM Gateway 

D. Administration > Options > Privileged Session Management > Configured PSM Servers > Connection Details 

Correct Answer: A 

 

 

QUESTION 10

When a group is granted the \\'Authorize Account Requests\\' permission on a safe Dual Control requests must be
approved by 

A. Any one person from that group 

B. Every person from that group 

C. The number of persons specified by the Master Policy 

D. That access cannot be granted to groups 

Correct Answer: C 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Dual-
Control.htm#Confirmi 
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QUESTION 11

You are creating a shared safe for the help desk. 

What must be considered regarding the naming convention? 

A. Ensure your naming convention is no longer than 20 characters. 

B. Combine environments, owners and platforms to minimize the total number of safes created. 

C. Safe owners should determine the safe name to enable them to easily remember it. 

D. The use of these characters V:*".| is not allowed. 

Correct Answer: D 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/MESSAGES/Safe%20Properties
%20New%20Safe.htm?TocPath=Administration%7CReferences%7CMessages%20and%20Responses%7CPrivateArk
% 20Client%7C_____11 

 

QUESTION 12

What is the primary purpose of Dual Control? 

A. Reduced risk of credential theft 

B. More frequent password changes 

C. Non-repudiation (individual accountability) 

D. To force a \\'collusion to commit\\' fraud ensuring no single actor may use a password without authorization. 

Correct Answer: D 

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Dual-Control.htm 

 

QUESTION 13

You are creating a new Rest API user that utilizes CyberArk Authentication. What is a correct process to provision this
user? 

A. Private Ark Client > Tools > Administrative Tools > Users and Groups > New > User 

B. Private Ark Client > Tools > Administrative Tools > Directory Mapping > Add 

C. PVWA > User Provisioning > LDAP Integration > Add Mapping 

D. PVWA > User Provisioning > Users and Groups > New > User 

Correct Answer: B 
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QUESTION 14

In a default CyberArk installation, which group must a user be a member of to view the “reports” page in PVWA? 

A. PVWAMonitor 

B. ReportUsers 

C. PVWAReports 

D. Operators 

Correct Answer: A 

 

 

QUESTION 15

Which utilities could you use to change debugging levels on the vault without having to restart the vault. Select all that
apply. 

A. PAR Agent 

B. PrivateArk Server Central Administration 

C. Edit DBParm.ini in a text editor. 

D. Setup.exe 

Correct Answer: A 
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