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QUESTION 1

How is sensitive information filtered from trace logs?
A. By setting the sensitive data mask field

B. By setting log content protection to true

C. By setting OWASP log compliance to true

D. By setting suppress sensitive trace to true

Correct Answer: A

QUESTION 2

You are tasked with designing a solution that meets the following requirements:
1.

Allow authenticated users to access web resources from registered devices

2.

Require additional authentication for access from unregistered devices

3.

Lower the cost of installation and maintenance

Which features of ISAM for Mobile will help meet these requirements when designing the plan to deploy ISAM for
Mobile?

A. Appliance, Custom attributes, Policy, OTP

B. Appliance, Device registration, Policy, OTP

C. Appliance, Custom attributes, Policy, Risk profile
D. Appliance, Device registration, Policy, Risk profile

Correct Answer: B

QUESTION 3
What are two of the ISAM for Mobile runtime profile services? (Choose two.)
A. Security token service

B. Attribute collection service
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C. Restful management APIs
D. Authentication protocol service
E. Runtime Security services EAS

Correct Answer: BE

QUESTION 4

Which member of the IBM Security Access Manager product family acts as a Policy Enforcement Point (PEP)?
A. IBM Tivoli Federated Identity Manager

B. IBM Security Access Manager for Web

C. IBM Security Access Manager for Mobile

D. IBM Security Access Manager of Enterprise Single Sign-on

Correct Answer: BC

QUESTION 5

A highly-available deployment of IBM Security Access Manager for Mobile makes use of cluster configurations to
replicate certain data from designated masters to configured nodes. Secondary masters are defined as failover points in
the event that the primary master fails. Additional masters are defined to scale with growth or to meet redundancy
needs.

In a four-master cluster, what would a failover from the primary master result in?

A. The secondary master assumes responsibility of primary master. During this time, configuration changes cannot be
made. When the primary master is restored, transactional data is synchronized back to the primary master.

B. The failover scheduler selects the next master, which assumes responsibility of primary master. During this time,
configuration changes cannot be made. When the primary master is restored, transactional data is synchronized back to
the primary master.

C. The secondary master assumes responsibility of primary master. During this time, geolocation updates and
configuration changes configuration changes may still be made. When the primary master is restored, transactional data
is synchronized back to the primary master.

D. The tertiary master, which is primary master to the quaternary master, assumes responsibility of primary master.
During this time, configuration changes configuration changes may not be made. When the primary master is restored,
transactional data is synchronized back to the primary master.

Correct Answer: C

QUESTION 6

Which step should be completed after completing the installation wizard?
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A. Import the activation key

B. Check for the latest fix packs

C. Configure the Risk-based Access Policies

D. Run the isaincfg tool to configure Mobile for use with a WebSEAL instance

Correct Answer: D

QUESTION 7

Which three types of application logs are available? (Choose three.)
A. Fsck

B. Mga

C. Cluster

D. System

E. Performance

F. Management_ui

Correct Answer: BCF

QUESTION 8

During testing and configuration activities in the development environment a security analyst mistakenly deleted some of
the new attributes needed for one of the policies. The security analyst became aware of this mistake after deploying the
changes.

Assuming the analyst followed best practices, which action restores the inadvertently deleted attributes?

A. Use the "Roll Back" feature in the "Deploy Changes" dialogue

B. Recreate the attributes from memory in the "Secure Mobile Settings / Policy /Attributes” section

C. Restore the most recent Snapshot in the "Manage System Settings / System Settings / Snapshots" screen

D. Activate the other inactive partition under \\'Manage System Settings / Updates and Licensing / Firmware Settings"

Correct Answer: C

QUESTION 9
You are tasked with designing a solution that meets the following requirements:

1.
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Allow authenticated users to access web resources during normal business hours
2.

Require additional OTP authentication for access outside business hours

3.

Lockout a user after three invalid OTP authentication attempts

4,

Automatically unlock the user after five minutes

Which features of ISAM for Mobile will help meet these requirements when designing the plan to deploy ISAM for
Mobile?

A. Risk profile, OTP, Policy

B. Device registration, OTP, Policy

C. Risk profile, OTP, Policy, Advanced configuration

D. Device registration, OTP, Policy, Advanced configuration

Correct Answer: C

QUESTION 10

Which two elements can be shown in the output of an IBM_SECURITY_CBA_AUDIT_RTE event? (Choose two.)
A. majorStatus

B. minorStatus

C. appUserName

D. globallnstanceld

E. restManagement

F. RESTInvocationURI

Correct Answer: CD

QUESTION 11

Which advanced configuration key value should be modified to specify the authentication level for consent-based device
registration?

A. consentDeviceRegistration.authLevelEnabled

B. consentDeviceRegistration.authLevelHeaderValue
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C. consentDeviceRegistration.authenticationLevelHeaderValue
D. consentDeviceRegistration.authenticationLevelHeaderEnabled

Correct Answer: D

QUESTION 12

What are two tasks are performed by the isamcfg tool? (Choose two.)

A. Creates a junction that points to the IBM Security Access Manager for Webruntime endpoint

B. Modifies WebSEAL or the Web Gateway Appliance authentication configuration to support custom attributes

C. Modifies WebSEAL or the Web Gateway Appliance authentication configuration to support the authentication service

D. Configures the plug-in on the Mobile Gateway Appliance that communicates to the IBM Security Access Manager for
Mobile authorization server

E. Configures the plug-in on WebSEAL or the Web Gateway Appliance that communicates to the IBMSecurity Access
Manager for Mobile authorization server

Correct Answer: AC

QUESTION 13

Which two one-time password providers are supported by Security Access Manager for Mobile? (Choose two.)
A. RSA one-time password provider

B. Email one-time password provider

C. SOTP one-time password provider

D. HOTP one-time password provider

E. Mobile one-time password provider

Correct Answer: AB

QUESTION 14

The Appliance Dashboard shows a high-level view of current operations and statistics. One of these statistics is the
current CPU activity.

Which set of steps is used if the CPU activity of a hardware appliance shows constant use and averages above sixty
percent?

A. Review the current trace level, the number of policies, and the use of PIPs. Then, add another CPU to the redundant
CPU slot.
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B. Review the current trace level, the number policies, and the use of PIPs. Then, increase capacity by adding another
hardware appliance.

C. Disable all traces, clear out all logs, and switch partitions to allow the primary patrtition to be defragmented. Then,
update the CPU to the latest current supported architecture.

D. Disable all traces, clear out all logs, and switch partitions to allow the primary partition to be defragmented. Then,
purchase and load the Enterprise CPU Feature key to enable the secondary CPU.

Correct Answer: C

QUESTION 15

Which three outcomes are possible after calculating the risk score? (Choose three.)
A. Deny

B. Permit

C. Redirect

D. Deny with obligation

E. Deny with authentication

F. Permit with obligation or authentication

Correct Answer: ABF
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