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QUESTION 1
You have an Azure subscription named Subscriptionl. Subscriptionl contains a virtual machine named VML1.
You have a computer named Computerl that runs Windows 10. Computerl is connected to the Internet. You add a

network interface named Interfacel to VM1 as shown in the exhibit (Click the Exhibit button.)

E MNetwork Interface: interface Effactive security rules Topology @
Yirtual network/subnet ¥MRD-vnet/default Public IP; 1P2 Private IF: 10.0.0.8
Accelerated networking: Disabled

INEOUND PORT RULES ©

@ Metwork security group Vi1 -nsg (attached to network add inbound
Interface: intarfacet) S

i

Impacts 0 subnets, 2 network intedfaces <
PRIORITY NAME PORT PROTOCOL SOURCE | Bﬁw ACTION
— ..".‘_J 4
1000 i default-allow-. . 3389  TCP Any ,f\ “Any & Allow
\ = 4
655000 AllownetinBound Ay Ary V|rtua|N - WirtualN. .. O Allow
’—_/ *~. \ 4 =
65001 AlowAzureloadB...  Any Ay @ ’}@rem Any o Allow
s E &5
£5500 AllowAlinBound Anys '-.Aﬁ*g b r-_.z-; Ay Any ) Deny
& a_:"r_/—‘\ —
f \\_. . 4 ) /._.-
OUTBOUND PORT RULES © N W
oF Qs
[ Netwark security group VIV 1Llej\[attachEﬂ’tm network Saf wishorns
Interface: Interfacel) @7 39

Impacts 0 subnsts 4! Tetwork qﬂa(daa‘

PRIORITY '-._Hms } PORT PROTOCOL  SOURCE DESTINA... ACTION
65000 Mmﬁfnetc-mﬁu Any Any wirtualn... WirtualN. . & Allow
G500 AllowinternetOut... Any Arty Aty Internet 0 Allow
65500 DenyAllOutBound Any Any Aty Any € Deny

From Computerl, you attempt to connect to VM1 by using Remote Desktop, but the connection fails.
You need to establish a Remote Desktop connection to VM1.
What should you do first?

A. Start VML1.
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B. Attach a network interface.

C. Delete the DenyAllOutBound outbound port rule.

D. Delete the DenyAllinBound inbound port rule.

Correct Answer: A

Incorrect Answers:

B: The network interface has already been added to VM.

C: The Outbound rules are fine.

2021 Latest certbus AZ-103 PDF and VCE dumps Download

com\f https://www.certbus.com/az-103.html

CERTBU

D: The inbound rules are fine. Port 3389 is used for Remote Desktop.

Note: Rules are processed in priority order, with lower numbers processed before higher numbers, because lower
numbers have higher priority. Once traffic matches a rule, processing stops. As a result, any rules that exist with lower

priorities (higher numbers) that have the same attributes as rules with higher priorities are not processed.

References: https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

QUESTION 2

Your network contains an Active Directory domain named contoso.com that is synced to an Azure Active Directory
(Azure AD) tenant named contoso.onmicrosoft.com. The tenant contains only default domain names. The domain

contains the users shown in the following table.

Name

Duﬂngg,dndnme

User1

CN=Userl,

DC—Cﬂntosa, DC=com

User2

CH-U;erzhéﬁf-Cnntosu, DC=com

User3

CN=User3,

DC=Contoso, DC=com

The users have value sets for their user account as shown in the following table.

Name I Telephone number Home phone Mobile phone
User1 222-555-1234 | 222-555-2222
User2 null null . 4 null
User3 222-555-1234 222-555-1236 222-555-2223

You plan to enable Azure Multi-Factor Authentication (MFA) by using the following bulk update file named Filel.

Username, MFA Status
CN=Userl,DC=Contoso, chanyicrnsnft DC=com, Enabled

User2@Contoso.com,

User3@Contoso.com,

Enabitd

Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements ;— ,:{:(“} Yes No
To successfully enable Azure MFA for UseriL@ rﬁﬁst change ®) &

the second line of File1 to: Userl@cont@gﬁ com, Enabled

"""""

To successfully enable Azure MFAQQ&ﬂserz you must add O O
a mobile phone number to the USE}F‘a\ccount of User2.

To successfully enable Azure:MFA for User3, you must change O ®)
the fourth line of File1to.User3@contoso.onmicrosoft.com,
Enabled

Correct Answer:

Answer Area
P\
Statements ,: ;:\:;é Yes No
To successfully enable Azure MFA for UseriLyiou must change Fe O

the second line of File1 to: Userl@ccnt\bﬁﬁ com, Enabled

"""""

To successfully enable Azure MFAmﬁfdserz you must add ‘ e ‘ o)
a mobile phone number to the usg?r‘a\ccount of User2.

To successfully enable Azure:MFA for User3, you must change & | ®)
the fourth line of File1to.User3@contoso.onmicrosoft.com,
Enabled

Box 1: Yes

Box 2: Yes

Phone number is required for MFA.

Box 3: No

Phone number for User3 is already available.

Reference:
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https://docs.microsoft.com/en-us/office365/admin/security-and-compliance/set-up-multi-factor-authentication

QUESTION 3
You have an Azure Active Directory (Azure AD) tenant.

You have an existing Azure AD conditional access policy named Policyl. Policyl enforces the use of Azure AD-joined
devices when members of the Global Administrators group authenticate to Azure AD from untrusted locations.

You need to ensure that members of the Global Administrators group will also be forced to use multi- factor
authentication when authenticating from untrusted locations.

What should you do?

A. From the multi-factor authentication page, modify the service settings.

B. From the multi-factor authentication page, modify the user settings.

C. From the Azure portal, modify grant control of Policyl.

D. From the Azure portal, modify session control of Policy1l.

Correct Answer: C

There are two types of controls: Grant controls - To gate access Session controls - To restrict access to a session Grant
controls oversee whether a user can complete authentication and reach the resource that they\\'re attempting to sign-in
to. If you have multiple controls selected, you can configure whether all of them are required when your policy is

processed. The current implementation of Azure Active Directory enables you to set the following grant control
requirements:
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References: https://blog.lumen21.com/2017/12/15/conditional-access-in-azure-active-directory/

QUESTION 4

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

You can use [answer choice]| for Azure Table Storage. - v

‘$totageaccountl only
V' storageaccount? only
storageaccount3 only

storageaccountl and storageaccounts only

storageaccount? and storagesccounts only

You can use [answer choice] for Azute Blob storage. v
: storageaccount3 only

starageaccount? and storageaccounts only

storageaccountl and storageaccount? only

all the ctorage accounts

Correct Answer:
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Answer Area

You can use [answer choice| for Azure Table Storage. _ v
“$tofageaccountl only
| storageaccount? only
storageaccount3 only
storageaccountl and storageaccountZ only
storageaccount? and storagesccounts only

You can use [answer choice] for Azute Blob storage. =~ .
storageaccounts only

storageaccount? and storageaccounts oanly

storageaccountl and storageaccounts only

| all the storage accounts

Box 1: storageaccountl and storageaccount2 only
Box 2: All the storage accounts

Note: The three different storage account options are: General-purpose v2 (GPv2) accounts, General-purpose v1
(GPv1) accounts, and Blob storage accounts.

General-purpose v2 (GPv2) accounts are storage accounts that support all of the latest features for blobs, files, queues,
and tables.

Blob storage accounts support all the same block blob features as GPv2, but are limited to supporting only block blobs.

General-purpose v1 (GPv1) accounts provide access to all Azure Storage services, but may not have the latest features
or the lowest per gigabyte pricing.

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-account-options

QUESTION 5
HOTSPOT

You have an Azure subscription that contains the public load balancers shown in the following table.

Name . SKU
LB1 Basic
LB2 Standard

You plan to create six virtual machines and to load balancer requests to the virtual machines. Each load balancer will
load balance three virtual machines.

You need to create the virtual machines for the planned solution.

How should you create the virtual machines? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

The virtual machines that will be load balanced - | ¥

by using LB1 must: [be connected to the same virtual network.

be created in thie same resource group.
be creatediin the same availability set or virtual machine scale set.
run thﬁﬁﬁcperating system.

The virtual machines that will be load balanced | = v;" | v

by using LB2 must;s hé connected to the same virtual network.

.7 |be created in the same resource group.

be created in the same availability set or virtual machine scale set.
run the same operating system.

Correct Answer:

Answer Area
The virtual machines that will be load balanced o v
by using LB1 must: [be connected to E'h_'g\i_u'n-ie virtual network.
be created in the same resource group.
be mte%ﬁ?same availability set or virtual machine scale set.
run thﬁﬁﬂmﬂ operating system.
The virtual machines that will be load balanced | - ;N 4 | v

by using LB2 must; [5¢ connected to the same virtual network.

.7 |be created in the same resource group.
be created in the same availability set or virtual machine scale set.
run the same operating system.

Box 1: be created in the same availability set or virtual machine scale set.

The Basic tier is quite restrictive. A load balancer is restricted to a single availability set, virtual machine scale set, or a
single machine.

Box 2: be connected to the same virtual network

The Standard tier can span any virtual machine in a single virtual network, including blends of scale sets, availability
sets, and machines.

References:

https://www.petri.com/comparing-basic-standard-azure-load-balancers

QUESTION 6

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
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a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result, these questions will not
appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant named Adatum and an Azure Subscript contains a resource
group named Dev.

d Subscription1. Adatum contains a group named Developers. Subscription! You need to provide the Developers group
with the ability to create Azure logic apps in the; Dev, resource group.

Solution: On Dev, you assign the Logic App Contributor role to the Developers group.
Does this meet the goal?

A. Yes

B. No

Correct Answer: A

The Logic App Contributor role lets you manage logic app, but not access to them. It provides access to view, edit, and
update a logic app.

References: https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-securing-a-logic-app

QUESTION 7
SIMULATION

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few
minutes, and the wait time will not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a
live environment. While most functionality will be available to you as it would be in a live environment, some
functionality

(e.g, copy and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are

able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.
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You may now click next to proceed to the lab.

Microsoft Azure

B2 Microsoft

Sign in

1o continue te Microsol Azure

[email, phone. or Skype

No account? Create one!

Can't access your account? p

F
e f\\\
& \\ 5
@
Microsoft Azure W locs
-’

«
L crataianiscuics Azure services Seeall(100+) > Create aresource >
7 ¢ g 4

A& Home g | s % (57 E &
(& pashboard Virtual machines App Sem'ces Stnrage ata Azure Database for  Azure Cosmos DB Kubernetes Function App

- , PostgreSQL servers services
s= All services

FAVORITES
= A }g Microsoft Learn ‘3 Monitor 0 Secunty Center g Cost Management
bt ¥ Learn Azure with niter your apps and Secure your apps and Analyze and optimize your

(@) Resource groups online training f / infrastructure infrastructure cloud spend for free

o Microsoft 4

l;u!' App Services
* Function App

- 5 our recent resoarces ) See all your resources ¥
B 5 e _jﬂsent‘ You u your resou
A £/

& Azure Cosmos DB . O
B3 Virtual machines ) )
& Load balancers 4

= Storage accounts

2 Virtual networks

@ Azure Active Directory No recent resources to display

As you visit resources, they'll be fisted in Recently used resources for
=) Monitor quick and easy access,

% sove

U Security Center
(2 Cost Management + B...

Q Help + support
Task 3

You need to deploy two Azure virtual machines named VYM1003a and VM1003b based on an Ubuntu Server image. The
deployment must meet the following requirements:

Provide a Service Level Agreement (SLA) of 99.95 percent availability.
Use managed disks.

What should you do from the Azure portal?
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A. See solution below.

Correct Answer: A

Step 1: Open the Azure portal.

Step 2: On the left menu, select All resources. You can sort the resources by Type to easily find your images.

Step 3: Select the image you want to use from the list. The image Overview page opens.

Step 4: Select Create VM from the menu.

Step 5: Enter the virtual machine information.

Select VM1003a as the name for the first Virtual machine.

The user name and password entered here will be used to log in to the virtual machine. When complete, select OK. You
can create the new VM in an existing resource group, or choose Create new to create a new resource group to store
the

VM.

Step 6: Select a size for the VM. To see more sizes, select View all or change the Supported disk type filter.

Step 7: Under Settings, make changes as necessary and select OK.

Step 8: On the summary page, you should see your image name listed as a Private image. Select Ok to start the virtual
machine deployment.

Repeat the procedure for the second VM and name it VM1003b.
References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/create-vm-generalized-managed

QUESTION 8

You have an Azure Active Directory (Azure AD) tenant that contains three global administrators named Admin1,
Admin2, and Admin3.

The tenant is associated to an Azure subscription. Access control for the subscription is configured as shown in the
Access control exhibit. (Click the Exhibit tab.)

Latest AZ-103 Dumps | AZ-103 PDF Dumps | AZ-103 VCE Dumps 11/18


https://www.certbus.com/az-103.html
https://www.certbus.com/az-103.html
https://www.certbus.com/az-103.html

www.CertBus.com https://lwww.certbus.com/az-103.html
CE RTBUS 2021 Latest certbus AZ-103 PDF and VCE dumps Download

o fad @ e = Bk Q) Refresh P Holp

hame @ Type © _ we

[ . i —— = Al g vrdaa Lol -
oo O Group by O :

Ia;ri.;:q:.ﬂ - Fosde o

T viasa e

5 items [4 Users, 1 Service Principals) Qo
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UYL 0
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You sign in to the Azure portal as Adminl and configure the tenant as shown in the Tenant exhibit. (Click the Exhibit
tab.)

Hswe X Discors

- MName

Contoso.

Country or reguon
Umited States

Location
Urited States datacenters

Notifiwabon language

Englich

ot |

Global admm can manage Agure Subscnptons an it Groups

Techmecal contact

Global prvacy €

Frivacy statement URL

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
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selection is worth one point.

Hot Area:

Statements a Yes

ot

Admin1 can add AdminZ as an owner q;g@?ﬁbscn ption. O

a)”
Admin2 can add Admin1 as aq%%)r of the subscription. O
f[:;- ‘if
Admin2 can create a resuurkfepgroup in the subscription. O

Correct Answer:

Statements a Yes

4%
r;\“:} A

Admin1 can add Admin2 as an owner q;g@éﬁbscri ption. | Q|

T\l
Admin2 can add Admin1 as ar},ﬁ@r of the subscription. O’

Admin2 can create a resource group in the subscription. O

QUESTION 9

You have an Azure policy as shown in the following exhibit.
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SCOPE

* Stope (Learn more about setting the scope)

Subscription 1 I ~ ]

Exclusions

| Subscription 1/ContosoRG1

BASICS

* Palicy definition

| Not allowed resource types
*Assignment name @

| Not allowed resource types
Assigrimment 1D
feubsecriptions/3eb8d0b6-re3b-dced-
a631-91532 1bedabb/providers/Microsgl

olicyAssignments/0ebfb866b854154accae2al

Description

Assigned by

| admin1@cont

PARAMETERS

*Motallowed resource types @b
MicrosoftSql/servers \4

Which of the following statements are true?

A. You can create Azure SQL servers in ContosoRG1.

B. You are prevented from creating Azure SQL servers anywhere in Subscription 1.
C. You are prevented from creating Azure SQL Servers in ContosoRG1 only.

D. You can create Azure SQL servers in any resource group within Subscription 1.

Correct Answer: A

You are prevented from creating Azure SQL servers anywhere in Subscription 1 with the exception of ContosoRG1

QUESTION 10
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant named Adatum and an Azure Subscription named Subscriptionl.
Adatum contains a group named Developers. Subscriptionl contains a resource group named Dev.

You need to provide the Developers group with the ability to create Azure logic apps in the Dev resource group.
Solution: On Dev, you assign the Contributor role to the Developers group.

Does this meet the goal?

A. Yes

B. No

Correct Answer: A

The Contributor role can manage all resources (and add resources) in a Resource Group.

QUESTION 11

You are creating an Azure load balancer.

You need to add an IPv6 load balancing rule to the load balancer.

How should you complete the Azure PowerShell script? To answer, select the appropriate options in the answer are

Hot Area:

Srulel = ¥|-Name "HTTPveé" -FrontendIpConfiguration SFEConfigvé
Add-AzureRmLoadBalancerRuleConfig
New-AzureRmLoadBalancerinboundNatRuleConfig
New-AzureRmLoadBalancerRuleConfig
Set-AzureRmL oadBalancerRuleConfig

-BackendAddressPool Sbackpoolipvé -Probe SPrgbes~Protocol Tcp -FrontendPort B0 -Backendport 8080

New-AzureRmLoadBalancer -ResourceGroupName RdatumR(0 -Name 'AdatumIPvELB' -Location 'East US' -
FrontendIpConfiguration SFEConfigvé

-BackendAddressPool $backpoolipvégs Brobe SProbe y] $rulel
-InboundNatPool
-InboundNatRule
-LoadBalancingRule

Correct Answer:
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Srulel = ¥|-Name "HTTPvé" -FrontendIpConfiguration SFEConfigvé

Add-AzureRmL oadBalancerRuleConfig
New-AzureRmLoadBalancerlnboundNatRuleConfig.
New-AzureRmLoadBalancerRuleConfig
Set-AzureRmLoadBalancerRuleConfig

-BackendaddressPool Sbackpoolipv6 -Probe $Pr

New-AzurcRmLoadBalancer -ResourceGroupName Adal
FrontendIpConfiguration SFEConfigvé
-BackendAddressPool $backpoolipv

QUESTION 12

You have an Azure Service Bus.

mR0O -Name

@9@@

%rotocol Tcp -FrontendPort 80 -Backendport 8080

SProbe

'AdatumIPvELB' -Location 'East US' -
y] Srulel
-InboundNatPool
-InboundNatRule
-LoadBalancingRule

You create a queue named Queuel. Queuel is configured as shown in the following exhibit.

* Mams 0

Queue!l

Max queue size

1GE

Message time to lve @

Dhays Hours Minutes Seconds
K 2 | o E@j 0
Lock duration @ @@

Days Hours linutes Seconds
| 0 0

|| Enabi

|W| Enable d=ad Isttering on message expiration @

Enable sessions @

o
I%| Enable partitioning O

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point.
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Hot Area:

If a message that has a TTL of four hours is written to Queue1
and is never read, the message will be

If a message that has a TTL of two hours is
and then read after one hour, the messa@

Correct Answer:

If a message that has a TTL of four hours is written to Queue1
and is never read, the message will be

If a message that has a TTL of two hours is
and then read after one hour, the messe@

Latest AZ-103 Dumps

v

leted after two hours
eleted after four hours

deleted after two hours and five minutes

retained until manually deleted

v
deleted immediately
deleted in five minutes
deleted in one hour
retained until manually deleted
v

leted after two hours
eleted after four hours

deleted after two hours and five minutes
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