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QUESTION 1
Your company uses Windows 10 Work Folders on personal devices. The devices are all registered in Microsoft Intune.
You need to enforce the following security requirements on the personal devices:

Company data can be removed if an employee is terminated. Company data cannot be accessed if a devise is lost or
stolen.

What should you do?

A. Enable selective wipe, and enforce a lock screen and password
B. Enable selective wipe, and secure files transfers with SSL

C. Enable selective wipe, and enforce encryption

D. Enforce encryption and enforce a lock screen and password

Correct Answer: C

Microsoft Intune provides selective wipe, full wipe, remote lock, and passcode reset capabilities. A selective wipe to
remove only company data.

*

Encryption on Mobile Devices can be managed with Configuration Manager and Intune

Reference: Help protect your data with remote wipe, remote lock, or passcode reset using Microsoft Intune
https://technet.microsoft.com/en-us/library/jj676679.aspx Reference: Managing Encryption on Mobile Devices with

Configuration Manager and Intune http://blogs.technet.com/b/pauljones/archive/2014/08/04/managing-encryption-on-
mobile-devices-with-configuration-manager-and-intune.aspx

QUESTION 2

Your company needs a service that eliminates a single point of failure on any provisioned service.

Which feature can Microsoft Azure offer to lower the probability of a failure that disrupts business operations?
A. HDInsight

B. scalability

C. high availability

D. backup

Correct Answer: C

A highly available cloud application implements strategies to absorb the outage of the dependencies like the managed
services offered by the cloud platform. Despite possible failures of the cloud platform\\'s capabilities, this approach
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permits
the application to continue to exhibit the expected functional and non-functional systemic characteristics.
Incorrect answers:

Not A: Azure HDInsight deploys and provisions Apache Hadoop clusters in the cloud, providing a software framework
designed to manage, analyze, and report on big data with high reliability and availability.

Reference: Disaster Recovery and High Availability for Azure Applications

https://msdn.microsoft.com/en-us/library/azure/dn251004.aspx

QUESTION 3

This question requires that you evaluate the underlined text to determine if it is correct.

In order to install Microsoft Intune client software on a computer, you need to be a member of that computer\\'s
"Administrators" group. Instructions: Review the underlined text. If it makes the statement correct, select "No change is
needed". If

the statement is incorrect, select the answer choice than makes the statement correct.

A. No change is needed

B. Remote Management users

C. Power users

D. Remote Desktop users

Correct Answer: A

The account that installs the Intune client software must have local administrator permissions to that computer.

Reference: Requirements for Microsoft Intune https://technet.microsoft.com/en-us/library/dn646950.aspx

QUESTION 4

You are setting up the networking for a single-site motel. For three different classes of users, you need to specify the
most privileged network segment each can access.

Match each network to the class of users that cam access it.

Instructions: To answer, drag the appropriate network from the column of the left to the class of users on the right. Each
network may be used once, more than once, or not at all. Each correct match is worth one point.

Select and Place:
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Network

Private network

Public network

Extranet

Correct Answer:

Answer Area

Guests

Employees

Business Partners
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Network

Network

Network

Network Answer Area
Guests Public network
Employees Private network
Business Partners Extranct

Guest have only public access.

*

Only the Employees have access to the private network.

*

An extranet is a private network that uses Internet technology and the public telecommunication system to securely
share part of a business\\'s information or operations with suppliers, vendors, partners, customers, or other businesses.
Reference: http://en.wikipedia.org/wiki/Extranet

QUESTION 5

This question requires that you evaluate the underlined text to determine if it is correct.
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When you access a file located on a shared resource, the "most restrictive" permissions take precedence.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed". If the
statement is incorrect, select the answer choice than makes the statement correct.

A. No change is needed.
B. ACL

C.NTFS

D. share

Correct Answer: A

When using share permissions and NTFS permissions together, if there is a conflict in the configuration, the most
restrictive permission prevails.

Reference: http://www.ntfs.com/ntfs-permissions-combined.htm

QUESTION 6
This question requires that you evaluate the underlined text to determine if it is correct.
You are setting up your home network. All devices on your home network connect through a wireless access point.

To share media files between your computer running Windows 10 and your video game system, you should create a
public network.

Review the underlined text. If it makes the statement correct, select "No change is needed". If the statement is incorrect,
select the answer choice than makes the statement correct.

A. No change is needed
B. an extranet

C. a VPN connection

D. a private network
Correct Answer: D

References: https://www.howtogeek.com/245982/WHATS-THE-DIFFERENCE-BETWEEN-PRIVATE-AND-PUBLIC-
NETWORKS-IN-WINDOWS/

QUESTION 7
This question requires that you evaluate the underlined text to determine if it is correct.
You manage Windows 8.1 desktop and laptop computers in your university\\'s computer lab.

The university\\'s IT team recently implemented an active directory environment.
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You need to join the desktop and laptop computers to a new Active Directory domain.
You should use the "Network and Internet" Control Panel applet to achieve this goal.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed". If the
statement is incorrect, select the answer choice than makes the statement correct.

A. No change is needed

B. User Accounts

C. Administrative Tools

D. System

Correct Answer: D

Join a domain, workgroup, or homegroup

1.

Open System by swiping in from the right edge of the screen, tapping Search (or if you\\'re using a mouse, pointing to
the upper-right corner of the screen, moving the mouse pointer down, and then clicking Search), entering System in the
search box, and tapping or clicking System.

2.

Under Computer name, domain, and workgroup settings, click Change settings. You might be asked for an admin
password or to confirm your choice.

3.
Click Network ID and follow the steps on your screen.
-,u'r

Reference: http://windows.microsoft.com/en-us/windows-8/join-domain-workgroup-homegroup

QUESTION 8

You manage Windows 8 Pro desktop and laptop computers. Which volume types can you encrypt by using BitLocker?
A. dynamic volumes

B. simple volumes

C. virtual hard disks

D. software-used RAID

Correct Answer: B

Bitlocker supports Basic (simple) volumes.

Incorrect answers:
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Not A: Dynamic disks are not supported by BitLocker.

Not C: Bootable and non-bootable virtual hard disks (VHDSs)

Not D: Software-based RAID systems are not supported by Bitlocker.
Reference: BitLocker Frequently Asked Questions (FAQ)

https://technet.microsoft.com/en-us/library/hh831507.aspx

QUESTION 9

Which two Windows 10 tools can be used to perform BitLocker encryption? (Choose two.)
A. Manage-bde

B. Disk Management

C. Microsoft Management Console

D. BitLocker control panel

Correct Answer: AD

References: https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-basic-
deployment

http://www.ilovefreesoftware.com/12/windows-10/enable-bitlocker-drive-encryption-windows-10.html

QUESTION 10
This question requires that you evaluate the underlined text to determine if it is correct.

Redundant Microsoft Azure applications are able to meet increased demand with consistent results in acceptable time
windows.

Review the underlined text. If it makes the statement correct, select "No change is needed". If the statement is incorrect,
select the answer choice than makes the statement correct.

A. No change is needed

B. Highly Available

C. Fault Tolerant

D. Scalable

Correct Answer: D

Scalable applications are able to meet increased demand with consistent results in acceptable time windows.

When a system is scalable, it scales horizontally or vertically to manage increases in load while maintaining consistent
performance. In basic terms, horizontal scaling adds more machines of the same size (processor, memory, bandwidth)
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Reference: Disaster Recovery and High Availability for Azure Applications

https://msdn.microsoft.com/en-us/library/azure/dn251004.aspx

QUESTION 11
This question requires that you evaluate the underlined text to determine if it is correct.

You have a Windows 8.1 computer in a WorkGroup. To share the C:\Work folder and make it available to offline users,
you need to use the "public” share option. Instructions: Review the underlined text. If it makes the statement correct,

select "No change is needed". If the statement is incorrect, select the answer choice than makes the statement correct.
A. No change is needed

B. advanced

C. HomeGroup

D. basic

Correct Answer: B

In the advanced sharing dialog box Click on "Caching" button. In "Offline settings" dialog box, you can set up caching for
files and programs which are offline.

[¥] Share this folder
Settings
Share name:

test
Add | Remove

Lirnit the number of simultanesus users to: 0 B

Comments:

Permissions | | Caching |

You have the following options:
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i) Only the files and programs that users specify are available offline: If you select this option then, users specify the files
and programs which can be accessed offline. It is the default option. ii) No files or programs from the share are
available

offline: If you select this option then, caching will be turned off. iii) All files and programs that users open from the share
are automatically available offline: If you select this option then, caching is turned on for all files and programs and they

can be accessed offline. Check option "Optimize for performance”.
Offline Szttings L&J

You can choose which files and programs. if anv. are available to users
n who are offline.

(7 Only the files and programs that users specify are available offline

I Mo fles or programs from the shared folder are available offling

@ Al files and programs that users open from the shared folder are automaically
avaiable offline

1, Please see Help for details before choosingthis option.

For mare information about caching, see Configure Ofline Availahility for 3 Shared
Folder.

| ok || Ccancel

Reference: How to set advanced sharing options, custom permissions, caching for folder in Windows 7? http://www.mor
eprocess.com/operating-systems/windows-7/how-to-set-advanced-sharing-options-custom-permissions-caching-for-
folder-in-windows-7

QUESTION 12
You are a desktop support engineer for an advertising company that uses Windows 8.1 workstations.

An employee who manages video content for the company website recently lost important video files due to a single-
drive failure on a Windows 8.1 workstation. You need to prevent a single-drive failure from occurring again on this

employee\\'s workstation, which only has a capacity for three physical hard drivers. Additionally, the employee requires
optimal performance when manipulating and streaming video files.

Which Storage Space solution should you implement?

A. three-way mirror
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B. parity spaces

C. simple spaces

D. two-way mirror

Correct Answer: B

Parity spaces (also known as RAID-5) are designed for storage efficiency and protect your files from drive failure by
keeping more than one copy. Parity spaces are best for archival data and streaming media, like music and videos. This
storage layout requires at least three drives to protect you from a single drive failure and at least seven drives to protect

you from two drive failures.

Reference: Storage Spaces: FAQ http://windows.microsoft.com/en-us/windows-8/storage-spaces-pools

QUESTION 13
This question requires that you evaluate the underlined text to determine if it is correct.
The "EXFAT" file system can automatically verify and auto correct data to avoid file system errors.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed". If the
statement is incorrect, select the answer choice than makes the statement correct.

A. No change is needed

B. NTFS

C. FAT32

D. ReFS

Correct Answer: D

Resilient File System (ReFS) is a Microsoft proprietary file system introduced with Windows Server 2012 with the intent
of becoming the "next generation" file system after NTFS. ReFS key design advantages are intended to include
automatic

integrity checking and data scrubbing, removing the need for chkdsk and protecting against data degradation.

Incorrect answers:

Not A: exFAT (Extended File Allocation Table) is a Microsoft file system optimized for flash drives. exFAT can be used
where the NTFS file system is not a feasible solution (due to data structure overhead), or where the file size limit of the

standard FAT32 file system is unacceptable.

Reference: http://en.wikipedia.org/wiki/ReFS

QUESTION 14

What are two ways to lower the risk of a virus or malware infection? Choose two.
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A. Enable the Windows firewall

B. Use only HTTPS while web surfing
C. Keep the system updated

D. Install a download manager

Correct Answer: AC

QUESTION 15

You perform a bare metal installation of Microsoft Windows 10 Enterprise on a new computer. The computer has a
single 1 TB hard disk that you configure as a single partition. Which file system should you use to format the disk
partition?

A.NTFS

B. ReFS

C. FAT32

D. exFAT

Correct Answer: A
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