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QUESTION 1

Which statement best embodies trust-centric security? 

A. Protect users from attacks by enabling strict security policies. 

B. Prevent attacks via an intelligence-based policy then detect, investigate, and remediate. 

C. Verify before granting access via identity-based policies for users, devices, apps, and locations. 

D. Verify before granting access via MDM software. 

Correct Answer: C 

 

QUESTION 2

What does remote access use to verify identity? 

A. MFA 

B. AMP for Endpoints 

C. Remote Access VPN 

D. Agents 

Correct Answer: A 

 

QUESTION 3

What are two solutions Cisco offers for web securiity? (Choose Two) A. AMP for Web Security 

B. NGFW 

C. Cognitve Intelligence 

D. CRES 

E. Cloudlock 

Correct Answer: AC 

 

QUESTION 4

Which two attack vectors are protected by Cyber Threat DefenseandNetwork Analytics? (Choose Two) 

A. Web 

B. Endpoints 
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C. Cloud 

D. Email 

E. Data Center 

Correct Answer: AC 

 

QUESTION 5

In which two ways should companies modernize their security philosophies? (Choose two.) 

A. Reinforce their threat-centric security tactics 

B. Decrease internal access and reporting 

C. Rebuild their security portfolios with new solutions 

D. Expand their IT departments 

E. Complement threat-centric tactics with trust-centric methods 

Correct Answer: AE 

 

QUESTION 6

What are two steps customers can take to evolve to a trust-centric security philosophy? (Choose Two) 

A. Only grant access to authorized users and devices. 

B. Require and install agents on mobile devices. 

C. Block BYOD devices. 

D. Always verify and never trust everything inside and outside the perimeter. 

E. Limit internal access to networks. 

Correct Answer: AD 

 

QUESTION 7

What are two solutions Cisco offers for email security? (Choose Two) 

A. AMP for Email Security 

B. Umbrella 

C. Meraki 

D. Tetration 
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E. Cloudlock 

Correct Answer: AB 

 

QUESTION 8

Which Cisco NGIPS capability provides control over users, applications, devices, threats, and provides insights to
network vulnerabilities? 

A. advanced threat protection and rapid remediation 

B. security automation 

C. global threat intelligence 

D. contextual awareness 

Correct Answer: D 

 

QUESTION 9

What are two common seller obstacles? (Choose Two) A. Unresponsive potential customers 

B. Seller competition 

C. Fragmented solutions 

D. Complexity of solution components 

E. Overcrowded portfolios 

Correct Answer: DE 

 

QUESTION 10

Which three customer business objectives does Cisco\\'s Advanced Threat solutions address? (Choose Three) 

A. Lower TCO through intelligent API management 

B. Visibility and control with a managed environment 

C. Accelerated firewall implementation 

D. Complete protection with holistic defense 

E. Comprehensive support with flexible solutions 

F. Secure communications with advanced access 

Correct Answer: BDE 
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QUESTION 11

What are two key advantages of Cisco\\'s Security Solutions Portfolio? (Choose two.) 

A. Cisco Security provides flexible, simple, and integrated advanced threat detection, through a multilayered approach. 

B. The Cisco Security Portfolio offers realtime access control and event monitoring to drive business outcomes. 

C. The Cisco Security Portfolio provides security across the entire business environment. 

D. Cisco Security provides direct, simple, and balanced detection by driving customer outcomes. 

E. An effective security solution portfolio can help customers overcome ever-growing security challenges. 

Correct Answer: AE 

 

QUESTION 12

Which two security areas are part of Cisco\\'s endpoint solutions? (Choose two) 

A. Identity and Access Control 

B. URL Filtering 

C. Remote VPN 

D. Cloud App Security 

E. Malware Protection 

Correct Answer: AE 

 

QUESTION 13

How do AMP\\'s device trajectory capabilities help address customers\\' breach remediation issues? 

A. It analyzes the data from suspicious files to provide a new level of threat intelligence. 

B. It determines the scope and cause of an outbreak and tracks suspicious files 

C. It tracks file behavior across the network to see which devices it enters and exits 

D. It searches for potential threats based on identified activities and behaviors 

Correct Answer: B 

 

QUESTION 14

What is a continuous protection feature of Advanced Malware Protection? 
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A. Sandboxing File Analysis 

B. Global Threat Intelligence 

C. Behavioral Indicators of Compromise 

D. File Reputation 

Correct Answer: B 

 

QUESTION 15

Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic? 

A. Trust modeling 

B. Anomaly modeling 

C. Anomaly detection 

D. Event classification 

Correct Answer: D 
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